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 The electronic integrated circuits (ICs) and internet technology have eased 

     and fastened the diagnosis and treatment of critical diseases.  

 The medical instruments such as CT scanner and MRI scanner generate large 

size of digital image data [1]. 

 Due to large, these images are required to be stored/ transmitted in the 

compressed form. 
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 Emerging hardware threats are increasingly corrupting compressed medical 

images from cameras and scanners, often by compromising the compression 

processor. 

 

 Hardware threat like reverse engineering (causing Trojan insertion) [7] and 

piracy / counterfeiting [8]-[10].  
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Sr. 

No. 

Existing Work Technique Used Remark 

1. F. Koushanfar 

et.al., [17] (2005) 

B. Le Gal 

et.al.,[22](2012) 

employed 

watermarking 

technique to secure 

the designs against 

counterfeiting/cloning. 

However, [17],[21] did not 

ensure the preventive security 

against RE 

2. A. Sengupta et.al., 

[11] (2017) 

A. Sengupta et.al., 

[20] (2005) 

structural obfuscation 

has been applied on 

DCT 

However, [11], [20] did not 

perform structural 

obfuscation on entire JPEG 

CODEC processor 
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FIGURE 3(a). Proposed double line defense using structural obfuscation and crypto-based 

dual-phase steganography to secure JPEG CODEC processor used for compression of medical 

images. 
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FIGURE 3(a). Proposed double line defense using structural obfuscation and crypto-based 

dual-phase steganography to secure JPEG CODEC processor used for compression of medical 

images. 
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Key-

bits 

Modes  Definition 

000 1 Choose every 2 elements 

and skip next 2 elements  

001 2 Choose every 4 elements 

and skip next 4 elements  

010 3 Choose every 8 elements 

and skip next 8 elements  

011 4 Choose every 16 elements 

and skip next 16 elements  

100 5 Choose every 32 elements 

and skip next 32 elements  

101 6 Choose every 64 elements 

and skip next 64 elements  

Stego-key 1 

Chooses elements 

of set ‘S’ according 

to six modes 

Stego-key 2 

Decides the number of elements (according 

to four modes) by which circular right shift 

for each row will be performed 

Key-

bits 

Modes  Definition 

00 1 Circular right shift by 1 element 

01 2 Circular right shift by 2 element 

01 3 Circular right shift by 3 element 

11 4 Circular right shift by 4 element 

Stego-key 3 

Decides the key of encryption for 

each unique alphabet of the state 

matrix (a distinct key is chosen for 

each unique alphabet) 
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Key-

bits 

Modes  Definition  

000 1 x*y*z 

001 2 X+y+z 

010 3 |x-y-z| 

011 4 |x-y+z| 

100 5 (z+y)/x 

101 6 (z+x)*y 

Stego-key 

4 

Decides the mode of 

computing equivalent to 

each encrypted alphabet  

Stego-key 

5 

Decides the concatenation sequence of 

elements (based on six modes) for each 

coloum 

Key-

bits 

Modes  Definition 

000 1 E0E1E2E3 

001 2 E0E1E3E2 

010 3 E0E2E1E3 

011 4 E0E2E3E1 

100 5 E0E3E1E2 

101 6 E0E3E2E1 
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Bit Encoded meaning  

0 Embed an edge between node pairs (even, even) of CIG (during register 

allocation of HLS) of JPEG compression  

1 In the JPEG compression scheduling/allocation, odd operations are assigned to 

FU of vendor type 1(U1) and even operations are assigned to FU of vendor 

type 2(U2) (during functional unit (FU) allocation phase of HLS) 

TABLE 1. Encoding of bit `0' and `1' in JPEG compression design. 
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First Line of Defense:  

Inputs: DFG of JPEG compression processor, 

module library, resource constraints. 

Output: Obfuscated scheduled DFG 

Algorithm:  

                  Read DFG; 

                  perform_THT(){ 

                  travers all operations;   

read data dependency of each operation; 

if operations of same type are executing 

sequentially, then execute them as parallel sub-

computations while altering data dependency 

without changing functionality; 

returned obfuscated DFG;} 

Read module library  

Read constraints file; 

architectural_ synthesis() 

end algorithms ; 

Second Line of Defense:  

Inputs: Obfuscated scheduled DFG, Stego-key1 to 5 

Output: Steganography embedded obfuscated JPEG  

Algorithm:  

                  Read obfuscated scheduled  DFG ; 

                  create_CIG() 

                  extract_secret_design_data() 

   state_matrix_formation() 

   bit_manipulation() 

                  row_diffusion() 

   trifid_cipher()  

   alphabate_substitution() 

   matrix_transposition() 

                  colum_diffusion() 

                  byte_concatenation() 

                  bitstream_truncation() 

                  bit_encoding() 

   embedding_bit0() 

                  embedding_bit1() 

end algorithms ; 
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T Pink Indigo Violet Green  Yellow Orange Red Black 

0 V0 V1 V2 V3 V4 V5 V6 V7 

1 V8 V9 V10 V11 V4 V5 V6 V7 

2 V16 - V10 V11 V12 V13 V14 V15 

3 V17 - - V11 V12 V13 V14 V15 

4 V18 - - - V12 V13 V14 V15 

5 V19 - - - - V13 V14 V15 

6 V20 - - - - - V14 V15 

7 V21 - - - - - - V15 

8 V22 - - - - - - - 
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30 7C 77 7B 
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7D FA 59 47 

F7 CC 18 96 

A0 B1 5B 85 

77 7B 30 7C 

5F 0C 13 EC 

FA 59 47 7D 

96 F7 CC 18 

A0 B1 5B 85 

77 78 30 76 

51 06 13 66 

14 59 47 74 

96 17 66 18 

40 81 58 85 

77 51 14 96 40 

78 06 59 17 81 

30 13 47 66 58 

76 66 74 18 85 

20 DD F0 70 C5 

A1 0E 1B 0A 34 

F5 DB 5F 65 E5 

3D 2A CA E0 08 

FIGURE 9. (a). Initial state matrix          (b). After byte substitution                 (c). After row diffusion. 

FIGURE 10. (a). After TRIFID cipher.                (b). After transposition.               (c). After mix-column diffusion. 

                  (a)                                                      (b)                                                          (c) 

         (a) 

   (b)                                                          (c) 
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Alphabets A B C D E F 

Corresponding state 

(output of TRIFID 

cipher) 

211 323 321 233 313 322 

Key bits  

(Stego-Key4) 

001 001 000 010 101 010 

Computed digit 4 8 6 4 6 1 

E0 

E1 

E2 

E3 

 

 
 

02 03 01 01 

01 02 03 01 

01 01 02 03 

03 01 01 02 

77 

78 

30 

76 

 

20 

A1 

F5 

3D 

 

= * = 



INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE 

• Proposed Methodology 

18/14 



INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE 

• Proposed Methodology 

19/14 

C4 C4 C4 C4 C4 C4 C4 C4 

C1 C3 C5 C7 -C7 -C5 -C3 -C1 

C2 C6 -C6 -C2 -C2 -C6 -C6 C2 

C3 -C7 -C1 -C5 C5 C1 C7 -C3 

C4 -C4 -C4 C4 C4 -C4 -C4 C4 

C5 -C1 C7 C3 -C3 -C7 C1 -C5 

C6 -C2 C2 -C6 -C6 C2 -C2 C6 

C7 -C5 C3 -C1 C1 -C3 C5 -C7 

FIGURE 14. 2D- DCT coefficient matrix. 
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T Pink Indigo Violet  Green Yellow Orange Red Black 

0 V0 V1 V2 V3 V4 V5 V6 V7 

1 V9 V8 V11 V10 V4 V5 V6 V7 

2 -- V16 V11 V10 V12 V13 V14 V15 

3 V17 -- V11 -- V12 V13 V14 V15 

4 -- V18 -- -- V12 V13 V14 V15 

5 V19 -- -- -- -- V13 V14 V15 

6 -- -V20 -- -- -- -- V14 V15 

7 V21 -- -- -- -- -- -- V15 

8 -- V22 -- -- -- -- -- -- 

TABLE 4. Register/color allocation of storage variables 

of 8-point DCT after implanting steganography. 
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FIGURE 20. Un-obfuscated JPEG DCT core. 
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TABLE 8. Comparison of JPEG hardware pre and post structural obfuscation. 

Resource Configuration Structural changes due to  

proposed obfuscation 

Non-obfuscated JPEG hardware 4+, 8*, 12(8:1 mux), 12(16:1 mux),  

6(1:8 demux), 6(1:16 demux)    

10064 gates 

Structurally obfuscated JPEG 

hardware  

3+,3*,10(32:1mux), 2(16:1 mux),  

5(1:32 demux), 1(1:16 demux) 
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