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Introduction

» The electronic integrated circuits (ICs) and internet technology have eased
and fastened the diagnosis and treatment of critical diseases.

» The medical instruments such as CT scanner and MRI scanner generate large
size of digital image data [1].

» Due to large, these images are required to be stored/ transmitted in the

compressed form.

[1] D. A. Koff and H. Shulman, "*An overview of digital compression of medical images: Can we use lossy image compression in
radiology?" Can. Assoc. Radiol. J., vol. 57, no. 4, pp. 211217, 2006.
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e Threat Model

» Emerging hardware threats are increasingly corrupting compressed medical
images from cameras and scanners, often by compromising the compression
processor.

» Hardware threat like reverse engineering (causing Trojan insertion) [7] and
piracy / counterfeiting [8]-[10].

[7] X. Zhang and M. Tehranipoor, "“Case study: Detecting hardware trojans in third-party digital IP cores," in Proc. IEEE Int.
Symp. Hardw.-Oriented Secur. Trust, San Diego CA, USA, Jun. 2011, pp. 6770.

[8] Maxim. Accessed: May. [Online]. Available: hitps://www.maxim integrated.com/en/app-notes/index.mvp/id/545

[9] SMT Corp. Counterfeit Detection. Accessed: May 2019. [Online]. Available: https://www.smtcorp.com/counterfeit-detection
[10] A. Sengupta, D. Roy, and S. P. Mohanty, " Triplephase watermarking for reusable ip core protection during architecture
synthesis," IEEE Trans. Comput.-Aided Design Integr. Circuits Syst., vol. 37, no. 4, pp. 742755,Apr. 2018..
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e Related Work

F. Koushanfar employed However, [17],[21] did not
et.al., [17] (2005) watermarking ensure the preventive security
B. Le Gal technique to secure against RE

et.al.,[22](2012)  the designs against
counterfeiting/cloning.

2. A.Sengupta et.al., structural obfuscation However, [11], [20] did not

[11] (2017) has been applied on perform structural
A. Sengupta et.al., DCT obfuscation on entire JPEG
[20] (2005) CODEC processor
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* Proposed Methodology

Medical applications (e.g. CT scan)

Secured " Unsecured
JPEG CODEC line of line of JPEG CODEC
defence ~ defence l
using using Threats
Secured stegano- obfuscation Possibly unsecured/tampered
compressed dataof ~ graphy compressed data of medical images

medical images

FIGURE 1. Thematic representation of securing medical images against external hardware threats.

INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE



* Proposed Methodology

Hardware Threats

\ \’
RE and Trojan insertion A Piracy A

A 4 \l/

Structural Obfuscation @ Secret Steganography @

» Acts as preventive control » Acts as detective control mechanism|
mechanism = Secretly embeds strong digital

= Converts the design circuit evidence into the JPEG hardware
into an unrecognizable form " Enables to detect pirated JPEG

» Makes difficult to understand hardware by inspecting the presence
and analyse the hardware of secret information

= Thereby hinders RE and » Counterfeited/cloned hardware are
malicious logic insertion removed from the design chain after
(Tampering) detection

FIGURE 2. Overview of hardware threats and protection scenarios using
proposed approach.
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* Proposed Methodology
Library Constraints compression algorithm
’ v

Scheduled & . —— .y Tree Height Transformation
st _" hardware allocated | €— AR Jios i it
1 line of DFG obfuscation
defense
Register
allocation (CIG) -
Cover design data ” Embf?ddmg stego-constraints
during register allocation
A 4 Stego- phase
nd Embedded (Secret) constraints ———————
2 line of< . Generator | Steeo- Embedding stego—constraints
design data g . .
defense constraints during hardware allocation
phase
Stego-
keys
Crypto-based Dual-phase Steganography Encoder
Steganography embedded obfuscated JPEG CODEC IP core
- I

FIGURE 3(a). Proposed double line defense using structural obfuscation and crypto-based
dual-phase steganography to secure JPEG CODEC processor used for compression of medical
images.
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* Proposed Methodology

Steganography embedded obfuscated JPEG CODEC IP core

Crypto-based Dual-phase Steganography decoder
Embedded
design data Ve ~
Match th
Stego- Stego- S gen;:ted ;ld
keys ’ {gzzggg: extracted stego-
constraints
| >

. 2

Detection of IP piracy/ counterfeiting/ cloning
and proof of ownership

FIGURE 3(a). Proposed double line defense using structural obfuscation and crypto-based
dual-phase steganography to secure JPEG CODEC processor used for compression of medical
images.
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* Proposed Methodology

data Register allocation (CIG) of Obfuscated
Secret design data: A set ‘S’ comprising of | € JPEG compression Dchh&gl;;egG
0

‘indices (i,k) of storage variable pair (Vi, Vk)

assigned to same register/color of CIG’ compression

Crypto-based dual-phase steganography
A4 v
Stego-keys Generating Stego-constraints Embedding
— steganograph
Stego- .| State-matrix formation: Choose elements of set ‘S’ based on stego-keyl duﬁng rg;;];té
Keyl “7| and represent using a state matrix containing 4 elements in each row allocation phase _
of HLS , P _ Embedding
Bit manipulation: Perform non-linear manipulation of the elements using M Matrix transposition: Transpose the updated state matrix steganography
fﬂf“'ifd S-box stego- v during hardware
Stego- Row diffusion: Perf Siffusion of the clements based on storokeva constraints ' | Mix column diffusion: Perform mix-column diffusion on each column of allocation phase of
N : stego- i i :
Key? > Row diffusion: Perform row diffusion of the elements based on stego-key into the CIG i the transposed matrix HLS
— NA based on |
Stego- L Performing multi-layered Trifid cipher: Perform on each unique enfzodecl ) \b Embedding !
Key3 > alphabet of state matrix based on stego-key3 meam‘l})g, of bit N Byte concatenation: Generate a sequence of bytes by concatenating stego- <
| I ¥ Kegt;- elements of each column of state matrix based on stego-key5 and convert constraints into :
] Alphabet substitution: Compute equivalent digits corresponding to each & the sequence of bytes into a bitstream the scheduled
Stego- i~ encrypted unique alphabet of the state matrix based on stego-key4 and DFG based on
Key4 1 substitute each alphabet with the corresponding equivalent digit ‘I’ - - - - encoded
' . Bit-stream truncation: Truncate the bit-stream into designer selected size Y
s meaning of bit
¢ & 1 H
Bit-encoding: Generate Stego-constraints using encoding rule for bits ‘0”
and ‘1’

Steganography embedded obfuscated JPEG CODEC processor
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* Proposed Methodology
Stego-key 1

Chooses elements Decides the number of elements (according
of set ‘S’ according to four modes) by which circular right shift
to six modes for each row will be performed

000 1 Choose every 2 elements 00 1 Circular right shift by 1 element

and skip next 2 elements 01
001 2 Choose every 4 elements

and skip next 4 elements 01
010 3 Choose every 8 elements

and skip next 8 elements 2
011 4  Choose every 16 elements

and skip next 16 elements
100 5  Choose every 32 elements

and skip next 32 elements
101 6  Choose every 64 elements

and skip next 64 elements

Stego-key 3

Decides the key of encryption for
each unique alphabet of the state

matrix (a distinct key is chosen for
each unique alphabet)

Circular right shift by 2 element
Circular right shift by 3 element

BN OWN

Circular right shift by 4 element
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Proposed Methodology

Stego-key

Decides the mode of Decides the concatenation sequence of
computing equivalent to elements (based on six modes) for each
each encrypted alphabet coloum

i S
000 1 x*y*z 000 1 EOE1E2E3
001 2 X+y+z 001 2 EOE1E3E2
010 3 x-y-Z]| 010 3 EOE2E1E3
011 4 x-y+z| 011 4 EOE2E3E1
100 5 (z+y)/x 100 5 EOE3E1E2
101 6 (z+x)*y 101 6 EOE3E2E1
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Proposed Methodology

TABLE 1. Encoding of bit "0' and "1' in JPEG compression design.

Encoded meaning

0  Embed an edge between node pairs (even, even) of CIG (during register
allocation of HLS) of JPEG compression

1 In the JPEG compression scheduling/allocation, odd operations are assigned to
FU of vendor type 1(U1l) and even operations are assigned to FU of vendor
type 2(U2) (during functional unit (FU) allocation phase of HLS)

Embedded data Register allocation (CIG) of Obfuscated
Secret design data: A set S’ comprising of | < JPEG compression Scheduled - — ¥ - Embedding
‘indices (LK) of storage variable pair (Vi, X ST + lTanspose the updaated statc matrix
d k bl VE, DFG of IPEG Matrix transposition: T the updated statc mat
i i g compression steganography
assigned to same register/color of CIG P! i
¥ during hardware
Mix column diffusion: Perform mix-column diffusion on each column of allocation phase of
Crypto-based dual-phase steganography the transposed matrix HLS
Stego-keys Generating Stego-constraints Embedding ¢ Embgdding i
— stegano, h; ion: i i
Stego- State-matrix formation: Choose elements of set ‘'S’ based on stego-keyl du.rging riz:l:te); Stego- Byte concatenation: Generate a sequeme of bytes by concatenating ste_go— X < I
Keyl and represent using a state matrix containing 4 elements in each row allocation phase : Kevs > elements of each column of state mamx_bassd f:'n stego-key5 and convert constraints into i
of HLS Y the sequence of byles into a bitstream the scheduled
Bit manipulation: Perform non-linear manipulation of the elements using Embedding : DFG based on
forward S-box stego- ; . - : - - encoded
Stego- constraints Bit-stream truncation: Truncate the bit-stream into designer selected sm‘ ino of bit
Key2 > |R0w diffusion: Perform row diffusion of the elements based on stego—key2| into the CIG .L mcam‘nlg, otor
¥ based on - ; ; o
Stego- Performing multilayered Trifid cipher: Perform on cach unique encoded Bit-encoding: Generate Stego-constraints using encoding rule for bits ‘0’
Key3 alphabet of state matrix based on stego-key3 meaning of bit and ‘1’
3 0
] Alphabet substitution: Compute equivalent digits corresponding to each
Stego- ~,| encrypted unique alphabet of the state matrix based on stego-key4 and
Key4 substitute each alphabet with the corresponding equivalent digit Steganography embedded obfuscated JPEG CODEC processor
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® PI’OpOSGd Methodology: Pseudo code of proposed double line of

Second Line of Defense:

First L.ine of Defense: _ Inputs: Obfuscated scheduled DFG, Stego-key1 to 5
Inputs: D_FG of JPEG COMPpression processor, Output: Steganography embedded obfuscated JPEG
module library, resource constraints. Algorithm:
Output: Obfuscated scheduled DFG Read obfuscated scheduled DFG;
Algorithm: create_CIG()
Read DFG; extract_secret_design_data()
perform_THT() state_matrix_formation()

bit_manipulation()
row_diffusion()

trifid_cipher()

alphabate_substitution()

travers all operations;
read data dependency of each operation;
if operations of same type are executing

sequentially, then execute them as parallel sub- matrix_transposition()
computations while altering data dependency colum_diffusion()
without changing functionality; byte concatenation()
returned obfuscated DFG;} bitstream_truncation()
Read module library bit_encoding()

Read constraints file; embedding_bit0()

architectural _ synthesis()
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* Proposed Methodology

T v Vot Green [vtiow | Oranes | ed | e
VO Vi V2 V3 V4 V5 V6 V7

0

1 V8 V9 VIO VIl V4 V5 V6 V7
2 V16 i V0o VIl V12 V13 V14 VIS
3 V17 i i Vil VI2 V13 V4 VI5
4 VIS i i i V12 V13 V14 VIS
5  VI9 i i i i V13 V14 VIS
6 V20 i i i i i V14 VI5
7 V2l i i i i i i V15
8 V22 i i i i i i i
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* Proposed Methodology

T: control step
M1 : first instance of multiplier of
wvendor type-1

M3 : second instance of multiplier
of vendor type-1

M? : first instance of multiplier of
vendor type-2

Al first ingtance of adder of vendor
type-1

Wi0-¥221: 23 storage variahles
FLV,GY,O0 R, B: cight
different colors representing eight
distinet registers

FIGURE 7. Scheduled and hardware allocated 8-point DCT using 1 (+) and 4 («) before implanting steganography. FIGURE 8. CIG of 8-point DCT before implanting hardware steganography.
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* Proposed Methodology

(b)
30 | 7C | 77 | 7B
0C | 13 | EC | 5F
7D | FA | 59 | 47
F7 | CC | 18 | 96
A0 | Bl | 5B | 85

(©)
77 | 7B | 30 | 7C
SF | 0C | 13 | EC
FA | 59 | 47 | 7D
9% | F7 | CC | 18
A0 | B1L | 5B | 85

(b). After byte substitution

(c). After row diffusion.

(a)
08 01 02 03
81 82 83 84
13 14 15 16
26 27 24 35
47 56 57 67
FIGURE 9. (a). Initial state matrix
(a)
77 78 30 76
51 06 13 66
14 59 47 74
96 17 66 18
40 81 58 85

(b) (©)
77 | 51 | 14 | 96 | 40 20 | DD | FO | 70 | C5
78 | 06 | 59 | 17 | 81 Al | OE | 1B | 0A | 34
30 | 13 | 47 | 66 | 58 F5 | DB | 5F | 65 | E5
76 | 66 | 74 | 18 | 85 3D | 2A | CA | E0 | 08

FIGURE 10. (a). After TRIFID cipher.

(b). After transposition.

(c). After mix-column diffusion.
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Proposed Methodology

___ Alphabets | A | B C | D E|F_

Corresponding state 211 323 321 233 313 322

(output of TRIFID

cipher)

Key bits 001 001 000 010 101 010
(Stego-Key4)
Computed digit 4 8 6 4 6 1

4 )

B0 | (02 03 01 01 ) [ 77 20
EL o1 02 03 01 | 78 |_ Al
E2 30 F5
E3 01 01 02 03 i 1D
& J \03 01 0l Ozj & ) N J

FIGURE 11. The CIG of 8-point DCT after implanting steganography during
register allocation phase Note: Dotted red lines show the

stego-constraints implanted (corresponding to 0s).
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* Proposed Methodology

JPEG compression IP core mr'}.d'l
mil2
DT Transtarmation % I
20-GCT - E)
coefficient BET transformed Block-2 2
matrix queus pixel intensity g
alue E'
]
Cluantization
Quantization v
matrix queve Quantized pixel
intensity value

Fi)

Hardware for JPEG compression process

FIGURE 12. Scheduled and hardware allocated 8-point DCT using 1(+) FIGURE 13. Hardware of JPEG CﬂmPrESSiDI'I process.
and 4(*) after implanting steganography during both pase-1 and phase-2.
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* Proposed Methodology

(C4 C4 C4 C4 C4 C4 C4 C4 )
Cl C3 C5 C7 -C7 -C5 -C3 -Cl
C2 C6 -C6 -C2 -C2 -C6 -C6 C2
C3 -C7 -Cl -C5 C5 Cl C7 -C3
C4 -C4 -C4 C4 C4 -C4 -C4 C4
C5 -Cl C7 C3 -C3 -C7 Cl -C5
C6 -C2 C2 -C6 -C6 C2 -C2 C6

c7 -C5 C3 -C1 C1 -C3 C5 -C7
FIGURE 14. 2D- DCT coefficient matrix.
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* Proposed Methodology

TABLE 4. Register/color allocation of storage variables
of 8-point DCT after implanting steganography.

T | Pink | Indigo | Violet | Green | Yellow | Orange | Red | Black
0 [ VO Vi V2 V3 V4 V5 V6 V7

1 V9 V8 \A8! V10 V4 V5 V6 V7
2 - V16 Vil V10 V12 V13 V14 | V15
3 | V17 -- \A8! -- V12 V13 V14 | VIS5
4 - V18 -- -- Vi2 V13 V14 | V15
5 | VI9 -- -- -- -- V13 V14 | V15
6 -- -V20 -- -- -- -- V14 | V15
7 | V21 - - - - - - V15
8 - V22 - - - - - -
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Proposed Methodology

1" pikel of the compressed image (£'11)
FAGURE 15. DFG of un-obfuscated IPEG compression P core as macro |P comprising 2 micro-IPs endemeath.
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FIGURE 16. Structwrally obfusmated DFG of IPEG CODEC IP core.




* Proposed Methodology

TABLE 6. Scheduling of JPEG compression hardware after implanting

steganography.
T  Operat Operati  Operati  Operati  Operatio Operatio
ions ons ons ons ns assign  ns assign
assign assign assign assign to A} to Af
to My to M3 to M3 to A3
1 1 3 2 - - -
2 5 6 4 9 - --
3 7 17 B 11 - 1o
4 19 20 18 13 -- 12
5 21 23 22 25 26 14
& 33 34 24 15 27 29
7 35 37 36 41 - 28
8 39 40 IR 42 -- 30
9 49 51 50 43 45 14
10 53 54 52 31 57 46
11 as 65 56 a9 47 58
12 67 68 G 6l - 60
13 3] 71 70 73 74 62
14 g1 B2 72 63 75 T
15 83 85 84 B9 -- Ta
16 87 HE 86 a0 - 78
17 a7 o9 e a1 93 b2
18 101 102 1000 79 105 G4
1% 13 113 104 a5 Loy 106
20 115 116 114 -- 109 108
21 17 119 118 121 122 11
22 3z 120 16 11 123 125
23 o4 B 48 129 - 124
24 1z - 96 150 - 126
25 - - - 127 131 133
26 - - 128 - - -
27 - - - -- - 132
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* Proposed Methodology
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FIGURE 20. Un-obfuscated JPEG DCT core.
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* Proposed Methodology

TABLE 8. Comparison of JPEG hardware pre and post structural obfuscation.

Resource Configuration Structural changes due to
proposed obfuscation

Non-obfuscated JPEG hardware 4+, 8*, 12(8:1 mux), 12(16:1 mux), 10064 gates
6(1:8 demux), 6(1:16 demux)

Structurally obfuscated JPEG 3+,3*,10(32: Imux), 2(16:1 mux),

hardware 5(1:32 demux), 1(1:16 demux)

TABLE 9. Effective number of 0's and 1’s for different size of stego-constraints.

Design Total # of constraint =100 Total # of constraint =200 Total # of constraint =300 Total # of constraint =400
solution Effective # of  Effective # of  Effective # Effective # of  Effective # Effective # Effective # of  Effective #
(resource (0’s embedded 1’s embedded of 0’s 1’s embedded of 0’s of I’s 0’s embedded of I's
constraint) embedded embedded embedded embedded
3+, 3% 42 49 89 93 139 111 197 111
3+, 5% 48 48 97 94 148 122 203 122
5+, 5% 49 49 98 93 153 124 208 124
7+, 9% 40 59 87 108 135 131 186 131
0+, 9% 44 55 93 104 142 132 188 132
11+, 11%* 53 46 109 89 160 131 217 131
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* Proposed Methodology

TABLE 10. Security analysis (in terms of probability of coincidence) of proposed approach on varying size of stego-constraints for different design

solutions.
Design f of constraint =100 # of constraint =200 # of constraint =300 # of constraint =400
solution Pc' Pc’ Pc' Pc? Pc' Pc’ Pc! Pc’
3+, 3% 521 ¢l 1.6245¢-3  2.516le-1  44e-6 1.158%-1  2.4e-7 4.715¢-2 9.89¢-8

3+, 5% 4.75¢-1 1.732¢-2 2.222¢-1 3.39¢-4 1.008e-1 2.228¢-5 4.296e-1 9.497¢-6
5+, 5% 4.68¢-1 6.329¢-2 2.188e-1 4.913e-3 9.328e-2 5.907¢-4 3.976e-2 2.518¢-4
7+, 9% 5.38e-1 2.092¢-1 2.595¢-1 4.61e-2 1.233¢-1 1.515¢-2 5.59-2 6.87¢-3

9+, 9% 5.06e-1 2.552¢-1 2.364¢-1 6.496e-2 1.106e-1 2.146e-2 542e-2 1.051e-2
11+, 11% 4.40¢-1 3.001¢-1 1.845¢-1 8.816¢-2 8.368¢-2 2.821¢-2 3.458¢-2 |.166¢-2

TABLE 11. Design cost analysis of proposed approach on varying size of stego-constraints for different design solutions.

Design Pre- # of constraint= 100 # of constraint= 200 # of constraint= 300 # of constraint= 400
solution stegano- Cost Cost Cost Cost Cost Cost Cost Cost
graphy (Phase-1) (Phase-1 (Phase-1)  (Phase-1 (Phase-1) (Phase-1 (Phase-1) (Phase-1
cost & & & &
Phase-2) Phase-2) Phase-2) Phase-2)
3+, 3* 0.2167 0.2167 0.2167 0.2167 0.2169 0.2167 0.2173 0.2167 0.2173
3+, 5% 0.1917 0.1917 0.1920 0.1917 0.1924 0.1917 0.1929 0.1917 0.1929
5+, 5% 0.1713 0.1713 0.1713 0.1713 0.1713 0.1713 0.1719 0.1713 0.1719
T+, 9% 0.1718 0.1718 0.1720 0.1718 0.1725 0.1718 0.1729 0.1718 0.1729
9+, 9* 0.1752 0.1752 0.1754 0.1752 0.1757 0.1752 0.1763 0.1752 0.1763
11+ 11* 0.1785 0.1785 0.1785 0.1785 0.1789 0.1785 0.1794 0.1785 0.1794
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