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ABSTRACT

The use of hardware intellectual property (IP) cores has become a key design
approach in modern electronics, particularly in electroreesnputing and
multimedia systems. This popularitgtems from the ability of IP cores to
enhance performance and efficiency by accelerating application processes. In
addition, growing design complexities, shorter product lifecycles, and
increasing pressure to bring products to market fgstee-to-marke factor)

have driven the adoption of reusable IP coraaadernsystemon-chip (SoC)
designs. These factors, coupled with the dath computatiomtensive nature

of many modern applications, have made IP cores an essential component in
these designs. divever, the growing reliance on thiparty IP vendors and a
globally distributeddesignsupply chain has introduced significant security
risks. As IP cores are often sourced from multiple vendors to expedite the
design process, the involvement of extenpaities create vulnerabilities that

can be exploited by malicious actors. An untrusted design house, particularly
in offshore locations, might steal or tamper with the IP desgn leading to

piracy or malicious alterations, compromising the integaityl safety of the

final product.On the other hand, it is also essential for the SoC integrator to
demarcate between authentic and pirated products before integration into final

SoC design to ensure the safety and security of end consumers.

Applications that rely on multimedia, digital signal processing (DSP), image
processing, healthcare, and machine learning have become more prevalent,
making IP cores even more essential in sectors like healthcare, military,
robotics, artificial intelligence, etc. Theseres enable critical functions in
advanced systems, making them a fundamental part of the technological
infrastructure. As SoC designers increasingly integrate reusable IP cores
sourced from various global vendors, the complexity of the IP supply chain
amgifies security concerns. The most significant threats include IP piracy, IP
counterfeiting, unauthorized claim of IP ownership, and hardware Trojans
insertion. Given these risks, securing IP core has become a critical concern.
Designer must implement comghensive security measures to ensure that the

hardware remains trustworthy throughout its lifecycle. Further, it is also

Vi



essential to incorporate lewost design solutions to generate an optimal

secure hardware IP core.

For complex, datheavy applicatiom such as image processing, DSP,
multimedia, healthcare, and machine learning, securing reusable hardware IP
cores requires specialized approaches. One solution that has gained traction is
the use of highevel synthesis (HLS) framework. This framework \odes a
means to incorporate security mechanisms into IP core designs at higher
abstraction of design levels, while maintaining design flexibility and reducing
complexity. HLS allows designers to integrate robust security features with
minimal impact on th overall design cost, making it an attractive solution for
securing IP core/design. One of the key features of HLS is the design space
exploration (DSE) framework, which facilitates the generation of-dost
secure design solutions. This thesis provisigeral alternative paradigm for
securing hardware IPs against IP piracy and hardware Trojan during HLS.
Towards the security of IP cores, this thesis contributes the following: (a) low
cost multiphase encryption and laest cryptechain signature base cagity
approaches against IP piracy and false IP ownership claimdediyning
enhanced security framework for har d\
molecular biometrics and facial biomethased encryption key, (c) exploiting
statistical hardware watmarking technique using encrypted dispersion matrix
and eigen decomposition framework, (d) securing GLRT cascade hardware IP
design framework for ECG detector (e) designing voice biombkased
hardware watermarking framework, and (f) designkigS-basedlow-cost

(optimal) functional trojasresistant hardware IP design framework

Vi
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Chapter 1

Introduction
1.1. Hardware Systems: ASIC/IP Core

We are fortunate to be part of a generation that benefits from the
advancements in smart technology, all made possible by the relentless efforts
of scientists and researchers. In this modern era, electronic/computing systems
have been instrumental in reafigi the vision of making technology smarter,
more efficient, and accessible to everyone. Today, there is an increasing
demand for systems and devices that offer rapid aneeffestive processing,
whether for applications or hardware. As a result, varicossumer
electronics and computing devices, such as smartphones, smartwatches,
tablets, digital cameras, computers, and audio headsets, have become integral
to our daily lives, fulfilling both our needs and desires. Apart from consumer
electronics and muthedia systems, these computing devices are also used in
healthcare, military operations, and other-#gatld scenarios. Electronics and
computing devices in smart healthcare enable remote monitoring, precise
diagnostics, and personalized treatments, avhih advanced military
operations, they enhance communication, surveillance, and strategic decision
making [1]- [4].

Moreover, the need for applicati@pecific computing is rapidly increasing in

the current technological landscape. Unlike gereuapo® systems that
handle a wide range of functions, applicatgpecific computing systems offer
tailored performance, optimized power consumption, and enhanced efficiency
for specific tasks. In the modern era, these systems provide faster processing,
reducedenergy use, and lower costs by focusing on specialized applications
like image processing or data encryption, thereby improving overall
performance. As they perform several complex data and computation
intensive tasks like image processing, awddeo pocessing, and more, they
are designed as applicatigpecific integrated circuits (ASIC), also known as
hardware accelerators. The base of these devices is a systnp (SoC),
which integrates various components, including functional blocks, memory

units, memory controllers, and peripherals. Rather than designing a SoC



entirely from the ground up, manufacturer (SoC integrator/designer) often opt
to acquire various modules or cores from #pedty intellectual property (IP)
vendors/sellers. This apprdaknown as the cofeased design paradigm, has
revolutionized the way electronic systems are developed, enabling faster
production cycles and reducing costs while maintaining high performance and
functionality. Generally, the complete design process,tisgarfrom the
procurement of different IP cores to assembly and the release of the final
product, involves multiple entities, locations, and design houses. This is
because some places can afford lower technical costs while some cheap labor,
besides time tanarket factor [5} [11].

As discussed above, ASICs/hardware accelerators play a critical role in
enhancing performance and efficiency for datansive tasks by speeding up
the underlying processes. This is achieved by offloading specific computing
tasks to specialized hardware components, known as hardware accelerator or
IP core. An IP core is a reusable block of Boolean logic/functions, register
transfer level (RTL) design, or galevel design organization representing the
desi gner 6s krtytSerhel egamplas afl hargware accelerators/IP
cores include cryptographic IP cores for performing specialized cryptographic
operations, image processing or digital signal processing (DSP) IP cores used
for performing image processing applications (sushblurring, sharpening,
etc.), compressiedecompression of images, biometric recognition tasks like
facial, fingerprint, and palmprint detection. Similarly, artificial intelligence
(Al) cores/machine learning (ML) cores are responsible for the exectuition o
complex AI/ML applications. In consumer electronics and computing systems,
dataintensive applications such as auslideo processing and image
compressiofdecompression are effectively handled by these IP cores, offering
high efficiency at reduced desigosts. Fig. 1L highlights the examples and
applications of different data and computatiotensive hardware IPs used in
several consumer electronics and multimedia systdRscores execute
complex algorithms like fast Fourier transform (FFT), finitgoulse response
(FIR) filtering, discrete cosine transformation (DCT), image compression and
decompression (JPEGODEC), etc., which are fundamental in multimedia,

machine learning, and digital signal processing applications. Due to the
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Fig. 11 Examples and applications of different data and compu

intensive hardware IPs used in consumer electronics and mult
systems

complexities of design, cost, and tifteemarket pressure, these application
frameworks are developed as dedicated reusable IP cores. This approach
reduces costs and accelerates design turnaround times. Consequently, SoC
designers incorporate reusable t*es from various vendors, which are mass
produced, thoroughly tested, and verified by companies around the globe,

ensuring a robust and diverse IP supply chain {124].

Understanding the design and development process of such complex systems
is cruchl for researchers and users. The design cycle of these systems consists
of multiple phases and involves various entities. These phases can be
categorized based on design complexity, cost, and flexibility, making it
essential to comprehend each stage tnginty. Additionally, the entities
involved in the design processuch as thirgparty IP vendors, system
integrators (SoC), and foundries (fabrication houseday distinct roles in

the integrated circuit (IC) design chain. Their involvement helps loweégrdes
costs, reduces complexity, and shortens development time. However, as the
design passes through various entities in the global design supply chain
process, it also necessitates robust security measures to protect designs from
potential threats and ensutheir safe use by end consumers. The participation

of diverse entities, including offshore design houses, raises concerns about
trustworthiness. Unreliable entities could engage in malicious activities, such

as IP piracy or fraudulent claims of IP owst@p. There is also the risk of



covert malicious logic being implanted by a rouge entity in a counterfeited
product. Thus, protecting the IP rights of IP vendors/sellers is vital, along with
ensuring the safety of ermbnsumers. Given the significant rolef
multimedia, DSP, and ML IP cores in consumer electronics, |oT devices,
smart healthcare, and missiontical tasks, their security cannot be
compromised. Incorporating a pirated IP version into the SoCs of these

applications could jeopardize user spf@hd system integrity [15][26].

This chapter provides an overview of the foundational elements upon which
the proposed hardware security techniques are developed. The second section
outlines the different abstraction levels of the ASIC/IP core desigoeps.

The third section delves into the hitgvel synthesis (HLS) process,
highlighting its significance in creating leeost, secure reusable hardware IPs
and some examples of data intensive DSP applicatibime fourth section
examines the various ltware threats and attacks in the ASIC/IP core design
process. Finally, the fifth section details the overall structure and organization
of the thesis

1.2. Abstraction Levels in ASIC Design Process

To effectively manage the complexity of designmfardwarelP core, it is
essential to begin at a higher abstraction level within the integrated circuit (IC)
design process. This approach is advantageous because higher abstraction
levels simplify the design process, provide greater flexibility, and make it
easierto integrate cosefficient (low-cost) architectures and robust security
mechanisms compared to lowewel design abstractions. The design
abstraction hierarchy generally consists of the following leveé)ssystem

level, (i) algorithmidbehavioral levk (iii) register transfer level (RTL)jV)
logic/gaténetlist level, and \) physicallayouttransistor level.Fig. 1.2

illustrates thealifferent abstraction level used in VLSI/digital ICs design process

The highest level in this hierarchy is the systdevel, where the design or
application is characterized based on input, output, and transfer functions. At
this level, key parameters such as functionality, size, speed, and power
requirements are also taken into account. The next level is the algoribhmi

behavioral level, where the design is represented in terms of its behavior. At
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Fig. 1.2 Different abstraction level used
VLSl/digital ICs design process

this stage, designers often usentrol data flow graphs (CDFGHata flow
graphs (DFG) to depict the system's behavior. The input tramsfgrematical
function is converted into these graphical forms to serve as an intermediate

representation, enabling further transformation into subsequent design levels.

The algorithmic representation of the design is then converted into the register
transfer level (HL) using HLS tool. RTL describes the interconnection
between different units such as arithmetic and logic unit (ALU), control unit,
storage hardwareThis RTL design, referred to assdft IR" is usually
available in the form of synthesizable code, sushsehematic design files
(.bdf) or hardware description language filéghd/.vhd). One significant
benefit of designing at higher abstraction levels is that integrating security
mechanism is less complex and ensures robust security across all subsequent
lower-level designsThe "soft IP' core provids a flexible foundation for chip
designers, allowing them to modify and optimize design parameters to meet
specific requirements. This flexibility is crucial for achieving a balance
between performance, power efficiency, and security, thereby making the
desgn process both efficient and adaptable to various technological needs.

The gate level, also known as the netlist level, represents the next stage of
design abstraction in the IP core design process. At this level, the RTL design
is converted into a gadevel design using logic or RTL synthesis. The gate
level defines the design in terms of the interconnections between various logic
cells and represents the output of the synthesis process at the logic level. The
resulting design, known as the géggel retlist, is referred to as dirm IP

core" Unlike the soft IP core a firm IP core is dependent on specific
technology and is less flexible for modification. Both RTL and -gmtel



netlist designs support further pesinthesis processes, such as placgme

routing, and deployment on reconfigurable platforms like FPGAs.

Following the gate level is thdayout/physicaltansistor level, which
represents an even lower level of abstraction. At this stage, thdegeke
design is transformed into a laydetel design through a process called
layout synthesis. The resulting design, known asaad' IP corg" is typically
presented in a fixed layout format, such asdtaphicdatasystem (GDS) or
layout editor format (LEF). Unlikesoft IP cores hard IP coresare not
modifiable by chip designers aystem integrators. One significant drawback

of hard IP designs is their lack of portability; they cannot be used in different
foundries for which they were not originally designed. This limitation arises
because t layout design is specific to the foundry's process technology and
design rules, preventing its reuse across different manufacturing environments.
Given the greater flexibility and portability of soft IP cores, they are often
preferred over hard IP coreSoft IP cores can be modified to suit specific
functional requirements and can be reused across various platforms and
foundries. However, this flexibility comes with a traolé soft IP cores are
more vulnerable to intellectual property (IP) protectisks because they can

be easily modified by system integrators. In contrast, hard IP cores, being
unmodifiable, are more secure against such risks. Therefore, IP cores are
generally designed and marketed in one of three forahsoft IP cores (b)

firm IP cores or () hard IP cores depending on the level of flexibility,

modifiability, and security required.

In addition to their classification based on abstraction levels, IP cores are also
categorized into two types based on their design sizes and airopat
capabilities: micrdPs and macrdPs. MicrolPs are smaller logic blocks,
such as individual logic gates, combinational circuits, and sequential circuits
(like registers and memory). In contrast, mali?e represent larger, more
complex logic degins and include components such as central processing
units (CPUSs), digital signal processors (DSPs), and appliegpeaific cores.
Examples of mackPs include cores designed for specific tasks like image
processing isjoint photographer expert groupJREGCODEC), video
processing isnoving picture expert groufMPEG), and digital filtering (finite



impulse response (FIR) and infinite impulse response (lIR) filters). These
macrelPs are particularly useful for applications that require intensive
computabns, such as audio processing, image compression and
decompression, digital data filtering, etc. The choice between 4iHsrand
macrelPs largely depends on the specific requirements of the application,
including the level of computational complexitynca the design size
constraints. Overall, the categorization and abstraction levels provide a
framework for selecting the appropriate IP core type, balancing flexibility,

security, performance, and application needs.
1.3. Introduction to HLS

In the IC designchain processkcle, synthesis is a critical process that
involves transforming a design from one form to another to facilitate
verification and analysis. Given the increasing complexity, design cost, and
time constraints, it is vital for designers to stair a less complex and more
flexible level. The choice of synthesis level depends on the required
information for analysis and representation. Synthesis processes are generally
categorized into three levels: (a) hilgvel synthesis (HLS), (b) logic
synthesis, and (c) physical synthesis, corresponding from the highest to the
lowest level of abstraction. Among these, HLS offers the most flexibility and
the least complexity, making it a preferred starting point for many designers
[83], [87].

HLS converts a é&havioral description of the des@ynypically a
mathematical equation representing the irgutput relationship of a data
intensive algorithrd into RTL design. This conversion involves several
phases: transformation, scheduling, binding, and the finalpadtaand
controller synthesis. The overview of HLS design flow is highlighted in Fig.
1.3. Transfer/mathematical function of input application, resource constraints,
and module library (containing details of area, power, latency corresponding
to used functional units, such as adders and multipliers) are the primary inputs
of HLS process. HLS Ilgins with the transformation phase. In the
transformation phase, the mathematical or behavioral description of the design
is represented as a control data flow graph (CDFG). The CDFG is a structural
model that captures the inpotitput relationships and @aflow of the design.



High-level synthesis process

_________________ | Transformation Scheduline !
1 1 ~ |
: Inputs | | Generation of DFG Scheduling of the !
! . ro corresponding to inp—— DFGusing resource |
| Module library b application constraints !
1 I 1 . i I
i Resourcegonstraints m Binding SCh(eSdEl)J::eg)DFi i
' Input i I Binding (Register !
| application | | binding, FU binding, ¢ Hardware(FUs)
| ot Lo g allocation |
B ' | Interconnecbinding) !

L 1

Datapath and controller synthesis

RTL datapath design
for input dataintensive application

________ i e _______Aocation .

Fig. 1.3 Overview of HLS design flow
For example, a CDFG for a FIR digital filter is depicted in Fig. 4 (a), where

X[n], X[n-1], X[n-2], X[n-3] denote primary inputsZ[0], Z[1], Z[2], Z[3]

denote input coefficients and 6+6 and

and additions operations.

The scheduling phase, one of the most critical stages in HLS, transforms the
DFG into a scheduled version based on input resource constraints ( rafmber
adders and multipliers) and scheduling algorithms. For instance, the
CDFGDFG of an FIR filter (shown in Figl4 (a)) can be scheduled with
different resource constraints, such as one multiplier and one adder (shown in
Fig. 14 (b)) or two multipliersand one adder (shown in Fig4 (c)). The
scheduling algorithm used is LIST scheduling, which prioritizes operations
that do not depend on others for execution and schedules them to maximize
resource utilization (based on data dependency and input cesmnstraints).
Conflicts are resolved by giving priority to operations higher on the list.
Depending on the chosen resource constraints, the scheduled design may have
different execution times. For example, a design with one multiplier and one
adder maytake more control stepésix CS, COC5) than one with two
multipliers and one adder, but it uses fewer resources. However, using more
resources can show lesser control s{@ige CS, COC4), while resulting in a

larger design area. Therefore, it is crudar designers to select resource
constraints that balance minimizing both design latency and area. This
selection process can also be automated through the design space exploration
(DSE) capabilities of the HLS framework.
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Fig. 1.4 (a). Control data flow graph (CDFG) of FIR filter, (b) Scheduled data flow
(SDFG) of FIR filter scheduled with one multiplier and one adder, and (c) Schedul
flow graph (SDFG) of FIR filter scheduled with two multipliers and adder

The next phase, hardware allocation, involves assigning hardware resources

(such as adders and multipliers) to the operations and storage registers for the

designos

storage var.i

abl

es

(used

for

values). This allocatiomonsiders constraints such as design latency, design

area, and power consumption. More hardware resources reduce latency/delay

due to parallel execution but increase the design area. Conversely, minimal

hardware resources reduce area but may increasecyawue to serial

execution. Subsequently, the binding phase follows, where specific operations

are assigned to particular instances of functional units, and storage variables

are mapped to registers. For example, in an FIR filter design, multipliers and

adders are allocated to specific operations, and storage variables are assigned



to specific registers, which are depicted using different colors. Figures 4 (b)
and (c) show scheduled data flow graph (SDFG) of FIR filter scheduled with
one multiplier and onedder and SDFG of FIR filter scheduled with two
multipliers and one adder, whegi Si4 are the storage variables allocated to
eight different resisterd{Lg).

After the scheduling, allocation, and binding phases, the datapath and
controller synthesis phase is performed. This phase constructs the RTL
datapath using the allocated functional units, registers, latches, and other
components such as multiplexers areimdltiplexers, as determined during
binding. The controller is designed to generate control signals for different
units of the datapath based on the scheduled operations. Thus, HLS transforms
the behavioral description of a datdensive application intan RTL design,

also known as &oft IP core Once the RTL design is obtained, it can be
further transformed into a galevel or netlist design through logic synthesis.
The gatelevel design represents a more detailed and complex circuit than the
RTL desigh. Subsequently, this gakevel design is converted into a layout
design using physical synthesis, which is then sent to foundries for chip
fabrication. Designing an IP from a lower level of abstraction is generally not

preferred due to the higher complgxnvolved.

Security is another critical aspect of the synthesis process, particularly when
designing IP cores. Various security mechanisms, such as hardware
watermarking, steganographic constraints, and digital signatures, can be
integrated into the dag during the HLS phase. These approaches embed
covert watermarking/security constraints into the design to detect unauthorized
use or piracy of IP cores, ensuring that only legitimate IP versions are
integrated into SoC systems. To further enhance $gcuhe design can

undergo higHevel transformations, a process known as structural obfuscation.
Structural obfuscation alters the design's structure without affecting its
functionality, maki ng It di fficult
function or interconnectivity. Common highvel transformations include

loop unrolling, tree height transformation, and redundant operation elimination
[92]. These transformations prevent adversaries from reeagieeering the

design by obscuring its functiahty and architecturg20]. Implementing
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security mechanisms at lower abstraction levels is challenging due to the
complexity and the unavailability of IPs at these levels, such asleyate
netlists. In contrast, many DSP and multimedia applicationgzagable in

their algorithmic descriptions and can be automatically synthesized into RTL
designs using commercial or roommercial tools. This capability allows
designers to integrate security mechanisms with the comaigied design
(CAD) tools of HLS to create secure IP versions for det@nsive

applications.

In summary, the synthesis process in IC design is an essential step that
involves converting designs from higher to lower levels of abstraction, starting
with HLS, which provides greater flexilly and ease of integration for
security mechanisms. By beginning at a higher abstraction level, designers can
manage complexity more effectively, optimize design parameters, and ensure
robust security, ultimately producing secure, efficient, and adaplBlbcores

for various applications.

Leveraging highlevel synthesis for lovecost IP core desigifi32], [91]: HLS

plays a vital role in achieving lowost IP core designs by allowing the
exploration of various resource constraints, which impact déatgncy and

area. Optimal resource selection during scheduling is crucial for designers and
integrating design space exploration (DSE) within HLS enables the
identification of coseffective architectural solutions that meet area and
latency requirements.When secret hardware security constraints are
embedded, they can increase design cost, making the exploration-odgow
resource options even more important. By incorporating security measures at
the HLS stage, security is inherently propagated to loglesign levels,

ensuring protection across firm and hard IPs as synthesis progresses.

Examples and importance of DSP applicatiansurther,DSP ceprocessors
utilize various algorithms to perform specific tasks related to digital signal
processing. Commonlgmployed DSP algorithms include thtaar wavelet
transform (HWT) fast Fourier transform (FFT)discrete cosine transform
(DCT), discrete wavelet transform (DW,Tinverse discrete cosine transform
(IDCT), anddiscrete Fourier transform (DFT). Each of ta@dgorithms serves
distinct purposes in processing signals and imafes.DCT is primarily used

11



to convert an image from its spatial domain to the frequency domain and
forms the core algorithm for image compression and decompression in JPEG
CODECco-proaessors. DFT and FFT, on the other hand, transform a discrete
signal from the time domain to the frequency domain, which is essential for
signal analysis in many applications. The HWT facilitates the transformation
of a signal's waveform from the time domab the timefrequency domain,
making it effective for both lossy and lossless compression of signals and
images.DWT plays a crucial role in denoising real signals by decomposing
them into finer frequency and coarser time resolutions across different sub
bands. DWT serves as the foundational algorithm for image compression in
JPEG2000 standards. Additionally, digital filters like FIR and IIR filters are
vital in modern electronics, finding applications in telecommunications
speech processing, and attaimraremoval for specific frequency bandsg.

1.1 highlights the application of several DSP applications in thewedd

scenario

Next, machine learning IP cores are also integrated into D$fPocessors to
handle tasks related to Al and machlearning algorithms, such as pattern
recognition, classification, and predictive analytics. Meanwhile, multimedia
processors rely on multimedia algorithms, such as those used in the JPEG
compressiofdecompression and MPEG standards. The JPEG algorithm is
widely employed for image compression. It operates by first converting an
input image from the spatial domain to the frequency domain and then applies
guantization, which involves discarding less important frequency components,
resulting in a compressed ige This method is extensively used in fields like
medical imaging and digital photography, where storage efficiency and

transmission speed are crucial.

In summary, DSP cprocessors leverage a variety of signal processing
algorithms and digital filters tmmanage tasks that range from image and signal
compression to machine learning, contributing to a broad spectrum of

applications in telecommunications, multimedia processing, and beyond.

Next, © generate an applicati@pecific processor for datatensie tasks, the
synthesis process begins with the algorithmic or behavioral description of the

application as input [12], [91]. This description can take various forms, such
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as C/C++ code, a transfer function, or a mathematical equation representing
the inpu-output relationship. For instance, the algorithmic description of a

FIR filter can be expressed as a mathematical function [81]:
0 B dQze: Q (1.1)

Where, N represents the erdof the FIR filter. Further, the mathematical
equation based on the order of FIR filter, can be represented as follows:

08 Omzt QOpzHE p DCczE ¢ E GO 2

we 0 (1.2)
Where, X[n] to O[n] denote the current input and output, a¢fe-1], X[n-2]
denote the previous input values adgdnthdp B KOO denot e t he

input coefficients. This transfer function or mathematical equation is

converted into its corresponding CDFG

1.4. Hardware Threats and Attacks in the ASIC/IP Core

Design Flow

As discussed abovehe semiconductor design and manufacturirgeess is a
complex global network involving various offshore entities, such as-third
party intellectual property (3PIP) vendors, system integrators, and
foundryfabricationhouses. This network is designed to accelerate the design
process, reduce cost, and shorten the time to market. Within this framework,
IP cores are often provided by multiple IP vendors, based on specific design
requirements. These IPs are then suppled $0C integrator for integration

into an SoC design or sent directly to foundry houses for fabrication as
standalone integrated circuits (ICs). Once integrated at the SoC integrator, the
design is passed to the foundry houses for fabrication. This seduen
unidirectional flowd from IP vendor to SoC integrator and then to foundry
hous@ illustrates the asymmetric nature of the business model. Multiple IP
vendors may provide different IP designs, and multiple foundries may handle
the fabrication, which imbduces various vulnerabilities to hardware security
threats within the IC desigsupply chain process[15]-[26], [27]-[36], [53],

[54].
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The involvement of multiple entities across different stages of the
semiconductor supply chain exposes it to significasks, including the
infiltration of counterfeit components. Historical cases underscore the severity
of these vulnerabilities. For instance, in 2007 and 2008, the United States
Customs and Border Protection (CBP), in collaboration with European Union
Customs, conducted joint operations to enforce intellectual property rights.
These operations resulted in the seizure of hundreds of thousands of
counterfeit ICs and computer network components. However, these seizures
likely represented only a fraction did counterfeit products that entered the

market during that period.

In 2010, a notable incident involved VisionTech, a company whose owner and
administrative manager were charged with trafficking counterfeit
semiconductors. They were responsible for irtipgrthousands of shipments

of counterfeit components into the United States, primarily targeting the U.S.
Navy and defense contractors. This conspiracy, which spanned nearly five
years, highlighted the potential for rogue brokers to severely compromise

na i onal security and jeopardize count
estimated to have caused substantial damage to 21 semiconductor companies

by supplying counterfeit components, demonstrating theefaeching impacts

of counterfeit products withirhe supply chain.

The financial implications of counterfeit components are staggering. In 2012,
a report by the market research fitldS iSuppli estimated that counterfeit
products/elements resulted in multibilliolollar losses to the global
electronics spply chain. In 2016, the European Union (EU) and Dutch
customs conducted an operation targeting semiconductor imports from Hong
Kong and China, seizing over one million counterfeit devices in just a few
weeks. The 2018 report by the world semiconductoncbWSC) further
emphasized the critical nature of the issue, noting that counterfeit components
significantly undermine both security and economic stability. Pirated parts not
only compromise the reliability of customer applications but also cost
semicaductor companies billions of dollars annually in efforts to ensure the
authenticity and reliability of their products. Despite the efforts to combat

counterfeiting, accurately assessing the full impact of counterfeit
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Fig. 1.5 Different hardware threats and attacks in the hardware IC design flow proce:

semiconductors remains challenging. ndtheless, the available data and

reports make it clear that counterfeit components pose a serious threat to the

integrity of the global IC supply chain. Thiaises profound concerns about

the trustworthiness of the supply chain, as the presence of counterfeit

components can lead to severe financial losses, security vulnerabilities, and

risks to human safety. The complexity of the semiconductor supply chain,

combined with the involvement of multiple global entities, underscores the

urgent need for enhanced security measures and stricter enforcement of

intellectual property rights to protect against the proliferation of counterfeit

component$20], [89], [90]. Fig. 1.5 showsthe dfferent hardware threats and

attacks in the hardware IC design flow prode.

The redpink-colored component depicted in Fid.5 belongs to the

untrustworthy sector of the hardware design supply chain process from an SoC

integratos  perspective,

untrustworthy

and orange colored component

sector

from an

belongs

P-

to

vendo

colored components signify the trusted sector. The input consists of system

specifications, which are the behavioral descrigtiof the intended hardware

design, as illustrated in Fidl.5 These specifications are then progressed
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through the hardware design process. This process entails acquiring various
intellectual property cores or designs from multiple tigedty IP vendors,
followed by the integration of these imported cores into a single chip carried
out by Systerron-Chip (SoC) integrator. The necessity for involving multiple
third-party entities was discussed earlier. After integration, a corresponding
register transfer ieel (RTL) file is generated, which subsequently undergoes
synthesis to transform it into a gdével design file, also known as a netlist
file. This netlist file is subsequently transmitted to fabrication and
manufacturing facilities. As depicted in Fi$.5, hardware attacks are
categorized into three main types: (a) IP piracy and false claim of IP
ownership can be potentially performed illegally by an adversary in the SoC
integrator house, (b) netlist level attacks that can be potentially performed by
an adversary in the foundry (fabrication house), and (c) backdoor hardware
Trojan insertion through™8party IP (3PIP) cores, (d) Integrated Circuit (IC)
level attacks that can be potentially performed by an adversary in the foundry
or open market. If an advsary gains access to the design netlist file, they
could potentially execute attacks such as reverse engineering, and the insertion
of hardware Trojan into the design file. Additionally, throughout the
fabrication process and pefsibrication stage, andaersary situated within the
fabrication facility might initiate attacks such as overproduction (exceeding
the licensed IP limit) and false IC ownership claim. The dashed lines within
Fig 5 delineates the various types associated with potential locafiattaacks
within the design supply chain process. Conversely, the solid lines, depicted in
black color, represents the comprehensive hardware design flow from

specification to IC manufacturing.

The different types of possible attacks are as follova: IP piracy
(counterfeiting and cloning), (b) reverse engineering (RE), (c) hardware
Trojan insertion (insertion of malicious logic), (d) fraudulent claim of IP
ownership, and (e) overproduction (producing more than the licensing limit).
Counterfeited andloned IPs may contain malicious logic, which can cause
severe problems to both end consumers and IP vendors. Moreover, these
counterfeited IPs may not be rigorously tested as the genuine ones and may

cause various erroneous behavior such as (i) leakaggnsitive information,
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(i) improper functional output, (c) excessive heat dissipation, and (d) loss of
esteem for IP vendor and SoC integrator. Further, an adversary can covertly
insert malicious logic (hardware Trojan) into the design by carefully
inspecting the design through reverse engineering the netlist file. These Trojan
remain dormant until triggered, thus escaping the standard detection process.
Additionally, IPs/integrated circuits (ICs) can be fraudulently claimed or
overproduced over the ol licensing limit. Therefore, securing these IP
cores against such hardware threats is essential to protect IP vénattver,

the details on IP piracy, false claim of IP ownership and hardware Trojan

attack is discussed below.
1.4.1.1P piracy: counterfeiting and tampering

The elaborate process of design and distribution of hardware IPs is highly
vulnerable to a multitude of security risks, largely due to the intricate network
of multiple thirdparty entities and units participating in the globlasign
supply chain process. One significant area of concern revolves around the
piracy of hardware IP design once they are transferred from an IP seller to a
buyer (typically a SoC integrator). The risk arises when a malicious actor
within the SoC inteator's organization endeavors to illicitly/unlawfully
replicate/pirate the original design, subsequently marketing it either under the
same or a different brand name. This not only complicates the authentication
of genuine products but also leads to ficiahlosses for the original IP seller.
Furthermore, within a rogue foundry, an attacker might unlawfully pirate the
IP without the designer's knowledge or consent. From the opposite
perspective, it is also crucial for the SoC integrator to isolate
piratedcounterfeited hardware IP designs before integration into the final
product to uphold the safety and reliability standards forummis. A SoC
integrator can acquire IP cores either directly from an IP vendor or through a
broker who acts as an intermetgisbetween the IP designer and the SoC
integrator. However, in some cases, rogue IP suppliers, motivated by national
interests or the desire for illicit profit, may introduce counterfeit or pirated
components into the design supply chain. These fake canmn
masquerading as genuine, can negatively impact both the consumer electronics

(CE) system integrators and the end users. Ensuring security against IP piracy
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is critical for several reasons: first, counterfeit designs are often not subjected
to the rigorous testing necessary to guarantee reliability and safety. Second,
these counterfeit IPs may contain hidden malicious logic, such as hardware
Trojans, which compromise the security and functionality of the devices.
When such infected IPs or ICs are imgd into CE systems, they become

unreliable and pose significant safety risks to consumers.

Moreover, the issue of IP counterfeiting becomes evident when individuals
within a rogue foundry, in collaboration with new or secondary IP sellers,
engage in tb unauthorized replication or imitation of the original IP design.
This illicit activity not only undermines the IP rights of the original IP seller
but also poses grave risks to consumers. The compromised quality and
performance of counterfeit productdtem stemming from the use of inferior
materials or outdated technology, have a detrimental impact on the overall
functionality and reliability of the systems in which they are incorporated.
Moreover, the proliferation of counterfeit components tarnisheseputation

of authentic IP sellers, casting doubt on the integrity of their products and
services. This erosion of trust can haver&aching consequences, particularly

in critical sectors such as military systems, aviation, automotive industries,
and beyond. These vital applications rely heavily on the authenticity and
quality of the components they integrate, making them especially vulnerable
to the repercussions of IP counterfeiting. Furthermore, the ease with which
intentional hardware Trojans or iwdous logic can be incorporated into
counterfeit/pirated IPs exacerbates the security risks inherent in the integrated
design supply chain system. This presents a significant challenge for ensuring
the integrity and safety of the products and systemmntelon these
component$20], [21], [31]-[41].

1.4.2. False claim of IP ownership

In the IC supply chain, an adversary/deceitful IP buyer, possibly within the
SoC integrator and foundry houses, may fraudulently claim ownership of an
IP, causing substantial financial loss to the original IP owner/seller. This false
claim of ownership isa growing security concern. Traditional IP protection
methods like trademarks, industrial design rights, patents, and copyright, are

not effective for reusable IP designs. Therefore, safeguarding the ownership
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rights of the actual IP owner is crucial. Taldaess this, embedding a
designeré6s signature (watermark) cover
process can be an effective strategy. This hidden signature serves as proof of
ownership, enabling the original IP vendor to verify their rights andteoact

fraudulent ownership claim by the adversgg®)], [21], [40], [41].

Hardware watermarking serves as an essential tool to secure the hardware
design from hardware security threats. The importance of hardware
watermarking in the field of hardware IBore protection includes (a)
protection from IP piracy: hardware watermarking serves as a detective
countermeasure against IP piracy and false IP ownership assertion. By
embedding a unique watermark, the original seller/vendor/designer can assert
their owrership and identify any instances of piracy, (b) enhancing design
integrity: embedding a watermark within a hardware design also ensures the
integrity of the design by making it difficult for malicious actors to alter the
hardware without affecting the veatnark. Any tampering with the watermark
would indicate a potential breach or unauthorized modification, (c) enabling
traceability and accountability: watermarked hardware can be traced back to
the original designer or manufacturer, which is essentiahdoountability in

the global supply chain. This traceability helps in maintaining a transparent
and secure supply chain, reducing the risk of counterfeit components being
introduced, and (d) fostering trust in the market: the use of hardware
watermarking ehances trust among stakeholders, including manufacturers,
designers, and engsers. When the authenticity and ownership of hardware
can be reliably verified, it fosters a trustworthy market environment where

high-quality and original designs are valued
1.4.3. Hardware trojan attack

Hardware Trojans can be embedded by malicious actors at any stage of the
chip design process, posing significant threats to the functionality and

reliability of electronic systems. Research has demonstrated that functional
hadware Trojans can lead to incorrect outputs, compromising the safety and
dependability of the end product. When these Trojans are covertly inserted
into reattime hardware systems of custom computing devices, they can cause

unpredictable and unreliable ek i or . From an attacker
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motivations behind Trojan attacks are varied and may include a) damaging a
companyo6s reputation and mar ket stand
and b) causing the malfunction of electronics used in critidahstructure,

which could disrupt safety and missiontical applications. Therefore, it is

the responsibility of system integrator to develop a Trojan free or resistant
hardware design, as the thipdrty IP vendors supplying IPs for integration

may cottiain functional hardware trojans in them. These Trojans can remain
dormant and activate only under specific conditions, detecting and isolating
them during the testing phase of the DSP hardware IP core is extremely

challenging, complicating the defense iagasuchattackg25], [53], [57].
1.5. Structure of the Thesis

The chapters of this thesis are structured as follows: Chapter 2 reviews the
stateof-the-art techniques relevant to the proposed research. Chapter 3
presents the proposed exploration of dowst hardware IPs during HLS using
multiphase encryption and crypthain signature framework. Chapter 4
introduces an enhanced security framev
protein molecular biometrics and facial biometsmsed encryption key.
Chapter 5 describes the proposed method for securing hardware IPs by
exploiting statistical watermarking using encrypted dispersion matrix and
eigen decomposition framework. Chapter 6 discusses the proposed security
framewor k for securing GLRT cascade
fingerprint and CIG framework for ECG detect Chapter 7 outlines a novel
security methodology by exploiting voice biometbased watermarking
framework for securing hardware IP cores. Chapter 8 proposdt Sibased
exploration of lowcost (optimal) functional trojaresistant hardware IP
designs Chapter 9 presents the experimental results of the proposed
techniques and compares them with existing si&tbe-art methods. Finally,

Chapter 10 concludes the thesis and outlines potential directions for future

research.
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Chapter 2

Literature Survey: State-of-the-Art

Over the past few years, various hardware security techniques have been
developed to address threats to IP cores during the IC design process. This
chapter reviews these staibthe-art techniques and identifies their
limitations, formirg the foundation for the proposed hardware security
methods tailored for hardware IPs in this thesis. The first section covers the
stateof-the-arts in countering IP piracy and false IP core ownership claim, as
well as hardware Trojan detection methodse Becond section outlines the
objectives of the thesis, followed by a discussion of the key contributions

made in this thesis in section three.
2.1. State-of-the-Art on Hardware IP Attacks

As discussed in the previous chapter, the incorporation of pilatgdrsions

into system in the hardware SoC designs can result in several significant
consequences: (i) it can pose safety risks to end consumers, (ii) the system
may malfunction (unreliable functioning) due to hidden malicious logic, such
as hardware Trans, within the IP. These compromised IPs or ICs are
unreliable and unsafe when used in consumer electronics, (iii) they may create
security vulnerabilities, particularly in critical applications like military
systems , medical diagnostics, aerospace, @g.they can lead to financial
losses for the original IP vendors/designers and tarnishes the reputation of the
original IP vendor. Thus, detecting and isolating pirated/counterfeited IP
versions is essential to maintaining system integrity and s&ettion 1.4.1

of Chapter 1 discusses the threat of IP piracy/counterfeiting in detail.
Additionally, protecting the rights of original IP vendors against false
ownership claims is equally important. Section 1.4.2 of Chapter 1 discusses
the threat of falsdP ownership claim in detaiMoreover, the presenaef
hardware Trojans in IP designs is regarded as a significant threat, as they can
lead to various security issues. Among these, the most alarming is the risk of
incorrect functional computatiorSection1.43 of Chapter 1 discusses the

threat ofhardware Trojann detail. In the literature, various detective control
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mechanisms are explored to combat the challenges of IP piracy and resolve
disputes over false IP ownership claims, emphasizing the neesbliast
security measures to safeguard intellectual property rightiglitionally,
various hardware Trojan detective mechanism have been explored in the

literature.

Detective control mechanism against IP piracy and false IP ownership
claim: To prevent theintegration of pirated IP versions into multimedia,
electronics and computing systems, various security techniques have been
developed in the past. The techniques for hardware security against IP piracy
and false IP ownership claim include hardware waaeking [31]- [35], [36],

[42], [93] steganography [37], encryption based security approaches [38],
[39], [43], and biometrichased security techniques [40], [41], [44]. Apart
from security, there also exists some works on generatingdsivhardware
desgns, such as [32], [45], [46][49].

As discussed in the introduction section, one common approach at this level is
hardware watermarking, which embeds a unique identifier into the design to
secure IP designs. Koushanfral. [31] discusses a dynamigatermarking
methodology for DSP IP cores using a binary variable (0/1) encoding process.
This is achieved by adding watermarking constraints (additional edges) into a
color interval graph (CIG) of the hardware design, which represent the IP
vendor's watenark. Initially, the author's signature data is processed through
the MD5 cryptographic hash function. This hash is then encrypted using the
designer's RSA public key. The resulting cipher is inputted into the RC4
stream cipher, which creates a pseudorandeystream. This keystream is
combined with the original signature data using a bitwiseregperation to
generate the ciphertext signature data. Lastly, this ciphertext is embedded as
additional watermark constraints in the design. fesieration of
watermarking constraints, they are embedded during the register allocation
phase of HLS process using CIG framework. The embedded
watermarking/security constraints provides detective countermeasure against

IP piracy and false IP ownership claim.

Next, Sengu@a and Bhadauria [32] proposed hardware watermarking
approach with a quadruple variable encoding mechanism by exploiting the
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register allocation phase of HLS process. This approach usesvanidible
(quadruple variable) signature encoding, which enharroésistness by
employing a complex encoding process with four watermarking variables,
resulting in multiple constraints for embedding into the design. To optimize
the process, Particle Swarm Optimization (PSO) is used to balance latency and
area overheadachieving a coseffective solution. The embedded security
constraints enable the detection of piracy and resolution of false IOP
ownership claim in case of an ownership conflict, providing a reliable means
of safeguarding IP. Another notable approach londdand Potkonjak [33]
involves wusing a watermarking technigq
covet mark is encoded as a set of design and timing constraints and embedded
into the IP core during behavioral synthesis. Detection of pirated IPs is
facilitated by identifying the presence of the vendor's watermark, thereby

ensuring that only authorized versions of the IP are used.

Next, Gal and Bossuet [34] developed a watermarking technique based on
mathematical relations between input/output data and imtietnal values at
certain timing values. This watermark not only protects the IP owner's rights
but also ensures that the design meets user constraints related to latency and
area. To minimize overhead in terms of area, delay, power consumption, and
desgn time, the watermark is integrated automatically during the behavioral
synthesis phase using the HLS tool. This method leverages "temporally free"
output slots to embed watermarking constraints. The watermark in [34]
comprises of mathematical relationsl8 among the |1 P6s inp
internal values, and output data, referred to asnsaitks. These suimarks are
indistinguishable from normal output data, making the watermark invisible to

IP buyers, integrators, and users, and undetectable duaing atalysis. Two
watermarking algorithms are proposed in [34]: (i) a-est watermark and

(i) a costless watermark. The lesost version randomly selects internal
computation values and transfers them to free output slots, while the costless
version firther reduces the set of internal values. The technique is effective for
applications like digital signal, image, and video processing but is unsuitable
for data security applications due to potential security breaches from exposed
internal data. This mkod allows the integration of security features without
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significantly impacting the performance of the design. Subsequently,
Karmakar and Chattopadhyay [35] explored IP protection through a
combination of watermarking and logic encryption. They examined
vulnerabilities in existing logic encryption techniques and proposed the use of
cellular automata to watermark finite state machine designs. This approach not
only enhances the security of the IP but also adds a layer of protection against

unauthorized modifations and use.

A threephase watermarkingased security technique is proposed by Sengupta
et al. [36] for securing IP designs. [36] involves msuariable signature
encoding, using seven variables to generate and embed the watermark into
three diffeent phases of HLS process, to secure the design against IP piracy
and illegal IP ownership claim. The vendor's signature is embedded during
three separate phases of the HLS processdeduling phasehehardware
allocation phasgand theregister allacation phase Initially, operations are
sorted in ascending order within each control step (CS). During the first phase,
noncritical operations (starting from CB are shifted to the next CS for each
occurrence of signature bib, ensuring data dependgnand hardware
constraints are maintained. This generates a modified timing table fer non
critical operations. In the second phase, functional units (FUs) are reallocated
based on the encoding rulgsindb, creating an updated hardware allocation
table. Sorage variables in the SDFG are then allocated. A register allocation
table (RAT) is then generated from the SDFG. Watermarking constraints,
determined by the | P seill §rafdd, arsel ect
embedded into the RAT/CIG. Finally, th®AT of the triplephase
watermarked hardware IP core is generated using HLS. This phased approach
ensures that the watermark is deeply integrated and uniformly distributed into
the design, making it difficult to remove or alter.

Next, Roy and Sengupta [P8eveloped a mulievel watermarking technique,
specifically designed to secure DSP IP cores against piracy. This approach
involves embedding hardware security constraints that correspond to the
vendor's signature at multiple design abstraction levetduding highlevel

and register transfer level. The process begins by accepting the CDFG of the

DSP application and performing key tasks such as scheduling based on
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resource constraints, allocation, and resource binding. Afterward, the RTL
design is obtaied using an HLS framework, which includes components like
multiplexers, demultiplexers, and registers. The vendor's signature is then
decoded to generate watermarking constraints, which are embedded by
adjusting the hierarchy of multiplexers and demudtieirs and encoding
register sharing. The resulting multilevel watermarkimged RTL design
provides a comprehensive and robust solution for securing IP cores against
piracy and false IP ownership claim.

Next, Chen and Schafer in [42] have discussed atipahovatermarking
method for commercial HLS tools. The approach exploits pragma directives
for embedding watermark signature in the functional unit allocation phase of
HLS process. The process begins by taking the initial behavioral description to
be watemarked and transforming it to highlight all operations requiring a
functional unit (FU). Next, the expanded behavioral description is synthesized
to determine the scheduling of operations across clock cycles. This yields a
scheduling report and an FU ctrnagnt file from the HLS process. The core
watermarking step involves creating a distinct FU binding solution, ensuring
the resulting RTL code is unique. Since the watermark relies on FU binding, it
remains undetectable. Inputs for this step include tipareded C code, HLS
scheduling report, FU constraint file, and the watermark key. The output is a
modified C code with pragmas linking operations to specific FUs. The
objective is to follow the sequence defined by the watermark key and balance
FU usage to imimize multiplexer area. Finally, the uniquely watermarked C
code is synthesized to produce the watermarked RTL code with a distinct FU
binding patternThe primary weakness of this approach is its limited security

strength due to lesser watermark strangt

Further, Sengupta and Rathor [37] introduced a hardware steganoegraphy
based techniqgue aimed at detecting pirated DSP IP versions before their
integration into electronics and computing systems. [37] generates- stego
constraints based on design daiegret stegdkeys, thresholding parameter,
and mapping rules. Further, it embeds these generatedcstegiaints in the
form of secret information into target hardware. The complex process of

stegaconstraints generation using secret stego key that mentes
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steganography approach stronger than watermarking. This method embeds
covert stegemarks directly into the hardware IP design without relying on any
external signature. The amount of covert digital evidence (stegstraints)
embedded is controlleby a thresholding parameter set by the designer. The
process begins with accepting the CDFG of the hardware application, which is
then transformed into a scheduled data flow graph (SDFG). Next, the
corresponding CIG is constructed, and stegostraints (dificial edges) are
determined for insertion into the CIG. Swapping pairs are identified for each
stegaconstraint, and the maximum entropy is calculated. A subset of-stego
constraints are selected based on a threshold value chosen by the designer,
and alded to the CIG, resulting in a secured design with embedded stego
constraints. Next, Yu and Zhu [38] presented a hardware description language
(HDL) designlevel IP watermarking approach using SHA1 and RSA. In [38],

a specialized watermark module is imtubged into the original HDL code,
replacing a specific set of stable register data. This watermark remains intact
through the synthesis, placement, and routing stages, providing resistance

against forgery and removal attack also.

Moreover, Senguptet al.[39] proposed a digital signatubased approach for
providing detective countermeasure against piracy and false IP ownership
claim, utilizing encrypte¢hash techniques to secure reusable IP cores. Authors
in [39] employed the RSA cryptosystem and SBE2 hash computations to
generate security constraints. The process begins by taking the CDFG of the
hardware application and IP venekpecified resource constraints as inputs.
Based on this, the input CDFG undergoes scheduling, and the resulting SDFG
is inpu into a phasd encoding process, which generates a bitstream using
specific encoding rules. This bitstream is then processed through th& BHA
hashing algorithm, resulting in a bitstream digest of the DSP application. The
generation of this digest inlka@s various computations, including circular
right shifts, left shifts, and modulo additions on-lig arguments. In the
subsequent pogirocessing phase, the generated bitstream is divided into
equalsized blocks and converted into their equivalent dacivalues. These
decimal values are then encrypted using the IP owner's private key through
RSA encryption, enhancing the security of the embedded digital signature.
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The encrypted data is converted back into a binary bitstream during further
postprocessig steps. This encrypted bitstream is then used as input for the
phase2 encoding process, which generates covert security constraints that
correspond to the digital signature's stredgéhparameter chosen by the IP
designer, balancing security needs wittsidn cost considerations. Finally,
these covert security constraints are embedded during the register allocation
phase of the HLS process, resulting in a secured reusable hardware IP core
with an embedded digital signature. Next, Castdtoal. [43] preented an
encryptionbased hardware watermarking approach using MD5 and-SHA
crypto algorithm. This method involves embedding the bits of a digital
signature directly at the HDL design level, utilizing resources already present
within the original system. lalso incorporates a secure signature extraction

process that necessitates only minor adjustments to the existing system.

Further, the biometribased hardware watermarking techniques are the most
recent one, whi ch i ncl udBosetric ragts, ms e of
generate and embed a robust watermark. Hardware watermarking [31], [32],

[33], [34], [35], [36], [38], [39], [42], [43], [93] methodologies involve
embedding a seller's signature into hardware IP design. Adversaries might be
able to foge and replicate the watermark to evade detection or make false
ownership claim. Further, regular watermarking and steganography techniques

are not capable of producing lafrgize signature strength, which in turn leads

to a lack of sufficient uniform disbution of the watermark constraints during
embedding. Weak distribution is prone to removal by an attacker, thereby
compromising security. Therefore, using the IP seller's biometric traits for
sophisticated watermarking ensures a unique and tarepig@ant watermark

signature of large strength, facilitating seamless detection of piracy and
verification of genuine ownership. Biometbased watermarking offers

several advantages over traditional methods, including unigueness, robustness,
and strongersecr i ty. Authors in [41], [ 44] , a
facial, palmprint, and fingerprint biometric information, respectively to
generate a robust watermark. Initially, a higisolution image of the IP

sell erdéds facial a nadptunedh wsimgp digitah tamelpas.o me t r
Similarly, a fingerprint biometric scanner is used to capture the image of an IP
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sell erés fingerprint. Subsequently, th
the I P sellerds specifi ea prgerse fdatuei ze a
nodal and minutiae points. Additionally, the fingerprint image is subjected to
various preprocessing steps such as FFT enhancement, binarization, and
thinning to improve the quality of the image, which facilitates a smooth
extraction of nmutiae feature points. Pegeneration of nodal points, the
corresponding features are generated on the facial and palmprint biometric
image. Similarly, the minutiae points (comprising of bifurcation and ridge

ending points) are generated on the fingetpimage. The coordinates
corresponding to each nodal and minutiae point are extracted for feature
dimension computation Similarly, the parameters corresponding to fingerprint
minutiae feature points, such ggoordinate y-coordinate ridge angle and

minutes type(i.e., ridge ending and bifurcation), are extracted. Post feature
dimension computation, all decimal values are converted into their binary
equi val ent s, which are further concat
fashion to generate the fineorresponding facial, palmprint, and fingerprint
biometric watermark signatures. The generated individual biometric
watermark signature is converted into watermarking constraints using
mapping/embedding rules. Finally, the determined watermarking cmtstra

are i1implanted into the hardware desi g
during the register allocation phase of the HLS process. The implanted digital
evidence provides a detective countermeasure against IP piracy and an
instance of false assertiaf IP ownership Overall, by embedding security
measures directly into the design process, these aforementioned techniques
provide security/detective countermeasure against IP piracy and false IP
ownership claim. Each approach offers a unique way toratiegecurity into

different phases of the IC design process.

In addition to securitfjocused designs, several studies [32], [45], [46], [47],
[48], [49] have explored methods for generating -lmagt hardware designs
through design space exploration (DSHhese works often emphasize
optimizing factors such as power performance, pededay tradeoffs, and
multi-objective optimization to develop cestfective solutions. For instance,
the study in [45] used HLS methodologies aimed at creatingptomer
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desi;jms on FPGAs, concentrating on throughput constraints without
addressing aredelay tradeoffs for secure designs. Other research, such as
[46], applied machine learning techniques for DSE but did not focus on
generating secure, leaost architectures for iage processing cores. Tools
like Autopilot for HLS [47] and approaches such as simulated annealing [48]
have also been utilized to explore powerformance tradeoffs, though these
methods often overlook tradeoffs involving design area, latency, andtgecuri
Additionally, the bacterial foragindriven DSE approach discussed in [49]
targets the creation of lewost designs for faulblerant hardware systems,
further highlighting the diverse approaches to achieving efficient hardware

designs.

Detective conbl mechanism against hardware Trojand-urther, over the
years, various methods have been developed to detect hardware Trojans in
ICs, with some approaches focusing on Trojan detection without necessarily
making the designs resistant to such threats. é@mple, research by
Sengupta and Mohanty [45] explored loast scheduling strategies during
HLS to develop DSP IP cores that can detect Trojans but cannot prevent them.
Another approach by Sengumtal.,[46] used property checking techniques,
where spcific properties of the IP are verified to ensure they meet expected
behaviors. If discrepancies are found, they may indicate the presence of a

Trojan.

Next, codecoverage analysis, as proposed by Hu [47], is another technique
used for hardware Trojan @etion. This method identifies suspicious signals
in the RTL design by analyzing which signals remain stable during coverage
testing. Since Trojans typically activate only under specific conditions, these
stable signals are flagged as potential indicatafrsmalicious hardware.
Additional test vectors can then be applied to further investigate uncovered
parts of the design. However, this approach can bedonsuming and may

not definitively distinguish all Trojans from other anomalies. To refine this
method, Bushnell and Agrawal [48] employed equivalence analysis, which
helps reduce the number of flagged suspicious signals, although it introduces
runtime overhead and may still misclassify some-mamjan signals (as not all

suspicious signals are Trojans).
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Some researchers have developed sy#®ml Trojan detection techniques,
such as those presented by Tehranipoor and Koushanfar [49], while others
have explored lowelevel detection methods [50], [51]. A notable technique
proposed by Wangt al, [52] involves using multiple supply transient current
integration to detect Trojans by monitoring abnormal current variations in the
IC. Once detected, Trojans are isolated from the system through a defined
isolation process. Another strategy, concurrent erréectien (CED), was
utilized by Rajendraet al, [53], although it relied on multiple sets of third
party IP (3PIP) vendors for identifying Trojans, which complicates

implementation and still does not render the system Ta@sistant.

Despite theadvances in Trojan detection, most of these methods only focus on
identifying the presence of Trojans without enhancing the resistance of the
hardware against such attacks. To further improve hardware security,
researchers have explored various other nmashes, including the use of
approximate circuits to reduce the risk of Trojan insertion [54], obfuscating
triple modular redundancy (TMR) techniques [55], and neutralizing Trojans in
Supervisory Control and Data Acquisition (SCADA) systems [56]. In [54], a
gatelevel approximation circuit scheme was proposed, demonstrating its
effectiveness on ISCAS -6eries benchmark circuits by reducing the
likelihood of Trojan insertion. The obfuscated TMR approach discussed in
[55] was also applied to -Series benchmarkircuits, enhancing Trojan
detection coverage by camouflaging lowservable signals. The work in [56]
focused on securing SCADA systems commonly used in industrial control
applications, employing TMR on select pathways to neutralize potential
hardware Tojans. Additionally, [57] explored functional camouflage to design
adversarial hardware that covertly inserts Trojans in-dewtrality locations
within the circuit, making them harder to detect. Moreover, [58] utilized
equivalence checking based on firstate machines with datapath (FSMD) to

identify Trojans that cause functional changes in the hardware.

Machine learning (ML) has also been leveraged fortigad hardware Trojan
detection, as highlighted by Kulkaret al, [59], which presents an Mbhasd
methodology that improves the accuracy of Trojan detection in 1oairey

designs. Further, Kulkarmt al, [60] introduced a discrepancy analysis (DA)
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based security approach that automatically detects hardware bugs, while
Abderehmanet al, [61] proposd a C/C++ to RTL equivalence checking
framework specifically for HLS verification. Moreover, Fern and Cheng [62]
utilized a simulatiorbased assertion set completeness analysis to uncover
hardware Trojans and address verification blind spots. A recoabtgur
assertion checkdrased security framework was also suggested by Alsaiari
and Gebali [63] for detecting hardware Trojans within SoC designs. Overall,
while numerous Trojan detection techniques have been developed, many still
focus primarily on deteain rather than prevention or resistance. There
remains a need for more robust, integrated solutions that can secure hardware
IP cores against both the insertion and activation of Trojans, ensuring
comprehensive protection throughout the design and maatfagprocesses

Limitations: In hardware watermarking techniques [31], [32], [33], [34], [35],
[36], [42], [93], the generated signatures rely on factors like the number of
variables, their combinations, watermark signature length, and encoding rules.
This dependency on intermediate factors makes watermarking susceptible to
attacks, as these elements can be easilgpcomised. On the other hand,
hardware steganography [37] offers a signaftee method to protect
hardware IP cores, providing stronger security with lower design overhead
compared to watermarking. However, steganography also has its
vulnerabilities; anadversary could potentially exploit stegeys, encoding
methods, and threshold entropy value, undermining the security of the system.
The primary weakness of the above methods-[38] lies in their limited
security variables, such as private keys, dmgp algorithms, and signature
combinations. These factors can be targeted by adversaries to replicate or
regenerate signatures, compromising the security of hardware IP cores against
piracy. Additionally, these methods do not focus on creatingeftstive
(low-cost), secure RTL IP datapath architecture. Apart from all of the above
limitations, these watermarking approaches leads to generation of limited
watermarking (security) constraints, which in turn decreases the robustness of
the security methodotyy.

Next, the digital signature based approaches [38], [39], [43] involves

generating digital signatures (watermark) through encryption algorithms, such
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as MD5, SHA, SHA512, and RSA cryptosystem, and encodings. While these
approaches use intricate  cakibns/computations to  prevent
watermark/signature replication, their reliance on standard encryption
algorithms still make them vulnerable to kiegsed attacks. In case of a
leaked/forged encryption key, the overall security can be compromised. The
attacler can easily regenerate the exact watermarking constraints with the help
of compromised encryption key and encoding rules. These approaches have
also a primary limitation of limited watermarking constraints generation, apart
from generation of a lowostsecure RTL design. Additionally, the hardware
watermarking and digital signature/encryption based security approaches do
not integrate/embed any unique natural identity of original IP seller with the
hardware design.

The biometriebased approach [40] fogenerating accurate fingerprint
signatures involves an image enhancement phase using FFT, which adds
complexity and also requires an optic
fingerprint. This method is also susceptible to inaccuracies due to injuries or
external factors that can affect the accurate fingerprint generation.
Alternatively, facial [41] and palmprint [44] biometric approaches use
naturally uni que I P vendor 6s faci al
signatures. While these methods embed he v endor 6 s nat ur al
the design, they still fall short in providing robust security because they
generate fewer watermarking constraints. Consequently, despite leveraging
unique biometric features, these approaches do not fully ensure thetiprote

of hardware IP cores, leaving room for potential security breaches. A more
resilient strategy that combines enhanced security measures with biometric
unigueness is needed to overcome these limitations and offer comprehensive

protection against piragnd unauthorized use.

In summary, more comprehensive and resilient approaches are needed to
safeguard hardware IPs effectively from unauthorized replication and
exploitation. Security approaches that have capability to generate massive
watermark strengta | ong wi th | P vendords natur al
the hour, as they are able to provides robust digital evidence (author credibility

proof) against IP piracy and false claim IP ownership. Further, they must also
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depict higher withstand ability amest standard threats of ghost insertion
search attack (watermark collision), tampering attack (brute force), forgery

attack and watermark removal attack.

Further, existing research on Trojan detection, such as in [45] and [46],
addressed detection but ksc comprehensive resistance strategies against
hardware Trojans. Further, [4[33] also discussed Trojan detection;
however, fails to provide complete Trojan resistance. Next, [54] and [55] do
not focus on functional hardware Trojan isolation within D&Pdtvare 1P
cores, particularly in the context of thipdrty IP (3PIP) cores. Moreover,
these works do not explore the development of optimized-¢lwst), secure
architectures resistant to TrojanS5] falls short in handling DSP hardware
IPs, while [56] struggles with managing the design overhead caused by
triplication logic. Although the approaches in [8B] present various Trojan
detection techniques, they do not extend to providing Trojan resistance,
particularly in DSP hardware circuits. This Hights a significant gap in the
field: the need for more robust and integrated solutions that not only detect but
also resist functional Trojan insertions and activations, ensuring complete
protection of hardware IP cores throughout the design and maumirigct

lifecycle.
2.2.0Dbjective of the Thesis

The objective of the thesis is to develop novel alternative paradigms of
hardware security for addressing threats of IP piracy and Trojan during HLS.

This is achieved by setting out the following goals and objectives:

1. To explore lowcost secure hardware IP sign during HLS using

multiphase encryption and crypthiain signature.

2. To develop enhanced security framework for hardware IPs using IP
sell erés protein mol ec utbasedefciygiionet r i ¢

key.

3. To develop a statistical watermarkinffamework using encrypted
dispersion matrix and eigen decomposition framework for securing

hardware IPs.
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4. To devel op a secure GLRT <cascade

fingerprint and CIG framework for ECG detector.

5. To develop avoice biometriebased watenarking framework for securing
hardware IP cores

6. To develop an HLS$ased, lowcost (optimal) functional trojaresistant

hardware IP designs security framework.
2.30verview of Key Contributions

A A novel low-cost security framework for hardware IP design du#tiS
using multiphase encryption and cryjioain signature. (Publications:
#10, #11, #15, #28, #30)

- Proposes a novel lowost exploration framework of secured image
processing filter IP core datapath architecture for detective control

against IP piracguring HLS.

- Exploits PSO based design space exploration process for performing
design arealelay tradeoff of secured image processing filter IP core

datapath.

- The proposed approach explores dowst optimized design architecture
of filter IP core datapatthat embeds robust security constraints based on
the proposed muHphase encryption algorithm at zero design cost
overhead. The proposed approach demonstrates the exploration and
embedding of lowcost resource configuration and watermarking

constraints osharpening filter.

- It also proposes a firefly based design space exploration to determine an
optimal JPEGCODEC IP core datapath after performing the design area
delay tradeoff.

- Presents lowost hardware security approach to explore optimal
architecture(design) for JPEGODEC IP core datapath that contains

secret watermarking/security constraints.

- The secret security constraints are generated using the proposed key

driven cryptechain based security methodology/algorithm. It explores a
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secured JPE®®ODEC IP core datapath capable of providing detective
control against IP piracy and fraudulent claim of IP ownership using the

HLS framework.

- Presents the optimality analysis of the proposed-dost multiphase
encryption algorithm and proposed lmwst keydriven cryptechain

based security methodology.

A A novel enhanced security framework
protein molecular biometrics and facial biometsezsed encryption key.
(Publications: #1, #18, #24)

- Proposes a novel molecular biometrased hardware security
approach based on protein molecule sequence to secure hardware IP

cores.

- In the proposed approach, an IP vendor selected protein sequence
comprising of 20 unique amino acid combinations, is used for

molecular signature generation.

- The generated signature (watermark) is then encrypted through AES
using an encryption key generated with the facial biometric of authentic
IP vendor. Thus, the proposed approach incorporates two classes of
biometrics of IP vendor to ensure highly robustd amnique

authentication.

A A novel statistical watermarking framework using encrypted dispersion
matrix and eigen decomposition framework for securing hardware IPs.
(Publications: #6, #17)

- Proposes an HLS based watermarking methodology using design
parametedriven encrypted dispersion matrix with eigen decomposition

based security framework for protecting hardware IP cores.

- Presents a security framework that extracts the characteristics of the IP
vendor selected design space par al
characteristics in terms of IP vendor chosen resource configuration
values and exploits them as unique features to act as digital evidence

for securing hardware IP cores.
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- Exploits HLS design methodology for embedding the mathematical
watermark signature,generated using dispersion matrix, Eigen
decomposition, and AES encryption block, during the register
allocation phase. It also demonstrates the complete-toeend
watermarking algorithm and its embedding on apotit DCT

hardware IP core.

- Depicts strongr security with a lower probability and higher tamper

tolerance value at minimal design cost overhead.

- Presents security analysis of the generated template against forgery,

ghost signature search and brfdece/tampering attack.

A A novel secure GLRT caacde har dwar e I P design
fingerprint and CIG framework for ECG detector. (Publications: #4)

- Presents the design methodology of GLRT hardware IP core for ECG

detector for the first time in the literature.

- Presents secure GLRT hardware IPrecdor ECG detector using
fingerprint biometriebased security methodology during HLS.

- Presents CIG framework and RTL datapath of a secure GLRT hardware

micro IP core and secure GLRT hardware cascade IP core.

- Discusses the security of liitical criticd medical hardware systems

for first time in literature.

A A novel voice biometridbased watermarking framework for securing

hardware IP cores. (publications: #2)

- Proposes a novel contactless voice biomebased hardware
watermarking technique for robuslP core authentication and
verification. This is the first voice biometrltased hardware IP

protection technique.

- Presents a security framework for generating a unique voice signature
digital template using distinct voice features such as jitter and srimm

along with pitch and intensity values.
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Present a feature extraction scheme for extracting different pitch and
intensity values at different timestamps from the spectrograph of the

voice sample.

Present a scheme of encoding voice signature templatecaviert

hardware security/watermarking constraints based on -fébair
mapping.
Presents the HLS design methodology of embedding a voice signature

during the register allocation phase to generate secured IP cores. It

demonstrates the embedding of voice sigreaonlIR filter.

Depicts stronger security with a lower probability and higher tamper

tolerance value at minimal design cost overhead.

Presents security analysis of the generated template against forgery,
side channel attack (SCA), Mattacks, ghost sigture search and

bruteforce/tampering attack.

A A novel HLS-based, lowcost (optimal) functional Trojaresistant

hardware IP designs security framewdfublications: #2)

Presents a novel exploration framework of optimized Trojan resistant
(capable ofdetection and isolation both) hardware design architecture

during HLS process.

Exploits particle swarm optimizatiedriven design space exploration
(PSODSE) to determine an optimal hardware IP core datapath after

performing the design aretelay tradeoff.

Proposes a Trojaresistant design flow for the reusable hardware IP

core using TMRbased distinct multivendor allocation policy
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Chapter 3

Exploration of Low-Cost Hardware IPs during HLS
using Multiphase Encryption and Crypto-Chain
Signature

The widespread use of electronics and multimedia devices, such as
smartphones, digital cameras, and loT devices, underscores the importance of
efficient data processing and management technologies. Key among these are
JPEGCODEC and image processing filtershiosh play pivotal roles in
enhancing the functionality and performance of these devices.-TRIEEC,

a popular compressiethecompression standard, enables efficient storage and
transmission of multimedia content by significantly reducing the file sizes of
images and videos without compromising essential quality. This is particularly
crucial in scenarios where storage space and bandwidth are limited, such as in
digital cameras and medical imaging equipment like MRI and CT scanners. In
medical applications,he JPEGCODEC facilitates the handling of high
resolution images by compressing them, thus optimizing storage and
streamlining the transfer of critical data for remote diagnosis and treatment.
Further, mage processing filters are equally important, ay therform a

range of functions that are essential for extracting meaningful information
from images. These filters are used for tasks such as noise reduction, edge
detection, and image enhancement, which are critical in applications spanning
from military and robotics to advanced medical imaging and biometric
systems. For instance, they help in analyzing medical images for disease
diagnosis or in identifying objects in automated syst¢iA® - [76]. The
development of these technologies as dedicdtedcost reusable hardware

IP coresusingHLS and DSEenhances their performance and egf§itiency,
making them integral components in the modern digital ecosystem. By
optimizing (using DSE)these hardware designs, it is possible to meet the
stringent requiremnts of speed, power efficiency, and accuracy that are

demanded in reakorld applications.

Further, with the globalization of the digital design process, these hardware IP

cores face significant security challenges, including IP piracy, counterfeiting,
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and false IP ownership claim. These threats can lead to unpredictable device
behaviors, such as incorrect pixel computation in medical imaging or data
leaks, posing risks to users and manufacturers. Therefore, it is essential to
prioritize security alongsel performance and cost optimization during the
design of these IP cores using highiel synthesis frameworks to ensure
reliable and secure hardware solution. The details on the involved threat model

is discussed in thigrst section of this chapter.

Prevous research has explored the design of hardware accelerators for image
processing, including FPGBased solutions [64] [67] and those utilizing
convolutional neural networks (CNNs) [68][71] for convolutional tasks.
However, these studies have notgented a dedicated lemost design
framework for JPEGCODEC and image processing filters, beside addressing
the security challenges, such as IP piracy, associated with dedicated hardware
accelerators for image processing filters. Further, several-citatbe-art
watermarking techniques and their limitation has already been discussed in
the previous chapter. The proposed Jowst security (watermarking)
approaches involves mulyer security through usages of several IP vendor
selected key values, apairom the generation of greater watermarking
constraints. Moreover, the proposed approaches incorporates design space
exploration block along with security block to generate adost optimized

hardware architecture.

This chapter presentthe proposedwo low-cost security approaches for
generating lowcost secureimage filters and JPEGODEC RTL datapath.

The first section of the chapter outlines the problem formulation, threat model
and undelaying motivation. The second section discusses the ddtails o
proposed lowcost multiphase encryption and cryjmioain signature based
security methodologies. Following this, the third section illustrates the
embedding of the proposed watermarking constraints with relevant examples.
The fourth section then covetset process of watermark detection. Lastly, the

fifth section provides the chapter's conclusion.

3.1. Problem Formulation
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3.1.1 Threat model and underlying motivation

Both JPEGCODEC and image processing filter IP cores face significant
security threats, including piracy, counterfeiting, cloning, and fraudulent IP
ownership claim. These vulnerabilities arise particularly when multiple-third
party entitiesare involved m the design process, making it easier for advgrsar

in the SoC integratoand fabrication houseso pirate and resell the original

IPs or fraudulently claim ownership. Such actions not only lead to revenue
loss for the original IP vendors but also pasks to end consumers, as pirated

IP cores may not undergo rigorous testing and could contain malicious logic.
The presence of malicious logic inside a pirated/counterfeited IP version may
lead to incorrect pixel computation value (causing severe consezpiéor

end patient in case of medical imagining system), unpredictablecedevi
behavior (such as excessive heat dissipation, etc.), and leakage of sensitive
information. The designed dedicated reusable IP core is susceptible to piracy
when an IP vendor dslthe IP core/design to the customer (SoC integrator).
Here, a potential adversary or threat actor may be an SoC integrator who may
pirate the original design and resell it under the same brand name, making it
challenging to make a clear distinction betwehe authentic and the pirated
one.Further, adversary can also claim the ownership of the IP dédys,
ensuring robust security measufdstective countermeasure) protect these

IP cores is essentidFurther, a lowcost design islsocrucial togenerate an
optimized design within given design (area and latency/delay) constraints.
3.1.2. Input and Outputs

The primary inputs are (a) input image pixel matrix, (b) transfer and
computation function obtained through image filter kernel coefficiems, (
particle swarm optimization (PSO) initialization parameters (such as swarm
size, random number, social and cognitive factors, acceleration coefficients,
termination criterion, and inertia weight), (d) module library, (e) LIST
scheduling algorithm, (f) itferent IP vendor selected key values for multi
phase encryption, (g) truncation length, (h) keys for TRIFID cipher
computation, (g) encoding rules, (i) transfer function of JREBEC, (j)

firefly algorithm (FFA) initialization parameters (such as ativ@ness
parameter, step size control parameter, design constraints, absorption
coefficients, and population size), (k) IP vendor selected keys for ecyjaio
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algorithm, (l) bitpadding and embedding rules, and (m) mapping/embedding
rule. And the final atputs consists of lowost secure RTL datapath
corresponding to image processing filter and JREMEC application

3.1.3 Target platform

The proposed security methodologies can be seamlessly integrated with any
electronic design automation (EDA) tools. The techniques can easily be
combined with HDL, or any higlevel language used for IP generation within
design tools

3.2. Low-Cost Multiphase Encryption and Crypto-Chain
Signature based Security Methodologs

Fig. 3.1 depicts the overview of the las@st multiphase encryption based
security methodology and Fig. 3.2 depicts the overview ofdost crypte

chain signature based security methodologg. shown in Fig. 3.1, the
proposed multphase encrypticbased hardware security methodology for
protecting image processing filter IP cores involves several key steps. First,
the input image and target filter kernel are provided to the approach to
gener#e a secure hardware accelerator design. The image is then converted
into its pixel values, which are used along with filter kernel coefficients to
formulate the mathematical function of the target image filter IP core. This
function is converted into a tia flow graph (DFG), which undergoes
structural transformations like loop unrolling and tree height transformation to
enable parallel pixel computation and improve performance by reducing
latency. Next, a heuristibased architectural exploration, using @Sis
employed to identify a loveost resource configuration from various potential
designs. The inputs for this exploration include the transformed DFG, PSO
parameters, and a module library, producing an optimal-clost
configuration. This configuratiorglong with the transformed DFG, is input
into the scheduling, allocation, and binding block of the HLS process,
resulting in a SDFG. An initial RAT is generated using the SDFG, and-multi
phase encryptichased security constraints are embedded into thd&, RA
producing a secure RAT. The design cost is then calculated, and the global
best solution is identified using PSO. Finally, a {omst secured hardware

accelerator datapath is generated through HLS, embedding security constraints
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Fig. 3.1 Overview of lowcost multiphase encryption ba
security methodology

to provide detective countermeasure against piradyile effectively

performing various image processing functions.

Next, as shown in Fig. 3.2, the proposed approach for generating@$w
secure JPE@&ODEC IP design employs the firefly algorithmased DSE and
proposed keyriven cryptechain hardware exurity methodology. The
methodology comprises two main components: (a) a fitedlsed architecture

exploration block, which identifies an optimal secured architecture for the
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JPEGCODEC IP core, and (b) a kelyiven cryptechain hardware security
module. The process begins by feeding the JEBEXB®EC algorithmic
description into the system, from which a corresponding mathematical
function is derived. This function is then converted into a DFG or CDFG. The
CDFG the
transformation (THT) technique, which reduces latency by allowing parallel
The

transformed DFG is fed into the fireflyased architecture exploration block to

undergoes structural transformation using tree height

evaluation of sulwomputations, thereby nbancing performance.
find an optimal lowcost resource configuration. This configuration, along
with the transformed DFG, is then input to the scheduling, allocation, and
binding unit of the HLS framework, using the LIST scheduling algorithm to
manage control steps and allocate functional units (FUs) and registers.
Subsequently, a RAT is generated based on the SDFG. Thdriken crypto
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chain module then produces secretusity/watermarking constraints, which

are embedded during the register allocation phase (in the RAT) to secure the
JPEGCODEC IP core against hardware threats. The firefly algorithm
continues to explore configurations until the optimal, secure archiéectur
found, resulting in the generation of a secure and optimized -IRESEC |IP

core RTL datapath desigrniThe details are discussed in the following

subsections.
3.2.1. Overview of image processing applications/ filters and jpegodec

The filter kernel coefficients of the target image processing filter IP core and
input image pixels are used to derive the mathematical function, which is used
to generate the DFG of the respective filter IP core. The mathematical kernel
function with filter kernel coefficients corresponding to some important image
processing filter IP cores such as blur filter (BF), sharpening filter (SF),
laplace edge detection filter (LED), vertical embossment filter (VE), and

horizontal embossment filter (HE) are givast

RIERE 0 -1 0 -1 -1-1
=|— [|* =| — —_ =| — —
Kernel =5 |*| 1 1 1 [Kemel, =| =1 4 —1|Kemel =|~-1 9 —1

11 0 -1 0 -1 -1 -1
00 ¢ 0 1 0
KemeIVE= 10 -1 KemelVE= ¢ 0 0
00 ¢ 0 —-10

For the sake of demonstration, we have considered SF here. The derived
function corresponding to SF using sharpening filter kernel coefficients
(Kernekp) and input image pixels for performing two parallel pixel
computations (by exploiting loopnrolling (LU) transformation) is mentioned

in equations (1) and (2), respectively.

Oo = [(100*(-1)) + (lor*(-1)) + (lo2*(-1))] +[(I 10*(-1)) + (121%(9)) + (112*(-1))]

+(120°(-1)) + (l2*(-1)) + (122*(-1))] (3.1)
O1 = [(1or*(-1)) + (loz*(-1)) + (log"(-1))] +[(1 12*(-1)) + (112%(9)) + (113*(-1))]
+[(1 20%(-1)) + (122°(-1)) + (I25*(-1))] (3:2)

Here, loo-l23 are input image pixel values. The final DFG is generated using
equations 3.1) and 8.2), which further undergo another structural

transformation,viz. tree height transformation (THT), to optimize schedule
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latency. The obtained structurally modified SDFG of SF is scheduled based on
the output of heuristibased architecture explorationz.,four adders and two
multipliers using LIST scheduling.Note: heuristicbased architecture
exploration is explained in the next subsectiém initial RAT is designed
using obtained SDFG, which is further used to extract the designer's secret
information required to generate secret hardware security constraintsobased

the proposed muHphase encryption algorithm

The JPEGCODEC application is responsible for performing JPEG
compression on the images and is commonly used in several multimedia and
consumer electronic devices. The input of the JREMDEC applications a
pre-processed image. Mathematically a grayscale image is represented using a
pixel intensity matrix ranging from O to 255, where O denotes pure black, and
255 denotes pure white (this scale is fobiB depth grayscale images).
Further,'F' denotes ageneric 2D discrete cosine transform (DCT) matrix
used to process input grayscale images.'FAsis an 8x8 matrix and can
process a maximum of 8x8 pixel values at one time. Furfherdlicates the
elements of thé= matrix. Therefore, the input image dats divided and
grouped into 8x8 matrix blockZ' represents an 8x8 matrix block of the input
image in a generic form. The relationship betw&énand Zs; variables is
defined in equations3(4), (3.5, and 8.6). The standard quantization matrix

(Q) is also an important input component. Next, each pixel intensity value
from the input 8x8 matrix block is subtracted with 128 as discrete cosine
transform coefficient matrix can only handle pixel values from ratg8 to

127. Moreover, the JPEG algoritheomprises of steps such as zigzag

scanning and rutength encoding to generate a compressed image from an

LR RN RN RN PR PR A ] 2 Zyp i3 Byg Y5 Y6 Zrg Yag |
£ by fs £y f f o 21 %22 %23 a4 %25 %o Po7 as
Py o ~fe =f, 7, I g 1y 31 %3y P33 34 %35 %36 Y37 Yag
e fy=f o Tfs f L f T . La1 %42 P43 Caa Yas a6 P47 Cag
P PR PR P PR P 251 %0 %53 Zas Ts5 Zsg Z5y sy
f5 _fl f” f3 _f3 _f7 fl _f5 %61 %62 %63 Zoa %65 Y66 ‘67 Ces
fo &y o fy Th I o1 292 %93 %94 o5 Y96 Y1 ug
fo=fs £y <f f of f S, | Zg1 Zay Zg3 Zaa Zas Zas L7 Cas
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input image. Similarly, the process for decompression is the reverse of the
compression process algorithm. The first compressed image pixel data is

represented using equatidh3) [77].

l11=(Fa* War + fa* Wio + fa * Wiz + fo ¥ Waig + f4* Wi+ * Wig+ f4* Wy7
+ f4 * W18) (3-3)

where, W1, Wi, W3, é ¢sWevaluated as follows:

Wii= (fa*Zyy+fa* Zoa+ 4 * Zag + T4 * Zay + T4 * Zes Ha * Zey + T4 * 271 +

fa* Zg1) (3.4)

Wio= (fa* Zipg+fa* Zog+ fax* Zop+ fa* Zag+ T4 * ZepHa* Zep+ fa* Z72 +

f2* Zgo) (3.9
Similarly,

Wig= (fa* Z1g+ fa* Zog+ T4 * Zag+ T4 * Zag+ T4 * Zsg +f4* Zeg + T4 * Z7g +

* First pixel of compressed image;h"7

Fig.3.3. DFG of JPE&ODEC for determining first pixel of the
compressed image,?
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f4* Zg9) (3.6)

Next, the remaining pixel value output is computed in a similar fashion. A
control data flow graph corresponding to the untransformed JPEG image
compression IP core is shown iRig. 33. There are eight micro IP
componentsriamely from IP1 to IPBin Fig. 3. Moreover, Fig..3 contains a
zoomed image of one of the micro IP cores. Fi@ &lso highlights the
guantization operation as each final generated output is multipligd' Qi
JPEG algorithm uses different quantization matrixes to generate better results.
Now, tree height transformation is applied to the initially generated DFG of
the JPEGCODEC IP core to obtain a structurally transformed DFG
corresponding to the origah one. This structural transformatione(, THT)
induces several interconnectitmvel changes while preserving the original
functionality. As explained in the overview section, this produces a
structurally different but functionally equivalent desigmeTfinal structurally
transformed DFG of JPEGODEC IP core is shown in Fi§.4. Further, the

obtained structurally transformed DFG is scheduled using the resource

Q263
First pixel of compressed image;l}6

Fig. 3.4. DFG of structurally transformed JPEGODEC fo
determining first pixel of the compressed imagwith register
at input, output and intermediate storage points
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configuration generated as output of fireflgsed resource exploratiofor(
example three adders and three multipliers) and LIST scheduling algorithm.
Post generation of scheduled DFG (SDFG), bitstreams corresponding to each
IP vendor/designer specified encoding rules are generated using scheduling
information (.e., control step and opation numbers in SDFG). These
bitstreams are fed as input to keéyven cryptechainbased security block to
produce the final signature that is subsequently converted to hardware security
constraints using IP vendor chosen embedding/mapping rules.

3.2.2. Low-cost secure architecture exploration using PSOSE

Fig. 3.5 highlights the details of PSOBE. The process of PSBased
architecture exploration is as followAt first, the swarm population\) and

its dimensionsd), corresponding to resource typese initialized (assuming

N=3 and d=2 for adder and multiplier resource types). The first particle
position(P,) of the swarm is initialized with the maximum number of resource
configurations (functional resources) possible corresponding to the image
processing filter (taken from the module library). Similarly, the second particle
position is initialized with the minimum number of functional resources
possible. The third position is initialized with the average of the first and
second particle position vada. The initial velocity \(;) corresponding to all
particle positions is assumed to be zero. Next, the initial design cost (in terms
of area and latency) is computed for all particles, and respective local best
(Pii) and global bes{Py,) are evaluated. The particle having minimum design
cost is termed aBg, The functions used for the calculation of design area
(Aip), design execution latendy), and design cost (quality of resultQoR)

are shown in equation numbers (3.7), (3.8), @), respectively.
01 Q@ 0wz ® (3.7)

Whered & indicates the area of a resource type and & shows the

number of instances utilized for a particular resource type.

, AOAT AU 20 620 (3.8)

0Qi "@es dpz & (3.9)

Wherew1=0.5 andw2=0.5 are designeattefined weighing factors that provide
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Fig. 3.5. Details oproposed®SObased DSE

equal weightage to design arégps] and execution latency.) during design

cost function evaluatiord (0 , 0§ 04§ L aabade cantrol steps required
using multiplier, control step required using adder, latency of a multiplier, and
latency of an adder, respectively. Furthér, and 0 represents
maximum design area and maximum latency. AnrdaAd Lc are IP vendor

defined area and latency constraints.

Further, new particle position®{) are determined based on computed new
velocity (V;* using inertia weight). The function used for computing new

particle position and new velocity is shown in equai¢3.10) and (3.11).

~ ~

0 U (3.10)
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® 1w oo 0 QQ0 0 (3.11)

Whené os ai meeiQuyeh®y aore soci al and cogn

QHe WO are random number s.

Again, the design cost corresponding to all new particle positions is
calculated. If the newly computed design cost is less than previously
computed, thn the respective local and global bests are updated. Next,
velocity clamping and adaptive end terminal perturbation (AETP) are
performed to keep computed velocity and particle positions in the desirable
range. At last, the mutation is performed amongstigi@ positions to
diversify during design space searching. After mutation, the design cost is
computed again, and respective local and global bests are updated in case of
lower design cost. The process is repeated until the terminating crit€yian (

not achieved. The algorithm gets terminated if either the algorithm does not
show any further improvement till ten consecutive runs, or the max run limit
(assuming=50) is exhausted [78]. Fig. 3.2 illustrates the integration of-PSO
based architecture expédion with multiphase encryption to yield lowost
secured image processing filter IP core datapabie pseudaode of PSO
based architecture exploration is as follows:

Input: N = Swarm sizeMax_ITR= the maximum number of iterations, dim

i™ particle in swarmy; = velocity ofi"

(d) = the number of dimensionB; =
particle, Py, = global best particlePy,; = local besti™ particle,] = inertia
weight, f; andf, = social and cognitive factork; andk, = random numbers,
P = new partite position,V;" = new velocity, AETP = adaptive end terminal
perturbation,minadder and minmulte the minimum number of adder and
multiplier available in respective libraries of IP comemxadder and maxmulti
= the maximum number of adder and multipliavailable in respective
libraries of IP coresPwax = particle position with the maximum number of
adder and multipliersPvin = particle position with the minimum number of

adder and multipliers
Output: Py, (global best particle).
FOR each particlé® in N

FOR each dimensiod in dim
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Po = Pwmax

P1 = Pwin

P> = Average Puviax, Pwin)

FORiinrange (3N)
&y = Rand(minadder, maxaddégr
@y = Rand(minmulti, maxmul)i
IF (i%2 ==0):

P

Minddder, maxaddgr/ 2 )aC
O (minmulti, maxmul}i / 2-§3C

ELSE:

P
O (minmulti, maxmulji / 2 )}3C +

ninddder, maxadder/ 2-)&G

END IF
END FOR
END FOR
Vi=0 Il initially
END FOR
Iterationl = 1

DO
FOR each particléd>;
Calculate design cost value according to equation

L e Remn 0 ‘ 0 0

O0Qi @& dp?z TR A OO o 2 TEOoL

IF the current design cost valueRfis lesser thaiPyy,
SetPg,a currentP;

END IF

END FOR
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FOR each particléd®;
FOR each dimensiod in dim
Calculate velocityV;) according to the equation
® 1o Q0 0 doo 0
Perform velocity clamping if required
UpdateP; according to the equation below
0 0 I/ Particle position updating
Perform AETP if required
END FOR
END FOR
Calculate design cost value for updated plasic
FOR each particléd>;
IF the current design cost valueRfis lesser thafyy,
SetPyg,a currentP;
END IF
END FOR
FOR each particléd>;
Perform mutation oR;
Perform AETP if required
END FOR
Calculate design cost value for updated mutated particles
FOR each particléd>;
IF the current design cost valueRfis lesser thaRy,
SetPg,a currentP;
END IF

END FOR
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r=r+l
WHILE Terminating condition is not achieved

Next, the psedo-code of mutation used in PSO based architecture exploration
is as follows:

Input: Py, = local best architecture (resource)configuration
Output: New local best configuration after mutatidty,

FOR each particlé® in N

IF (%2 ==0): //Left rotation
FOR t=1 tod
temp= P,
P= Py +1
P.+1=temp
t++
END FOR
END IF
IF (i%2 ==1):
FOR t=1 tod
temp=R

P, = P; + R/l R is a random number between

[1,3]
t++
END FOR
END IF
i++
END FOR

Further, the pseudcode of AETP operation used in PSO based architecture
exploration is as follows:
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Input: Architectural configuration violating design space boundary given in

respective library files
Output: New architectural configuration within the design space boundary
/[ WhenP; violates the design space boundary
WHILE (Pi<LW)
P =P;+J
WHILE (Pi<UP)
Pi=P;-J

/* J is a value between the minimum and maximum architectural configuration
gvenn respective |library files. A LWO
limit (architectural configuration value) given in the respective library file of
the image processing filter application*/.

The necessary and sufficient condition for the particle to eventually settle at
the equilibrium, subsequently enabling the PSO algorithm to converge when
the value of; and % (given ineq.3.11)lies between the range of [1,4] and the
value of inertia waht { ) lies between [0.9,0.1]. This has been
mathematically established by [78]. Further, the value of inertia weight must
not be a constant value throughout the exploration process and must be
linearly decreasing in every iteration throughout the espion process. This

has been empirically established in [78], [79]. In the context of the current
problem, the population size of PSO f1¢3,5,7 and terminating criterion ( T

= the algorithm runs for ten iterations if there is no improvement in thegesult
or it will run for fifty iterations before termination) are sufficient for achieving
optimal solution in an acceptable convergence and exploration time. This has
been established in the literature [78], [79].

Advantage of populatiorbased algorithm for solving multiobjective
problem over single solutiotbased or hybrid algorithm:Since, the target
problem in thischapterdeals with generation of optimal secured image
processing filter IP core datapath used in modern embedded systems, therefore
it resuts in multitude of application mapping possibilities that exhibit high

variance in performance metrics such as security, design area, and latency.
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The architecture exploration process in the context of the problem requires
optimized solutions for confliatig design objectives such as area vs latency vs
security; where the optimized solution is in terms of resources needed for
allocation, binding each task of the application to resources, and determining a
feasible schedule for execution of tasks. This tesuito an intractable NP
complete problem which is potentially suitable for resolution using population
based algorithm like PSO. Population based heuristics like PSO are
exploration oriented as they allow better diversification in whole search space
compared to single solution based meta heuristics that only have the power to
intensify the search in local regions. Single solution based heuristics such as
simulated annealing algorithm requires extensive exploration time due to
heavy number of iterations. uRher, hybrid algorithms are also very
computationally heavy as they often need to switch from one algorithm to

another during the iterative process of architecture exploration
3.2.3. Low-cost secure architecture exploration using FFADSE

The Firefly-driven design search exploration (FESE) equips the proposed
methodology with the ability to prune undesirable designs (higher cost or
lower fit) based on IP vendapecified design objectives such as latency

(delay) and areaotexplore the optimal secured design architecture of JPEG

! IP vendor selected encoding rules :
En_1: The output bit is o0
operation number in SDFG are both even, otherwise output :

En_2: The out put stegnumberandoperat

number in SDFG are having s
En_3: The output bit is 060
operation number in SDFG ar
En_4: The output bit is 0606

number in SDFG are of different parity, otherwisepoutt b

En_5: The output bit is 060
operation number in SDFG are both prime, otherwise output

En_6: The output bit is 01
operation number in SDFG are both prime, otherwise output

En_7: The output bit is 060606
the operation number i n SDH

En_8: Theat put b i t(operaion aunber) méd
(corresponding control step numbér)s 606, ot he

En_9: The oiithegaentrol step numbersin SDBQ
equal to 2 odd sequence of operation no., otherwise output

Fig. 3.6.ProposedP vendor selected encoding rules
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CODEC IP core. The IP vendor chosen encoding rules and the detailed flow of
the proposed FFAdased architectural exploration is highlighted in Fig. 3.6
and 3.7. The main inputs to the proposed nuldlagy are as follows: (a)
absorption coefficient {), (b) terminating criterion, (c) firefly initialization
parameter, (d) design constraints, (€) module library corresponding to JPEG
CODEC (containing necessary information such as DFG, area, and delay
values), (f) step size control parametel),((g) design cost parameters, and (h)
attractiveness parametdr’);

Assuming that initially, the firefly populationY] and its corresponding
dimensionsd) are set a¥=3. A higher magnitude population sigey also be
assumed. The value of 6ddé indicates t
For exampled = 2 when the number of hardware resource types comprises of
adder and mul tidp!l wielrl. dhangal deperddiong
hardware resoge types used for a given application. In the proposed
approach, firstly, the design constraints for the afga.d and latency l(cong

are validated to be within the range of minimum and maximum value of area
and time (latency) correspondingdBEGCODEC IP corei(e., Amin < Acons<

Amax and Lnin < Lecons < Lmay. The initial firefly potions are initialized on
meeting the valid design constraints requirement, as depicted in Fig. 2. The
first firefly position (Y1) is set with the maximum quantitf functional units.
Likewise, the 2 firefly position is set with minimum functional units. Th¥ 3
firefly position is indicated with the average of tiéahd 29 firefly positions.

Next, positions for the rest of the fireflies are initialized basedhe formula
discussed in the FFRased architecture exploration pseudo code (discussed
below in this sulsection). After the initialization of the firefly positions, an
initial design cost (fithess value) is evaluated corresponding to each firefly
posiion using the design cost function (with respect to area and latency).
Note: We have considered area and latency specifications parameters for the
evaluation of design cost in our proposed approach. After determining the
initial design cost, the respectil@cal and global best positions are updated.
The local bes(Yni) positions are the initial positions of fireflies, and the initial
global best(Yy) position is the firefly position with the minimum design cost

value (fittest solution) among all. Thewsdions for the determination of area,
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latency, and design cost are same as that of-PSB (described in (3.7),

HLS driven Firefly based architecture
Exploration (FFA-DSE block)

Input: Control data flow graph (CDFG) of JPEG

CODEC IP core, its respective module library, &
design constraints

v Error! Invalid
design

Design
constrair

Initialization fireflies positiongY;), t=1, and firefly
algorithm parameters (such @ssorption coefficien
step size control parameter, etc.)

v

Initial fitness determination ofreflies |

v

Determination of brighter firefly (having minimu
fithess),Yqe= Min(F,q,Fy€ . ,)F

Absorption

{ - coefficient
(2 Jinetuning

EnlEhibiete Boundary
< » outreach

exploration algorithm, .
YtE)l:FunCn(Y-l-g J algorithm

Step size
--¥% parameter
Y <b finetuning

New fitness (design cost) computati@ﬁ“’f)
corresponding te;"

Fyib=F vt
and

gb_Mln(FYln yze y F

<>

SDFG corresponding to optimal output resou
configuration

A

v
Output SDFG and initial generated CDFG ba:
» on firefly positions to proposed security modu
for security constraints generation

Fig. 3.7.Detailed flow diagram of the FFRSE
algorithm




(3.8), and (3.9)).

Further, new firefly positions(Y*!) are computed using the absorption
coefficient 6 ,)control step size parametdd J and attractiveness parameter
(b). If the newly generated firefly position exceeds the boundary limit (i.e.,
minimum and maximum resource value corresponding to each resource type).
In that case, the boundary outreach algorithm is executed to bring that
particular firefly position within acceptabllimits. The new firefly positions

are evaluated using equations (3.12), (3.13), and (3.14), respectively [80],
[82], [94].

S AR (5(yj - ¥) + alrand - 1/2) (3.12)

Here, new firefly positions are determined by adding a drift factor to the

original firefly position.

— _VYZ;j
B=8,e (3.13)
= —_ = d —_ 2
Y:‘j Y:' Yj| J Zr= I(Yi,r Yj,r) (3 14)
where'Y"! is the new firefly position'Y;" is the previous firefly positiorfy;'

the sthe

and'Y;" are positions ofi"™™ and'j™ firefly, respectively." o' and'' bate
abovedefined hyperparameters (tuning parametérghis attractiveness at

zero distance andj' is the cartesian distance betweghand'Y;' fireflies.

After determining new firefly positions, the new design cost corresponding to
each firefly position is computed. Here, the boundary outreach algorithm
(BOA) is executed if the generated new firefly positions violate boundary
limits. The Pseudo code of BOA is explad below. Postlesign cost
computation, if the new design cost is lesser than the previously computed
design cost for any firefly position, the local best corresponding to all such
fireflies is updated. And, again, the firefly with minimum design cost is
declared the global best firefly. The complete process is executed till the
terminating criterion is not satisfied. The terminating criteridip for our
proposed work is that the algorithm will either run until there is no
improvement in design cost tfifteen iterations or run for a maximum of fifty

iterations [80]. Finally, an optimal architecture configuration corresponding to
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JPEGCODEC IP core is obtained as the output. The obtained optimal
resource configuration is forwarded to security constrantbedding block

for further embedding of generated security constraints to generate a secure
JPEGCODEC hardware IP design.

Parameter Tuning for customizing FFA to solve DSE in HLShe necessary
and sufficient conditions (or values of different hypegpaeters) for the
fireflies to ultimately settle at the equipoise, consequently empowering the
firefly algorithm to converge, are adopted fr¢@&®], [82], [94]. The value of
"B 9N,y 'driddand are 1, 0.5, maximum value of the first dimension,
maximum value of the second dimension, and 1.5, respectively [80], [82],
[94]. Moreover, the value of the absorption coefficien) @nd control step
size parameter ) must not be kept as a constant value. They should be
linearly decreasing in natur@s discussed above in this sértion and
established in [80]. The pseudode of FFA based architecture exploration is

as follows:

Input: Y = firefly population size, dim d) = total dimensions i.€.,
#resources)Yx =k particle in firefly population,Yq, = global best firefly
position, Yipx = local bestk" firefly, V"' = new firefly position, BOA =
boundary outreach algorithm[ = terminating criterion,least add and
least_mult= the minimum (least) quantity of resourcese.( adder and
multiplier) present in the library of JPEGODEC applicationhighest add
and highest_mults the maximum (highest) quantity of resources present in
the library of JPEGCODEC application,Yuax = firefly position with the
highest quantity of reswmces,Yuin = firefly position with the least number of
resourcesb = attractiveness parameter= absorption coefficient, ant =

control step size parameter.
Output: Yy, (global best firefly position).
FOR each firefly positiory in Y
FOR every dimensiow in dim
Yo = YMax

Y1 = Ywin
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Y, = Average ¥max Yuin)

FOR kin range (3N)
u=Rand(least_add, highest_agid
v = Rand(least_multi, highest_mul)ti
IF (k% 2 ==0):

Y= Odas$t_add, highest ajid/ 2) C +
u,O ( l€ast_multi, highest_ mujti/ 2y C

ELSE:

Y= Jdagt_add, highest_ajld/ 2-u C
, D (léast_multi, highest_ mujti/ 2 vC +

END
END
END
END
lterationp =1
DO
FOR each fireflyYy
Compute the design cost value as per dggiation
below:
« 0 0 0 0
0Qi "@De&E O p 2 5 A O o 2 SE G

IF the present design cosYi K Ygp)
SetYga current fireflyY
END
END
FOR every fireflyY;

FOR every dimensiom in dim

60



Compute new firefly positions as per the

equation below:
Yi‘” =y + (ﬁ(l’} -Y) + olrand - 1/2)
Update firefly positions accordingly
Execute BOA if essential
END

END

Design cost computation corresponding to newly obtained

fireflies
FOR each fireflyYy
IF the present design cosYi (K Ygp)
SetYga presentyy
END
END
p=p+l
WHILE stopping criterion is not met
Further, the boundary o udodeéesasidilowa:l gor it

Input: Resource configuration exceeding design spac@lpeny as specified

in the library file

Output: Modified architecture (resource) configuration within the periphery

of the design space
I WhenY; exceeds the design space periphery
WHILE (Y:<Low_Lim)
Yi=Y;+H
WHILE (Y;<Up_Lim)

Yi=Pi-H
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[* H specifies a magnitude between the least and highest resource
configuration in the library file.l'ow_Lint and 'Up_Lin" is lower and upper

boundary limit (resource configuration) specified in JPE@DECO6s | i br a
file */.

3.2.4. Advantages of employing PSEDSE amd FFA-DSE for low-cost

secure architecture exploration

Heuristic based architecture exploration has been employed to perform design
space pruning based on atatency tradeoff. The heuristic employed in our
work is particle swarm optimization (PSO) andefiy algorithm (FFA) for
architecture exploration. It is performed to determine a-dost resource

architecture among numerous potential competitive designs.

Particle swarm optimization shows more benefits as compared to other
metaheuristics algorithmsuch as genetic algorithm (GA) [95], [96], bacterial
foraging algorithm (BFOA) [97], ant colony optimization algorithm (ACO)
[98], etc. PSO depicts the ability to achieve a global optimal solution in an
acceptable amount of time (fewer iterations) andvigies a clinical balance
between exploration and exploitation time compared to GA, BFOA, ACO, etc.
[78]. The PSO algorithm's implementational complexity is lesser than GA,
BFOA, ACO, etc. [78]. It is tough to achieve the best solution using a genetic
algoithm because of its premature convergence problem [99]. GA takes a
higher number of iterations in case of higher variables and constraints [100].
The time complexity of GA is higher as compared to the PSO algorithm [100].
Further, the bacterial foraging topization algorithm also has the drawback of
getting stuck into the local optimum because of weak connections among
bacteria. BFO provides a poor balance between exploration and exploitation
time because of its fixed step size [97]. Next, the ant colgtyn@ation
algorithm has the limitation of falling into the local optimum trap [101].
Additionally, the involvement of pheromone laying activity (which is further
used by ants as a communication medium) increases the implementation
complexity of the ACO lgorithm [98]. The PSO algorithm comprises various
hyperparameters (also known as tuning parameters), which provide a clinical
balance between exploration and exploitation tradeoff, which is missing in the
case of GA, BFOA, ACO, etc.[79]. Further, the @as for employing PSO
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over other heuristics in the context of the design space exploration problem
addressed in thehpaterare the following: (a) it incorporates a parameter
named inertia weight, which considers the magnitude of the previously
computed viecity and supports in escaping local minima, (b) it provides a
clinical balance between exploration and exploitation process with the help of
linearly decreasing value of inertia weight from 0.9 to 0.1 (bigger steps at the
beginning and smaller later) [[f8and (c) it includes various other
hyperparameters such as social and cognitive factor, which reduces the
convergence time of reaching the optimal/ peatimal solutions. All of these
features are not present in [96], [97], and [101]. Therefore, di® ittherent
capability of escaping local minima and achieving a fitter solution (design cost
in terms of area and latency) at lower convergence time,-iFSéd
architecture exploration is used for design space searching of securedsiow

image procesaqy filter IP core.
Advantages of integrating PS@riven DSE:

a. The advantages of PSOSE over different other design space
exploration algorithms (such as genetic, bacterial foraging algorithm,
etc.) are as follows: PSDSE considers the magnitude of the
previously computed velocity with the help of a parameter called
inertia weight, while genetic algorithariven DSE (GADSE) [95],

[96] and bacterial foragindriven DSE (BFGDSE) [97] do not
consider the momentum of prior iterations, which increases the
probability of getting stuck in the local minima during archiieet

exploration.

b. PSODSE creates a balance between exploitation and exploration time
with the help of linearly decreasing the value of inertia from 0.9 to 0.1.
The algorithm takes more significant steps at the beginning and smaller
steps on reachingigher fitness solutions, which is missing in GA
driven DSE and BF@riven DSE. This also enhances the chance of

reaching global optimal solution.

c. The inclusion of various other factors (hyperparameters), such as social

and cognitive factors in PSDSE, lelps achieve higher fitness
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solution within a very low exploration time. On the contrary, there is
no such provision in GBSE and BFEDSE.

Key benefits of employing FFA for performing DSE in HLS:

a. FFA comprises of various hyperparameters such assgtegontrol
parameter and absorption coefficient. These parameters control
randomness throughout design search exploration, ultimately resulting
in better convergence time to the optimal solution. The value for both
parameters linearly decreases from largersmaller as the DSE
algorithm proceeds. This is because the distance between the current
and global best firefly position is large in the initial exploration phase.
Therefore, larger steps are required in the initial phases, and step size
decreases uporearing the global optimal solution.

b. FFA works similar to the divide and conquers approach.-BSk is
based on the attraction parameter, where attractiveness is inversely
proportional to the distance between fireflies. This enables FFA to
divide its popul&ion into subgroups, where different subgroup swarms
around different local optimums, and a final optimal solution are

obtained among them.

c. The linearly decreasing value of the step size control and absorption
coefficient parameters enables FFA to mamtateady stability

between diversification (exploration) and intensification (exploitation).

Therefore, because of the ability to escape local optimum to attain a global
optimal solution in lesser iterations (or at lower convergence time), FFA is
employedfor DSE of keydriven cryptechain based secured JPEE®DEC

IP core. The methodology of FFHAased hardware resource exploration is

explained subsequently.

3.2.5. Multi -phase encryptiorbased security for image processing filter

IP cores

Goal: The multiphase encryption algorithm is applied to the extracted secret
information from the initial RAT to generate the final encrypted signature,

which is further used to generate hardware security constraints. The steps
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involved in the multiphase encption-based hardware security algorithm are

described below.

Details of the algorithm:First, all storage variable pairs(HRR) allocated on

the samecolored register are listed using Table 3.1 (with black and indigo
colored storage variables). Next, all the indices values (X, y) of the storage
variable pairs (of the initial RAT) are converted into their hexadecimal
equivalents.The final generated indices value in hexadecimal equivalents is
the secret information used for encryption. Fig. 3.8 depicts the complete multi
phase encryption algorithm in detail. The first step of Maltel encryption is

to generate an initial stateatnix with the help of secret information based on
the IP vendor selected encryption key;XKA particular row of the state
matrix can contain a maximum of four elements. The initial state matrix
formation depends on a twmt key value, as highlighted iRig. 3.8 In the

next phase, the bit manipulated state matrix is generated using AES forward S
box. All elements of the initial state matrix are substituted with their AES
forward Sbox equivalents. Next, rowiffusion is performed based on the IP
vendorselected encryption key ¢Kin the subsequent phase. Each row has a
different key for row diffusion in the binanipulated state matrix. Therefore,

Table 3.1: Register allocation table before and after embe
hardware security constraints corresponding to sharpening filter
Co C1 C2 C3 | C4 | C5 | C6
Red(R) RO R22 R22 | R32 | R34 | R35 | R36
Green (G) R1 R23 R23 | R33 | R39 | R40 | R41
Indigo (1) R2 | R24 | R24 | R37 - - -

Blue(BL) | R3 | R25 | R29 | R38 | R34 | - | R36
R28

Yellow (Y) | R4 | R26 | R26 | R26 | R26 | R26
R27

Black(B) | R5 | R26 | R27 | R26 | R26 | R26
R26

Violet (V) | R6 | R25 | R2d
R25

Pink (P) R7 | - R29

Lime (LI) R13 | R13 R13 | R13 | R13
Olive (O) R8 R8 R30 - - -
Agua (A) R9 | R31 | R31 | R31| R31 | R31
Teal (T) R10 | R10 - - - -
Gray (G) R11| R11
Maroon (M) | R12 | R12
Silver (S) R14 | R14
Khaki (K) R15 | R15
Lavender (L) | R16 | R16
Crimson (C) | R17 | R17
Wheat (W) | R19 | R19 - - -
Beige (B) R18 | R18 | R18 | R18 | R18
Magenta (M) | R20 - - - -
Orange (O) | R21 | R24 | R24
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row-diffusion depends on the 2*N bits encryption keyg)(Kvhere N is the #
rows in the state matrix). Subguently, in the next phase, digit equivalents
corresponding to unique alphabetsKpare computed using TRIFID cipher
(using IP vendor selected encryption keys) and alphabetic substitution (using
IP vendor selected encryption keys[K The three propeads of the TRIFID
cipher are fractionation, substitution, and transposition, which help to impart
confusion and diffusion in the muibhase encryption algorithm. For
computing the TRIFID cipher, first IP vendor selects @R Unique key value

for all unique alphabets in the state matrix. Then, the key value is arranged in
a threesquare matrix of size 3*3 each. The output of the TRIFID cipher is a
state tuv' (where't' is row number;u’ is column number, ang' is the matrix
number corresponding todlrespective alphabet). The determined state value
("tuv") is fed as input to the alphabetic substitution phase to finally generate
digit equivalence based on the IP vendor selected encryption keyEHK.,
TRIFID cipher computation and its digit equigat corresponding to the

alphabet 'A' is explained below.

Let t he | P vendor sel ected key f o
WSZMXNCBGYHUJIKOLP.

Table 3.2 depicts a square matrix representation of the IP vendor selected key
for TRIFID cipher computation corresponding to alphabet A. Here, row
number (t) is 3, column number (u) is 3, and square matrix (v) number is 1.
So, the state corresponding to "A"381. Now, let the assumed IP vendor
selected key for alphabetic substitution corresponding to the alphabet ‘A’ is
"100". From the alphabetisubstitution rules in Fig. 3.8, the calculated digit
equivalent corresponding to the alphabet 'A" is '6'. Similarly, alphabetic
substitution is performed for all remaining alphabets using TRIFID cipher
computation and IP vendor selected encryption key. (Kfter determining

digit equivalence, all alphabet values in the state matrix are substituted with
their digit equivalents. Further, the obtained state matrix is transposed. Then,

Table 3.2: Square matrix representation of the key for TF
cipher computation corresponding to alphabet A

Square n Square n Square n
E D R w S z Y H U
F T V M X N J [ K
$ Q A C B G o L B
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all elements are concatenated to generate an encrypted byte sequentteusing
byte concatenation rule based on the IP vendor selected encryptioney (K
Finally, all elements are converted into binary equivalents to generate the final
encrypted signature and truncated based on the IP vendor selected truncation
length. The gemrated encrypted signature is further used to generate hardware

security constraints based on the IP vendor selected encoding rule (if the

| Secret design data generation bloc Gereration of register allocation ta

\[ Generation of scheduled data flow grd (RAT) using SDFG of target :

From PSGI:)SE(SDFG) based on initialized particle v :

exploratiorl@asition (resource constraints), CDFG Extraction of secret desian 1

: target application, and allocation of stof List all storage variables into pairs whi :

:_ variables in SDFG are allocated }o same color registery,

i o - 1 [ Encryptio | Chosen mode of initial

1 Multi-phase Encrypt|0|v :/' n keybits | state matrix formation
Initial state matrix generationGeneration of a |} 00 Select 2 elements

state matrix by s setXof and skip subsequent 2
secret design data based on encryption ke¢s) || 01 Select 4 elements

¥ J and skip subsequent 4
- - - - N 10 Select 8 elements

Bit manlpulatllon:Conversmn. of each elgment “, and skipsubsequent 8.

state matrix to its corrgspondlng AHSR8bit s-box . 11 Select 16 elements an
eqw\ialents T skip subsequent 16.

Row diffusionExecution of rowdiffusion among
the elements of bithanipulated tite matrix base
on encryption key 2K5)

Encrypt Description of selected
ion mode of rowdiffusion
key-bits

00 Perform circular right shift
operation by 1 element.

—— e = ————

TRIFID cipher computationTRIFID cipher

-

g

corresponding to each unique alphabet of-rof | 01 Perform circular right shift
diffused state matrix is computed based on |1 opeation by 2 elements.
vendor selected unique key corresponding t : ‘\ 10 Perform circular right shift
different alphabets A operation by 3 elements.

j N1 Perform cicular right shift

Alphabetic sbstitution: Compute alphabetic |1~ [\ operation by 4 elements.

substitution to determine digit equivalent to ea

1
unique alphabets of state matrix based on : Encryption | Description of rule
encryption key 3Kz) and output of TRIFID ciph : key-bits to get digit
\{ equivalents
K|
Matrix transposition:The final obtained matrix 1 88(1) t+u*l/
after alphabetic substitution is transposed : \ ALY
3 AN 010 [t-u-v|
Y 011 [tu+v|
Byte concatenatiorEach element of final }‘\ N 100 (t+u)/v
generated transposects matrix is concatenatd \\\‘ 101 (t+u) *v

column wise based on encryption keyk4)(and

N,
N

[ g ———

Embedding the generated mltiyered encryptio Embedded design (with modified RAT
and secret design dabtased hardware securit sent to PSEDSE for new fitness
constraints into the register allocation tafi®\T) | computation and determination of lev

of target image processing filter IP core : cost secure architecture

converted into its binary equivalents Encrypti Description of rule
v on key for byte
Generation of final signature based on IP ven|i, bits concatenation
selected truncation length afther generation q] 000 (BO, B2, B1, B3)
hardware security constraints based on IP verfi % 001 (BO, B1, B3, B2)
selected embedding rule Y 010 (B0, B2, B1, B3)
v N o1l (BO, B2, B3, B1)
|
1

Fig. 3.8. Details of multphase encryptiohased hardware security methodology
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signature bit is '0', theimplant an artificial edge between (even, even) storage
variable pair, otherwise embed an artificial edge between (odd, odd) storage
variable pair). The artificial edges embedded between the storage variable
pairs of the RAT (corresponding to the imagegessing filter application)
indicate the covert hardware security constraints implanted into the design. An
artificial edge implanted between the storage variables of the design signifies
that the corresponding storage variables cannot be assigned tantiee s
register (.e.,forced distinct register assignment is made).

3.2.6. Key-driven crypto-chain-based hardware security methodology

The primary goal of the proposed kelyiven cryptechainbased hardware
security methodology is to produce secret hardware security constraints using
the scheduling information of the JPEI®DEC, IP vendor specified
encoding rules, and IP vendor chosen cregs. The primary inputs to this
security block are (a) IP vendor specified encoding rules, (b) IP vendor
specified keys to drive cryptchain based security methodology, (c) IP vendor
specified bit padding and embedding rules, (d) IP vendor specifiedatran
length, and (e) scheduling information obtained through transformed-JPEG
CODEC SDFG. Next, the obtained hardware security constraints are covertly
inserted into the design of the JPIB®DEC using the HLS framework. The
presence of embedded securiynstraints in the design provides immunity
against IP piracy and fraudulent claim of IP ownership problems. Fig. 3.9
illustrates the proposed kelyiven cryptechain based security methodology
and its integration with FFA. The various steps involvedha generation of

secret security constraints are as follows:

Generation of initial bitstreams based on IP vendor specific encoding
mechanism Initially, a bitstream is generated using scheduling information of
the JPEGCODEC (SDFG), and IP vendor specifiedcoding mechanisms.
The scheduling information of JPEGODEC is highlighted in Table 3.3.
Further, the IP vendor specified encoding rules are shown in Fig. 3.6. The
encoding rules used to generate the initial bitstreams are decided by the
authentic IP wendor/designer, thus remaining completely unknown to an
attacker. There are 136 operations in the SDFG of the JPEE®DEC, as

depicted in Table 3.3. These are scheduled among different control steps using
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3: Scheduling

resource constraints informatiofoll example scheduled using three adders

and three multipliers). For the sake of demonstration, the scheduling

information is taken from the SDFG of JPEI®DEC that is scheduled using

three adders and three multipliers. However, in each iteration of the proposed

FFA-based security approach, the scheduling is performed using obtained
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architectural configuration throughFFA-driven DSE. That particular
scheduling information is used to generate the initial bitstream. Therefore,
these initial bitstream changes in each iteration for each architectural
configuration. Moreover, for the sake of brevity and simplicity durimg t
explanation of the proposed approach, we have assumed nine IP vendor
specified rulege), as shown in Fig. 3.6Npte:the value ofe=9"is generally

very large as the IP vendor can devise potentially innumerable encoding
algorithms). Therefore, an initi&lbit bitstream is generated corresponding to
the nine different encoding rules (blocks). For example, as shown in Fig. 3.6,
encoding 1(En_1): the output bit is O if the control step number and the
operation number in SDFG are both even; otherwise, output bit is 'l
Therefore, if we compare the first operation number with its control step
number {.e., also one as shown in Table 3.3)etoutput bit is1'. Similarly,

the output for all remaining operations of the JPEGDEC application is

computed.

Conversion of the initially generated bitstream into 1024 bits and details of
the proposed cryptghain algorithm: The proposed kegriven cryptechain

based security methodology us2k' hash slices (each hash slice comprises
SHA-512 based cryptohain module for the generation of the encrypted
bitstream). The SHA12 accepts input in the form of 1024 bits. Therftine

initial 1-bit bitstream is converted into a 10B# bitstream using an IP vendor
specified initial preprocessing technique. The initial gseocessing technique
used in the proposed security methodology is as follows: ffilbsts are taken

as irput and converted to 896 bits by performing bit stuffing dfaits. The

896 bits are generated post appending the ihbak with '1', followed by the
continuation of '0" till 896 bits. Further, the length of the initial bitstreiaen, (

[) is conveted into its 12&it representation (for this, first convelt into

binary and append continuation of ‘0" till 1B® before binary bitstream).
Finally, these 128 bits are appended to the 896 bits to generate 1024 bits,
which is fed as input bitstreato the first hash slice of crypithain based
security methodology. The inclusion of nine different IP verspmcific
encoding rules in the proposed hardware security methodology increases the

robustness of the proposed security methodology. Each encoeiciganism
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generates a uniqulebit initial bitstream data, which is fed as input to the
different hash slices of the proposed security methodology. This uniqueness in
the generation of different initial bitstreams increases the robustness of the
proposedsecurity methodology.

Crypto-chain: The proposed security methodology comprises several hash
slices connected as a chain in a cascaded way. The output of one hash slice
becomes the input of its subsequent hash slice. The cascading arrangement of
hash slices is illustrated in Fig. 3.8. Thestf'k’ (in this chapterkis nine) hash

slices are the primary crypto components that accept the encoding blocks

generated bitstreams as input after performing IP vesgecific pre
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processing. However, the remainirk hash slices are controlled ugin
multiplexers (IP vendor specified crypto keys are used to control the output of

multiplexers).

Bit stuffing: The method of generating 1024 bits frdrbits (i.e., 136 for
JPEGCODEQ for the first hash slice is already discussed above in this sub
section. Next, the 13@it output of the remaining encoding blocke ( except

the first encoding block) is converted into 380 bits. For this, (3&0ts of
continuous '0' is stuffed as a suffix of eddhit output of the remaining output
block. All these hi-appending and stuffing algorithms are only known to the
IP vendor/designer, thus making it challenging for an adversary to regenerate

the exact output as the proposed security methodology.

Further, the method of generating 1024 bits (which acts a$ tophe second
hash slice) from 512 bits of the previous hash slice and 380 bits of primary
bitstream input (after prprocessing) is as follows: 54#t output of the
previous hash slice is appended with "1000" followed by 380 bits (generated
using bit suffing) to generate 896its. Finally, the length of the output of the
previous hash slice.e., 512, is converted into its 128t representation. This
conversion is done in a similar way as explained earlier in thissection,

and the obtained 128tbiare appended after 896 bits to generate 1024 bits.
Similarly, the output of each of the hash slices (512 bits) is converted into
1024 bits using 380 bits (obtained after-precessing of inputbit bitstream)

and 128 bits (generated using the leraftthe previous hash slice outpug.,

512). The output ofk-1)" hash slice becomes the input of Kfehash slice.

Hash slice There are totalk' hash slices in the proposed hardware security
methodology. Each hash slice is executed only oncerergte the encrypted

512 bits as output which becomes the input to its subsequent hash slice.
Further, the round function within each hash slice (84R8) is executed as

per IP vendor specified iterations. The input to the kitsash slices is the pre
processed output of encoding blocks. However, the input for the remé&ihing
hash slices is controlled using multiplexers, as shown in Fig. 3.8kFor
encoding blocksk' multiplexers are required. The input of additiolkahash

slices is decided uginlP vendor specific crypto keys. The maximum possible
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hash slices fothe k number of encoding blocks a@k in our proposed

approach

Further, the final generated 5bR output is converted into its equivalent
hardware security constraints using IP denspecified mapping/embedding
rules (discussed in the following ssbction). Finally, the generated hardware
security constraints are embedded into the design of the -GRHWEC IP

core during the register allocation phase of the HLS framework. Subsiguen
FFA-DSE explores the optimal resource configuration against secured

hardware IP design with the help of design cost function

3.3. lllustrative Example: Watermark (Signature) Embedding

Process

The proposed muHphase encryption based methodologylésnonstrated on

the sharpening filter (SF) application. The SDFG of the SF application
scheduled with four adders and two multipliers (obtained through heuristic
based architecture exploration) is illustrated in Fig. 3.10. Further, Table 3.1
depicts the iitial RAT (with black and indigo colored storage variables)
corresponding to the scheduled SF. The different steps involved in the
demonstration with their corresponding outputs are shown in Fig. 3.11. The
secret information extracted from Table 3.1 aschi#xadecimal equivalents are
shown in Figures 3.11. (a) and (b), respectively. An initial state matrix is
generated using IP vendor selected key value ;) (&sumed "K=01" for
demonstration). The generated initial state matrix is shown in Fig. 11. (
Next, the bit manipulated state matrix generated using AES forward
substitution box ($ox) is depicted in Fig. 3.11. (d). Then, ther@nipulated
state matrix is subjected to rediffusion based on IP vendor selected key 2
(K2) (assumed "K=10 00 1L 01 11"). Fig. 3.11. (e) depicts a ralffused state
matrix. Next, the alphabetic substitution of the state matrix is shown in Fig.
3.11. (f). Further, the transposed state matrix is shown in Fig. 3.11. (g). Finally,
all generated transposed state maéliements are concatenated based on IP
vendor byte concatenation key 4Kassumed "§=010 101 000 100 011").
The obtained byte concatenated string is shown in Fig. 3.11. (h). Subsequently,

the final generated signature and its respective hardware tgecomistraints
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are depicted in Figures 3.11. (i) and (j). Further, the generated hardware
security constraints are embedded into the design. Two storage variable pairs
cannot be allocated to the same register while embedding the security
constraints in th&AT. Therefore, either the registers (colors) are swapped, or
a new register is added to accommodate the storage variable artificial edges.
Table 3.1 also depicts the final RAT (modified locations with red colored
storage variables) with embedded secwdagstraints (as obtained in Fig. 3.11.

(1)) generated using lowost multiphase encryption.

Next, Fig. 3.12 demonstrates the security constraints generation and embedding

flow of the proposed kewgriven cryptechain based security methodology. As
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shown inFigures 3.12. (a) and (b), the scheduled DFG of JEBBEC is
initially taken as input, and bitstreams are generated corresponding to different
IP vendor selected encoding rules using scheduling information. Further, Fig.
3.12. (c) highlights the generatditstreams corresponding to different IP
vendor selected encoding rules (or encoding blocks such as En_1 to En_9).
Each encoding block generates 136 bits value as JIRBIBEC comprises 136
operations (shown in Table 3.3). Next, the generated 136 bitsponging to

the first encoding blocki.e.,En_1) are passed through the-precessing step

to generate 1024 bits. The steps to generate 1024 bits from 136 bits are
discussed in the previous subsection. The final generated 1024 bits are fed as
input to the first hash slice to generate an encryptegdut (hash digest) of 512

bits. Figures 3.12. (d), (e), and (f) represent the initial 136 bits corresponding to
En_1, generated pygrocessed 1024 bits, and 512 bits output of the first hash
slice, respectively. Further, as shown in Figures 3.12. (@)(la)) the 51zbit

output of the previous hash slicee(, first hash slice) and 136 bits from the
second encoding block €., En_2) are taken as input. Again, processed 1024
bits are generated and fed as input to the second hash slice. The compete step
regarding the generation of 1024 bits from 512 bits of the previous hash slice
and 136 bits of the current encoding block for the remaining hash sliegs (
from the second to ninth hash slices) are discussed in the previous subsection.
The primary inpit to hash slices #29 is the output bitstreams generated from
encoding blocks ##8, respectively. Figures 3.12 (i) and (j) represent the
processed 1024 bits and the output of the second hash slice. Similarhyitf 512
hash digest as output is generatedesponding to the remaining hash slices

till the ninth hash slice.

Further, the primary inputs of the remaining hash slieg, from #10#18 hash

slices) are controlled using multiplexers and IP vendor selected crypto keys.
Let IP vendor selected crigokeys for our proposed approach are as follows;
"1001 0010 0100 0001 0111 1000 0011 0110 0101". Therefore, as shown in
Figures 3.12. (k) and (I), the tenth hash slice accepts 512 bits output of the
ninth hash slice and 136 bits output of encoding black G.e.,En_9 based on

IP vendor selected crypto key "1001"), respectively. Figures 3.12. (m) and (n)
denotes generated processed 1024 bits, fed as input to the tenth hash slice, and
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(a). Secret data extracted from register allocation table of sharpening filter sche
using PSGbased architectural exploration resource constraints (4 adders and
multipliers):
(0,36),(32,34),(33,39),(35,36),(1,40),(25,38),(7,29),(3,25),(22,32),(40,41),(22,35),
,(8,30),(0,35),(0,32),(32,36),(1,33),(1,39),(33,41),(39,41),(4,26),(23,33),(22,34),(3
23,39),(5,27),(0,22),(9,31),(1,23),(32,35),(0,34),(33,40),(2(2%,37),(6,28),(1,41),(39
0),(34,35),(22,36),(23,41),(3,38),(2,24)

v
(b). Conversion of secret data extracted into their corresponding hexadecimal fq
:(0,7), (0,9), (0,D), (0,E),(2,5),(2,7),(8,3),(8,A),(2,9),(0,6),(7,5),(2,4),(6,D),
(1,8),(1,B).(3,B),(0,2),(8,0),(9,7),(1,9).(9,B),(4,5).(3.9),(4,B).(7.4).(5,6),(7,E),(0,5),(
8,B),(5,C),(8,9),(2,6),(0,4), (1,3),(1,A),(3,A),(7,6), (9,A), (A,B),(4,6)

Initial state matridgeneration |
v
25| 27 | 83 | 8A 3F | CC|EC| TE
6D | 18 | 1B | 3B AESforwgrd_s 3C | AD | AF | E2
oB [ 45 | 39 | ap | Roxsubstitution™ 276 [ 12 | B3

07 | 8B [ 5C| 89 C5| 3D | 4A | A7 R
3A | 76 | 9A | AB 80 | 38 | B8 | 62 g ow
— - . . . iffusion
(c). Initial statematrix generatio (d). Bit-manipuhted
based on IP vendor selectec state matrix
encryptionk ey 1 =
v
88 | 48 | 74 | 37 . |CC|EC| 7E | 3F
42 | 38 | 62 | 67 Alphabetic ["E5"3C T'AD | AF
14 | 64 | 12 | 33 | < Substitutior 772776 [ 12 | B3
46 | 67 | 85 | 32 4A | A7 | C5 | 3D
80 | 38 | 38| 62 80 | 38 | B8 | 62
Matrix (f). Alphabeticsubstituted state (e). Rowdiffused state matrix
transposidin  matrix using alphabetic digit based on IP vendor selecte
equivalents obtained using TRIFIC encrypti d®mook
il cipher and ermgption key value 3 110110
88| 42| 14| 46 | 80 (h). Byte concatenation based on IP vendor selec
48 | 38 | 64 | 67 | 38 encryptionOle91vanodeld

74162] 12| 85 38 ™| 88744837426762381412643346326785803862
37| 67|33| 32|62
(9). Final obtained state matri
after transposing alphabetic
substituted state matrix

\ 4
(i). Final generated digital signature: 1000100011110010010001111110010110
0101110001100110110100111110011011101101111000101100001110001101

v
(j)- Final generated hardware security constraints based on IP vendor selected e
rule: (RO,R2),(RO,R4%-,(R2,R38),(R2,R40),(R4,R6),(R4,R8},(R6,R12),
(R6,R14),(R1,R3),(R1,R5);,(R1,R39),(R1,R41),(R3,R5),(R3,R#),(5,23),(5,25)

Fig. 3.11. Deronstration of the proposed mufthase encryption methodology on sharpenin
filter IP core with its corresponding outputs

obtained 512 bits of tenth hash slice output. Next, the hash digest
corresponding to the remaining hash slices is computed in a rsfaslaion.
Figures 3.12. (0), (p), (q), and (r) represent the-Biftash digest from the
seventeenth hash slice, input bitstream based on IP vendor selected crypto key
"0101" (.e., En_b5), processed 1024 bits, and finally generated 512 bits hash
digest (signature), respectively. Figures 3.12. (s) and (t) depict the findit512

signature (digital template) and secret security constraints generation process.
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The generated signature ¢onverted into its corresponding hardware security
constraints using IP vendor chosen truncation magnitude and embedding or
mapping rules. The IP vendor chosen mapping rule for the proposed hardware
security methodology is as follows:

1 Embed an additional (i.e., artifitjeedge between (even, even) storage

(a) Scheduled JPEGODEC DFQG

v

(b) Generation of bitstreams usisgheduled JPEG
CODEC DFG based on IP vendor selected encod

Encoding Generated bitstream
En_1 1110101111101110101011101111101010111010164-316---------
1111101010111010
En_2 01001001110011100010010001111010100100100004008------
--0111100000010000
En_9 1111111212122222222721111111111112121222221433% -
111111111112111212121
2 (c) Generated bitstrea
i — - — i
1l Initial 136-bit o Preprocessed o] Output: 512bits |i
i | bitstream (En_1 bitstream (1024bits) | bitstream digest|i
A C R ) |
P }' """""""""""" Haskslice 21
N !
il 512bits . : !
s . Input bitstream Processed (bit R |
i bitstream digegf "¢ - T »| stuffed) bitstrean—» Output:512bits i
ijjof przav)lous slic - (1024bits) bitstream digesf;
i g Input () i . i
L‘.'.'.'_'.'.'_'.'.'.'.'.'.'.'.'.'.'.'_'.'.'_'.'.'_'.'.'.'.'.'.'.'.'.--_,-_--_-.('.).-------_--_--_----.(J.).----_--.'
1
1
i
1
|mmmmmmmmmmmmmmm e mm e h [
frmommmm oo ememooooeooooooosooooooo- \ ‘Hash'slice 1q
il 512bits Input bitstream base

Processed (bit| | Output: 512

1
1
1
bitstream digeq| on IP vendor selectd; . oo
i g —istuffed) bitstreafbits bitstrear
1
1
1
1

ilof previous slic|]| crypto key (1001)
i

Processed (bit Output: 512

i (1024hbits) digest

i (k) Input ()

S PO L S AV | (m) (n)

e o o o T T .:. --------------------------------------

S, A —

S —— Hash slice 1§
512bits Input bitstream base E

bitstream digeq| on IP vendor selectg ) o
of previous slic|| crypto key (0101) | stuffed) bitstrean®bits bitstrean

E (1024 bits) digest
'._:::::::S_c:)z_:::::I:r'IE_JE_J'E::::::E_F'iz_::::::::':i___________(9_) ________________ (_Q ______ '
v
| (s) Final generated signature (i) |
v

(t). Secret security constraints generation based on obtained signature a|
vendor selected mapping rules

Fig. 3.12. Security constraints generation flow of the proposea@sivkeybased
crypto-chain methodology
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variables pair in the RAT framework in case of bit '0'; otherwise,

embed an edge between (odd, odd) storage variables pair.

Further, the generated kelyiven cryptechain based secret security constraints
are implanted into the design of the JREGDEC IP core using register
allocation information i.e., RAT framework of the HLS process. Some of the
generated security constraints are as follow@0, Q2>, <QO0, Q4>--<Q0,
Q262>--<Q244>, Q128>,<Q1, Q3>--<Q1, Q263>--<Q3, Q261> Fig.
3.12. also includes the security constraints erdimgdprocess flow. The key

concept behind embedding secret security constraints (artificial edge) is that

co c1 c2 c3 c4 c5 C6 c7 c8 c9 C10 cil c12 C13 ci4 C15 C16
R_1 Q0 Q128Q120 | QI36Q137 | QI44Q145 | Q152Q153 | QI60Q161 | QI68QI69 | Q176Q177 | QI84Q185 | Q220Q221 | Q238Q239 | Q244Q245 | Q254Q253 | Q258Q259 | Q261 B Q263
R 2 QL Q129Q128 | QI37Q136 | QI45Q144 | Q153Q152 | QI6¥QI60 | QI169Q168 | Q177Q176 | QI85Q184 | Q224Q220 | Q239Q238 | Q245Q244 | Q253Q252 | Q259Q258 - Q262 -
R3 Q2 QI30Q131 | QI38QI39 | QI46Q147 | QI54Q155 | Q162Q163 | QI70Qi71 | QI78Q179 | QI86Q187 | Q223Q223 | Q240Q241 Q246 Q254 Q260 Q260 -
R 4 Q3 Q1310130 | Q1390138 | QI47Q146 | Q155Q154 | Q163Q162 | QI174Q170 | Q179Q178 | QI87Q186 | Q223Q222 | Q24¥Q240 | Q247/Q248 Q255 - -
R 5 QU Q132 Q140 Q148 Q156 Q164 Qi72 Q180 Q188 Q236 Q236 Q248247 Q256
R 6 Q5 Q133 Q141 Q149 Q157 Q165 Q173 QI8 Q189 Q237 Q237 Q249 Q257
R_7 Q6 Qi34 Q142 Q150 Q158 Q166 Q174 Q182 Q190 - Q242 Q250 -
R 8 Q7 - Q143 Q151 Q159 Q167 Q175 Q183 Q191 - Q243 Q251
R_9 Q8 Q8 Q192 Q196 Q200 Q204 Q208 Q212 Q216 - -
R_10 Q9 [s5) Q193 Q197 Q201 Q205 Q209 Q213 Q217 - -
R_11 Q10 Q10 Q194 Q198 Q202 Q206 Q210 Q214 Q218 - - - -
. R 12 |. QIl 11 195 . Q199 207 211 15 op19 | - p - -,
Table 34: Register attecatiomn carrespor dll‘@mﬂ‘%fﬁémzz hrtdsantaer tmpantingeseciet security corfstraint
R 14 13 1 - Q225 Q225 Q225 Q225 Q225 Q225 Q225 - - -
prOpOSEdOW-COSthyW’fﬁ_GI‘a%m Yl I%ﬁul G - - Q226 Q226 Q226 Q226 Q226 Q226 - - -
R_16 Q15 Q15 - Q227 Q227 Q227 Q227 Q227 Q227
R 17 Q16 Q16 Q16 - - Q228 Q228 Q228 Q228 Q228
R_18 Q17 Q17 Q17 - N Q229 Q229 Q229 Q229 Q229
R_19 Q18 Q18 Q18 - - - Q230 Q230 Q230 Q230
R_20 Q19 Q19 Q19 p - - Q231 Q231 Q231 Q231 p
R_21 Q20 Q20 Q20 - - - - Q232 Q232 Q232 Q232
R 22 Q21 Q21 Q21 p - - - Q233 Q233 Q233 Q233
R_23 Q22 Q22 Q22 - - - - - Q234 Q234 Q234
R 24 Q23 Q23 Q23 - - - - - Q235 Q235 Q235
R_25 Q24 Q24 Q24 Q24 N - N N - - -
R 129 | QI35 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 Q135 | Q135
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the storage variables corresponding to the additional edge cannot be allocated
on the same register. If the storage variables of the incoming attéage are
allocated on the same register. Then, either a color swapping between registers
is performed, or a new register is allocated to meet the hardware security
requirement. In other words, a forced distinct register allocation is performed
while emledding security constraints. Further, Table 3.4 reports the register
allocation table before and after embedding the crgpton signature into the
JPEGCODEC. {(Note: the black color (normal) registers in the Table are the
initial position of the registar while the black colored (bold) registers are the
final position of the register after embedding the secret security constraints).
The embedded security constraints are represented in terms of change in the
positions of registers in the SDFG of the JPEGDEC. The alteration in the

final position/color of the register reports the embedding of the ciohEm
signature. The presented lawerhead security algorithm offers robust security
with zero design cost overheade(, an additional register is noeeded after
embedding the secret security constraints).

3.4. Watermark Detection Process

3.4.1. Distinguishing between genuine and pirated/fake IP cores

The presence of the proposed hardware security/watermarking constraints
(generated through the proposed security algorithms) clearly enables the
detection of IP piracy. While performing piracy detection, the-deyen
crypto-chain based signature is regeated using the proposed algorithm and
matched with the embedded signature (which is embedded as covert (security)
constraints) of the IP core under test. At first, the total number of different bits
(such as# 'Os' and # 'l1s) present in the signatures imatched during
litigation/conflict resolution. Next, if the count of the 0's and 1's matches, then,
in that case, bit position matching is performed during litigation/conflict
resolution. Only an authentic IP vendor would be able to successfully perform
the above matching process to validate authenticity. On the contrary, an
attacker would fail to regenerate the original signature and match it with the
embedded one, thereby failing to validate authenticity. The dependence of the
proposed hardware securitgnethodologies on various security factors
(explained in previous sedections) makes the proposed security methodology
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highly robust. The presence of various security factors makes it challenging
for an adversary to regenerate the exact signature. Thgyreecomplete
information corresponding to the proposed security methodology, which is

only known to the IP vendor/designer
3.4.2. Resolution of false IP ownership claim

Further, Further, the presence of the proposed signature in the IP core also
protects fromfraudulent claims of IP ownership. An IP can be fraudulently
claimed by an attacker in the SoC house or foundry. For awarding correct
ownership initially, the proposed signature/watermark is regenerated. Further,
the signature is converted into hardwarcwsity constraints. Next, the
regenerated security constraint information is matched with the extracted
register allocation information of the IP core under test. The ownership is
granted to the authentic IP vendor in case of a comprehensive information
match. Therefore, the proposed security algorithm also nullifies false claims of

IP ownership besides IP piracy
3.5. Summary

Two novels security methodologies: (a) PSO driven Apliise encryption

and (b) firefly algorithm driven loweost crypto chain based security
methodologies for designing optimal secured image processing filter and
JPEGCODEC IP cores are presented in this chapter. The proposed PSO
driven multiphase encryption mechanism empgagrong security layers such

as bit manipulation, row diffusion, TRIFID cipher computation, alphabetic
substitution, and byte concatenation to generate a highly robust and -tamper
tolerant signature. The main focus of the chapter is to offer a detective
countermeasure against potential IP piracy and false claims of IP ownership
by attackers in the SoC design house or foundry. The threat model considers
the IP vendor as the defender and the SoC integrator/foundry as the attacker.
Next, the proposed Iowost key-driven cryptechain based security
methodology incorporates an IP vendor specified encoding mechanism,
crypto-keys, #SHA512 hash slices, and mapping rules to generate secret
hardware security constraints. These elements together create a-tamper

tolerant signature, which is further converted into security constraints and
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embedded into the optimal hardware IP core design obtained using the firefly
algorithm based exploration technique. This embedding of security constraints
(i.e., digital evidence) safpiards the hardware IP cores from IP piracy and
fraudulent claims of IP ownershiBoth approaches involves multiple security
layers to generate a tamper tolerant signature/watermark, which makes the
regeneration harder for the adversary to evade theypdatection process.

The experimental results of the PSO driven rqitiase encryption and lew

cost keydriven cryptechain based security methodologies have been

discussed and analyzed in the chapter 9 of this thesis
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Chapter 4

Enhanced Security for Hardvar e | Ps Usi ng
Protein Molecular Biometrics and Facial Biometric
based Encryption Key

Hardware IP cores, embedded in a variety of electronic devices such as
smartphones, cameras, and health bands, play a critical role in enhancing the
performance and efficiency of these devices. In the digital ecosystem, BSP co
processors are essential fandling complex tasks like data compression and
decompression, filtering, and image processing. These DSP algorithms are
often implemented using dedicated IP cores, whathbedesigned at a higher

level usingHLS framework, later synthesized into a Rdlata path. With the
increasing globalization of the design supply chain, the development of
electronic devices and multimedia systems often involves multiple offshore
entities, including thireparty IP (3PIP) vendors. This introduces the risk of
hardware lireats such as IP piracy and false claims of IP ownership.
Pirated/Counterfeit IPs can compromise user safety and system reliability,
potentially causing issues like sensitive data leaks, excessive heat generation,
or malfunctioning of DSP hardware. Theyed, it is vital for SoC integrator to
safeguard end user against these threats. Moreover, without adequate security
mechanisms, adversaries may falsely claim IP ownership. To address such
ownership and piracy threats, embedding a robust security martken wie

IP can be instrumental in countering false ownership claim and identifying
pirated IP cores. The SoC integrator can easily verify the embedded IP

vendor's authentic watermark before integration into the final system.

Security against IP piracy @ucial for consumer electronics (CE) systems for
two key reasons: (i) pirated designs often bypass thorough reliability and
safety testing, and (ii) they are more likely to contain malicious hardware
Trojans. A SoC integrator can source IP cores direftthyn vendors or
through intermediaries (IP brokers). However, rogue suppliers may introduce
counterfeit IPs into the supply chain, driven by illegal motives. This poses
significant risks to both CE system integrator and end consumer, making it
crucial to ensure only genuine IPs are used in CE systems. These

compromised IP cores pose significant risks when integrated into CE systems.
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By embedding a unique encrypted protein biometric signature/watermark of
the IP vendor, the proposed approach allows authefti cores to be
distinguished from pirated ones, preventing counterfeit designs from being
incorporated into SoCs. This ensures the safety and reliability of CE devices
for consumer. The method is particularly effective in identifying fake IPs,
especiallywhen rogue suppliers attempt to introduce pirated components into
the supply chain. The proposed solution helps ensure that only legitimate IPs
are used in the design and manufacturing process, safeguarding both the

system integrator and the end consumer.

This chapter introduces a novel encrypted protein molecular biometric
approach for securing hardware/DSP IP cores against piracy and fraudulent IP
ownership claim. This method effectively counters false ownership claim and
detects counterfeit IPs befotteey are integrated into electronic systems. The
first section of the chapter outlines the problem formulation, threat model and
overview. The second section discusses the details of encrypted protein
molecular biometrics based security approach. Followirgg the third section
illustrates the embedding of the proposed watermarking constraints with
relevant examples. The fourth section then covers the process of watermark

detection. Lastly, the fifth section provides the chapter's conclusion

4.1. Overview

4.1.1. Threat model and motivation

The threat model is clearly described in the introduction section of this
chapter. The proposed approach effectively counters false claims of IP
ownership by utilizing the inherently unique molecular and physical biometric

propeties of the legitimate IP vendor, such as protein samples for molecular
signature generation and facial biometrics for encryption key creation. Unlike
traditional watermarking and digital signature methods, this robust encoding
and encryption process enesirthat even if an adversary were to somehow

replicate the signature (which is highly unlikely), they would be unable to

claim the vendor's identity. The detailed process of signature generation
remains unknown to potential attackers, further preventiraudfrlent

ownership claim. Additionally, the approach ensures strong detection and
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isolation of counterfeit IP cores through the embedded, encrypted protein

molecular signature, safeguarding the authenticity of the IP design
4.1.2. Input and Outputs

The primary inputs are (a) transfer and computation function/CDFG of

hardware (DSP) application, ( b) I P v
bi ometric sampl e, (c) I'P vendordos faci
key, (e) | P v endombbéesd da cnmgc artuel neast,i oann da n(

specified resource constraints. The final output is an encrypted protein

biometric embedded secure RTL datapath of input hardware application.
4.1.3. Target Platform

The proposed security methodologies can be seamlesslyrateelgwith any
electronic design automation (EDA) tools. The techniques can easily be
combined with HDL, or any higlevel language used for IP generation within

design tools.

414. Security framework wusing I P seller:/

biometrics

This chapterpresentsa novel approach for securing hardware IP cores by
leveraging both "physical biometrics" (facial biometrics for encryption key)

and "molecular biometrics” (protein molecular sequenceswatermark
signature) from the legitimate IP venddfrhis method provides a unique

cellular and moleculaevel signature derived from the IP vendor's body
sample, offering robust protection against piracy and false ownership claim.

Fig. 4.1 depicts the overview of proposed encrypted protein molecular
biometric based security methodologyhe proposed system generates an
encrypted protein molecular signature from the amino acid sequence, obtained
through the protein sequenator process. Additionally, the encryption key for

the signature is derived from theemwdor 0 s f aciOad keybi ome't
advantage of this approach is that it does not require resequencing or
recapturing t he vendor 0s bi ometric d
Instead, a prstored encrypted digital templaigecurely stored in a datadsh

is used for authentication and counterfeit detection. This eliminates the need

for continuous biometric input and ensures that the method is immune to
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variations in facial recognition conditions, such as changes in camera angles,

sample of IP vendor

Protein molecular structur
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Fig. 4.1. Overview of proposed encrypted protein molecular bior
based security methodology

scales, or lighting. Thugthe facial biometrics and molecular signature remain

consistent during both the embedding and detection phases, corresponding to

the genuine IP vendorhis has already been established in the literature [20],
[24], [32], [36], [37].

The encrypted proteimolecular signature is generated using a sequence of 20

ami

This sequence is then fed as input into the AES encryption process, along with
thaat biometret fedtures.nfhet h e

t he

result

signature/watermark.
security/watermarking constraints are generated from the encrypted signature
using an IP sellér s
phase 1 in Fig. 4.1). These constraints are then embedded into the
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DSP/hardware design during the register allocation phase of the HLS process
(as shown in phase 2 in Fig. 4.1). Ultimately, the métproduces a secure
RTL design for the DSP coprocessor. The detailed process is elaborated
below.

4.2. Encrypted Protein Molecular Biometrics based Security

Approach

4.2.1Introduction to protein molecular amino acid sequences

Human body protein is composed of Bmesequence of amino acids. These
amino acids are linked to one another through a bond by linking the carboxylic
acid group of one amino acid with the amine group of another amino acid
called peptide bond. The connected amino acids through peptide bonds in
series, forms polypeptide chain or protein sequence. Each protein has a unique
amino acid sequence. In a protein sequence chain, there are twenty different
amino acids which by linking together forms the chain of amino acids. The
largest polypeptide chaimay contain 5000 amino acids [102]. A specific
digit/letter is used to represent each of the twenty different amino acids present
in the protein sequence chain. The process of determining the amino acid
sequence from the collected body sample is term@dodsin sequencing. It is

the practical process for determining the sequence of amino acids in protein
sample. However, partial sequencing is also capable to infer sufficient
information for identification. The protein samples can be collected from
human body samples such as hair, bone, fingernail, saliva, muscle and
fingermark etc. Further, the human samples such as hair, bone and muscle
samples are more effective for individual identification [2[I%]5]. Upon
collecting the sample(s), they are brought protein sequencing, where the
samples are applied on swabs and digested with trypsin in order to obtain
peptides. Trypsin is an enzyme that starts the digestion of protein molecules
by cutting long chains of amino acids into smaller pieces. In thisepspthe
samples such as blood and saliva are characterized by the presence of
hemoglobin and alphamylasel biomarkers. Similarly, other samples are
identified using corresponding biomarkers. There are two widely used
methodologies for protein sequencing@. mass spectrometry and Edman

degradation [106]. Both these methodologies are used for performing protein
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sequencing using sequenator (sequencer). The ongoing and recent
developments in the field of proteomics, renders it impactful and important for
forensics and unique identification. With the development in the field of
proteomics in terms of increased availability of hrgsolution mass
spectrometers, maturity of sequencing and different methodology for protein
sequencing have been effective and uis&dr enabling the usage of protein

molecular for unique identification.
Typically, the sequencing process of protein comprises of the following steps:

Break the disulfide bridges in the protein using reducing agent.
Form the separate chain(s) of proteamplex.

In each chain, determine the terminal and composition of amino acids.

a0 T p

Divide each chain into small size fragments (up to 50 amino acids in

each).

@

Separate each of the resultant fragment and purify them.
f. Exploit the fragments to determine amentd sequence.
g. Repeat steps-@&, to construct overall protein sequence
4.2.2. Advantages of protein molecular biometric signatures compared to

DNA molecular biometrics

The protein sequencing is more advantageous than DNA sequencing from the
perspective of moledar biometrics for generating unique and robust digital
signature [102], [103]:

a. Compared to genomic analysis, proteomics (proteomics is large scale
study of all proteins of an organism or system by using mass
spectrometry) can provide an accurate distrecdetail of the human
body sample. Protein analysis is a confirmatory and orthogonal
technique that helps in forensic identification.

b. The proteins in sample are more persistent and chemically more robust
than DNA and can persist for longer durations,evéas DNA can
become degraded in the environment.

c. DNA sample contains the genome information whereas proteins are

much of what determines a cell's characteristics and function.
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d. Protein sequencing is more accurate than DNA sequencing because the
proteins a& composed of twenty amino acids while the DNA contains
only four chemical compositions. Therefore, the signal to noise ratio in
protein sequence chain is much better as compared to DNA.

e. The generated protein molecular signature is highly distinctive than
DNA signature which results in unique identification of sample.

f. The generated protein molecular signature results in higher tamper
tolerance ability (robustness of digital evidence) and lower probability
of coincidently detecting the authentic secret sgcuconstraints

within an unsecured design (higher security strength).

Therefore, protein molecular signature, generated from the amino acid
sequence contains more accurate distinction of human body sample at the cell
level. Due to advancement in the figfibiosciences, it is easy to analyze the
protein sample and report the sequence of amino acids present in a human
body sample. Moreover, the process of protein sequencing is cost effective
which makes it feasible for unique sample identification usiegctincept of

molecular biometrics.
423Generation of the Proposed I P seller

As discussed in earlier section that protein sample can be analyzed using
protein sequenator for generating the protein sequence. For explaining the
process of proposed molecular signature generation, we have considered the
protein sequence of the human body of the IP vendor as input, as shown in
Fig. 4.2. In this protein molecular sequence of amino acids as shown in Fig.
4.2, the formation of amino acid @im comprises of 20 different amino acids,
resulting into a long polypeptide chain. Therefore, in this protein sequence, the
polypeptide chain consists of 380 amino acids. Each amino acid is represented
by a unique alphabet. Further it is to be notedtti@apolypeptide chain length

is scalable depending upon the smaller or larger amino acid sequence
generated from the human body protein sample. The polypeptide chain length
can be selected based on the IP vendor choice. Subsequently, for the selected
aminoacid sequence length of the polypeptide chain, encoding is performed.
Each amino acid has a unique encoding based on their alphabetical positions.

For example, for amino acid methionine (M), the alphabet position is 13 and
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corresponding encoded binary siare 1101, for proline (P) the alphabet
position is 16 and corresponding encoded binary bits are 10000, while for

tryptophan (W) it is 10111 etc. Subsequently, all amino acids are encoded with

| Input sample of protein |
I

Amino acids of protein or peptide

Formation of

amino acid
sequence of .
protein or
peptide

Ala: Alanine (A)

Arg: Arginine (R)

Asn: Asparagine (N)
Asp: Aspartic acid (D)
Cys: Cysteine (C)
Glu: Glutamic acid (E)
Trp: Tryptophan (W)
Tyr: Tyrosine (Y)

Val: Valine (V)

GIn: GlutamingQ)
Gly: Glycine(G)

His: Histidine (H)

lle: Isoleucine (1)

Leu: Leucine (L)

Lys: Lysine (K)

Met: Methionine (M)
Phe: Phenylalanine (F
Pro: Proline (P)

Thr: Threonine (T)

v

Sample primary structure of polypeptide chain of amino acids of prote

Ser: Serine (S)

Polypeptce
ﬁ f ‘:;K D~Km;:\m
K-D F/./.»D DWO/._/. .D”b

Generating the protein molecular signature corresponding to protein molec
structure of IP vendor (Generated molecular signature)
fi 1 110000.1011111101010AL000L110 1100111011001101110000.01
101101100110000.0(1100L0011 1000111011100001101 101é¢é¢é
e . 0 1010110010110110.011101107 1100101 1111000110011100
1 110110011000011 0 0 O 1 ©
+
Encoding amino acids @irotein using encoding algorithm
Naming Alphabet Naming Alphabet Naming Alphabet
conventions of | position & | conventions| position & | conventions| position &
amino acids Binarize of amino Binarize of amino Binarize
value acids value acids value
M (13)-1101 V (22)10110
P (16)-10000 L (121100 | (9)-1001
Y (25)-11001 Q (17)-10001
G (7)-111 E (5y-101 C (3)-11
N (14)- 1110
T (20)- 10100 S (19)-10011 W (23)10111
H (8)-1000 - B

Fig. 4.2. Generating the protein molecular signature corresponding to amino
sequence of sample protein
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a unigue encoding bit. Finally, byoncatenating the binarized bits
corresponding to amino acids of polypeptide chain, protein molecular
signature is obtained. The binarized protein molecular signature of 1500 bit
from amino acid sequence chain corresponding to protein sample of IP vendor

is generated.
424Using I P sellerdés facial bi ometrics

In order to generate encrypted protein molecular signature for securing DSP
hardware IP cores, facial biometric based encryption key has been used. The
process of facial biometrkey generation from the facial features of IP vendor

has been discussed below:

a. Capture the facial image of IP vendor using high resolution camera.

b. This captured facial image is then subjected to a specific grid size and
spacing (specified by the IP vesrdfor generating the nodal points on
the facial image precisely). This also mitigates the impact of face
movement, thereby resulting in accurate facial feature generation.

c. Based on the selected feature set (among eleven features as shown in
Fig. 4.3), nodl points are generated on the facial image.

d. Assign the naming conventions on nodal points of facial image.

e. Generate the facial image with IP vendor chosen feature set.

f. Compute the feature dimensions between the nodal points
corresponding to each facial atere chosen by IP vendor for
encryption key generatiorfo do this, first the coordinates of each
nodal points are computed and subsequently, feature dimensions are
computed using Manhattan distan¢e2x1|+|y2yl|), where (x1, y1)
and (x2, y2) are theoordinates of the facial feature nodal point.

g. Each feature dimension of selected facial features is transformed into

their corresponding binarized value.

Finally, based on the concatenation order of facial features (decided by IP
vendor), the faciabiometric based encryption key is generated. For example:
for the following concatenation order of facial features such(ldBH) &

(IPD) &(BOB) &(IOB) &(OB) &(WNR) &(WF) &HF) &(WNB) &(NB)
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&(OCW), the encryption key has been generated as shown in FigiBeF,
the IP vendor generated facial key is to be used in AES encryption.

Note Facial biometric renders robustness even if an adversary is look alike or

twin to the true vendor. Furthermore, exact regeneration of encryption key is

impossible for aradversary as it depends on several intricate parameters such
as (a) grid size/spacing used in determining the precise coordinates of nodal
points (b) type of chosen feature set by true IP vendor (among the exhaustive
features for generating digital temmatc) their concatenation order, all are

only known to an authentic IP vendor.

4.2.5Generation of encrypted protein molecular biometric signature

using AES encryption

| Input image captured using high resolution camera |

|Subjecting the captured facial image with grid size and sp|
I

¢ Designer selected feature set
Nodal points HFH: Height of Forehead (PR2)
; d IPD: Inter Pupillary Distance (PB4)
generation proces BOB: Bio- Ocular Breadth (P$8)

+ IOB: Interi Ocular Breadth (P47)
Assign naming OB: Oqular Breadth (RP6) or (p7p8)
conventions on WF: Width of face (P9P10)

. HF: Height of Face (RP18)
nodal points WNB: Width of Nasal Base (P1B14)
NB: Nasal Breadth (P1P15)

OCW: Oral Commissure Width (P#817)
WNR: Width of Nasal Ridge (RRP11)

A 4

Generate the facial image with chosen feat

Coprdina Di mengBinary
sl SR (240 (22®) 130 10/000¢(
E (170} (2B®) 140 100011
] 130)-( 28%) 215 11[0101
= _ (205 }(285) 70 10001
(130 [(2eD)H =5 Tdo10
] 4 | @M (210 ](280) 110 11011
] . : 105} (325%) 270 10po0o01
- et (d40}(22m) 400 11po10
] ? 220 (1 385) 45 19110
' 1951 ( B9G) 95 1d111
5 R 185} 3aD))

84 S

S aE

Generating the facial biometric encryption key based on the IP vendor decided
order
(Generated facial encryption key)
100000100001100101011100011A00101110111A0000111010010000201101]

Fig. 4.3. Demonstration of facial biometric key generation usedrforypting the
protein molecular signature
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Theinputs to the AES encryption phase of proposed approach are: 1) unique
protein molecular biometric signature (generated using chain of twenty
different amino acids) of dily sample of IP vendor and 2) encryption key

which is derived from the facial biometric features of IP vendor. The
encrypted protein molecular digital signature of protein molecule using facial
biometric is obtained as an output. After the completion Goitdrations of

AES encryption corresponding to initial protein molecular signature strength,

the encrypted protein molecular digital signature is obtained (corresponding to
protein molecular signature shown earlier in Fig. 4.2). Finally, the encrypted
protein molecular signature is generated at the end of AES encryption process.

For example, the encrypted protein molecular signature using facial encryption

key corresponding to input protein molecular signature is as follows:
f111010111110002000101111010111D0111110001@0D00110
10111101011110é¢é¢é..11101000101011010120
110010000010011011101101010001120001001
digital template is embedded into the design for securing the DSP hardware IP

cores against pirgcand false ownership claim.

4.2.6Security properties of the proposed encrypted protein molecular

biometric watermark signature

The proposed encrypted protein molecular biometbiased hardware security

approach renders several security properties as discussed below:

i.  Exact regeneration of protein molecular signature is not possible for an
adversary because of the following: a) léngt the polypeptide chain
in the protein molecule sequence for signature generation and b)
encoding rule corresponding to 20 different amino acids c) secret facial
encryption key, all are unknown to an adversary.

ii.  The exact regeneration of facial key i¢ possible for an adversary as
the following crucial details chosen by an IP vendor is not known to an
adversary such as: a) specific grid size/ spacing, b) number of chosen
facial features and c) concatenation order of facial features for final
facial keygeneration.

iii. However, in the rare likelihood, even if an adversary manages to

access the stored encrypted authentic digital template, the proposed
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approach still provides robust security against fraudulent claim of IP
ownership and pirated designs. Thibécause, it is not possible for an
adversary to exactly regenerate the secret hardware security constraints
corresponding to facial biometric encrypted protein molecular
sequence of original IP vendor (used for embedding into the genuine
IP core design foenabling robust security) due to obscured-non
decodable crucial security parameters of the proposed approach. The
details of obscured nemecodable crucial security parameters of the
proposed approach are discussed earlier in this section, which
demonstates that replication or regeneration of secret hardware
security constraints is not possible for an adversary.

The AES encryption algorithm itself offers highly robust encryption.

The encoding rule used for generating the secret security constraints
corresponding to encrypted protein molecular signature is also not
known to an adversary.

The proposed approach results into the generation of highly robust
encrypted protein molecular signature which yields higher tamper
tolerance ability of the secured design

It is not possible for an adversary to evade the counterfeit detection
process as the complete matching of secret security constraints of
regenerated signature is mandatory with the extracted register
allocation information of the target design undet.tes

Protein molecular signature is immune to aging effects, injury and
other external environmental factors.

It offers more distinctive and unique identification as compared to
other norbiometrics and biometriesased hardware security

approaches.

Demonstration: Watermark Embedding and Secure

RTL Design Generation Process

The process of obtaining the secured (embedded with encrypted protein

molecular signature through facial biometric based AES encryption) RTL

datapath of DSP eprocessor using HLS, is disgsed in two phases (as

shown in Fig. 4.1).
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Phasel is responsible for generating the covert hardware security constraints
corresponding to encrypted protein molecular biometric signature generated
using the proposed approach. The security constraintsrageme process
accepts the following inputs: a) DSP application in the form of data flow
graph (DFG) /transfer function b) vendor specified encoding rule (discussed
subsequentl y). The DFG is the schedul
based on designspecified resource constraints and the available dependency
information of storage variables as highlighted in the scheduled data flow
graph shown in Fig. 4.4. Where XX22 are the storage variables and
required registers are designated using diffecefdrs corresponding to DCT

8 point IP cored design. As evident, nine control steps-G8) were required

to schedule and obtain the final output value. Subsequently the register
allocation table corresponding to scheduled data flow graph is constructed.
Next, using the following encoding rule, the obtained encrypted protein
molecular signature bits are converted into its respective hardware security
constraints.

Encoding rule:

T Bit 616 signifies the embedding of
odd storage variable pair X (i, j) of the scheduled DFG, where i and |
represents the specific storage variable used for pairing.

T Bit 606 signifies the embeddding of

even storage variable pair of the scheduled DFG.

X7
Cco

C1

C2

X15
C3

C4

C5

Cé6

c7

ggzz cs

Fig. 4.4. Scheduled data flow graph of D8TWwith 1(+) and 4(*)
post embedding secret constraints.
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For example, the secret hardware security constraints corresponding to
encrypted protein molecular signature (108 bit) 8guoint DCT IP core are
generated as follows: [X(0, 2), X(0, 4), X(0O, 6), X(0, 8), X(0, 10), X(0, 12),
X(0, 14), X(0, 16), X(0, 18), X(0, 20), X(0, 22), X(2, 4), X(2, 6), X(2, 8), X(2,
10), X(2, 12), X(2, 14), X( 12, 163,) ,
X(1, 3), X(1, 5), X(1, 7), X(1, 9), X(1, 11), X(1, 13), X(1, 15), X(1, 17), X(1,
19), X(1, 21), X(3, 5), X(3, 7), X(3, 9), X(3, 11), X(3, 13), X(3, 15), X(3, 17),
X(3, 19), X(3, 21),..6é6é, X(19, 21)
generagd which is subsequently embedded into the design (in the register
allocation of the scheduled data flow graph) as discussed in-phase

Phase2 is responsible for implanting the generated secret security constraints
corresponding to protein molecular sagure into the design. The security
constraints are embedded into the design during register allocation phase of
HLS process. The register allocation table constructed earlier in-phase
contains the details of required control steps for generating thgutou
functionality, storage variables of the DSP coprocessor and details of registers
required for accommodating the intermediate and final operational value of
storage variables. The register allocation table is used for embedding the
hardware security ewstraints by locally altering (modifying) the register
assignments using the following rule such that two storage variables in a pair
cannot be assigned to the same register. Finally, the encrypted molecular
signature implanted modified register allocattahle corresponding to-{@oint

DCT is obtained, as shown in Table 4.1. The storage variables marked in red
color are indicating the local alterations, post embedding the secret security
constraints into the design (covertlyNote sometimes it may require
allocation of new register(s) for accommodating the storage variable.
Subsequently, the secured RTL datapath correspondingpming8 DCT,
embedded with encrypted protein molecular signature is obtained.

4.4. Detection of Fake/Piratel IP Versions and Resolution of

False Claim of IP Ownership

Verification of false IP ownership claimIn case if an adversary (located at
either at offshore thirgharty design houses or foundry) fraudulently claims IP

ownership, then the pigored encrgted protein molecular sequence and
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Table 4.1: Register allocation ingdint DCT (after embedding
encrypted protein molecular signature)
R3

cs R2 R8 RI0 | R11
CSO | X0 | x1 X2 X3 X4 X5 X6 | X7

CS1| X9 | X8 | Xi1 | xi0 | x4 X5 X6 | X7 -

cs2 | - = X11 | X10 | X138 | X12 | X156 | X14 | X16

cs3 | - - X11 = X13 | X12 | X15 | X14 | X17

csa | - - - - X13 | X12 | X15 | X14 | x18 | -

Cs5 | - - = - X13 = X15 | X14 | -~ | xi9

Cs6 | - - - - - X20 | X156 | X14 | - - -
Ccs7 | - - - - - - X15_| - - - [ xe1
Cs8 X22 -

facial biometric encryption key is used for robust and seamless verification of
authentic IP ownership. Encrypted protein molecular sequence and encryption
key using facial biometric traits are safely stored (in a safe database) with
genuine IP vendor. Thj therefore, makes the proposed approach independent
of protein resequencing and recapturing face image. Thus, the proposed facial
biometric is independent of variations caused by different angles, scales, or

illuminations.

In the proposed approach seasd and robust verification of ownership can be
performed without recapturing or reproducing biometric information of
original IP vendor. This is because regeneration of exact secret hardware
security constraints by decrypting the jstered digital temple is possible by

the authentic IP vendor only. Reproduction of the IP vendor biometric
information during verification of IP ownership and detection of counterfeited
IPs is not required, as its equivalent digital template issfmeed in a safe
databasen encrypted form. Therefore, in order to nullify the false claim, the
positions of authentic protein molecular signature bits are matched bit by bit
with the embedded protein molecular digital template corresponding to DSP
design under test. Consequenthgsed on the complete matching, ownership
is awarded to the genuine IP vendor. As the protein molecular signature
provides cellular/ molecular level distinction, therefore it is not possible for an
adversary to possess similar molecular characteristidhat of genuine IP

vendor to satisfy the claim of IP ownership.

Detection of counterfeited IP versionsThe embedded protein molecular
signature also enables the detection of genuine/authentic DSP IP cores by
isolating them from counterfeited IP designs. During the counterfeit detection
process, secret security constraints corresponding to protein molecula

signature are regenerated and matched with the information of register
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allocation extracted from RTL design under test. If the presence of protein
molecular signature is not found in the design, then it is probably counterfeit.
Moreover, the involvemerif several complex information during encrypted

protein molecular signature generation and implantation, makes it almost

impossible for an adversary to evade the counterfeit detection process.
4.5. Summary

This chapter presented a novel hardware security adethat combines a
protein molecular biometric signature from a human body sample with a facial
biometricbased encryption key specific to the IP vendor. To secure the IPs,
the design embeds an encrypted version of the protein molecular signature
derived fom a unique sequence of 20 amino agidsiring the HLS process.
This approach helps in identifying counterfeit IP designs and prevents false
claims of IP ownership by integrating both the molecular signature and the
vendor's facial biometric data. The mathdemonstrates superior security,
offering a lower probability of coincidence and greater resistance to tampering

compared to recent alternatives, discussed in result section in Chapter 9.
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Chapter 5

Securing Hardware IPs by Exploiting Statistical
Watermarking Using Encrypted Dispersion Matrix
and Eigen Decomposition Framework

As described in the introduction chapter, the demand for appliespiecific
computing has become increasingly vital due to the need for enhanced
performance, poweefficiency, realtime capabilities, scalability, and cost
reduction. Applicatiorspecific hardware IP cores are designed (using HLS
framework) to handle tasks that require significant computational power, such
as data filtering, compression, and complexhematical operations. HLS, a
crucial technology in electronic design automation (EDA), simplifies the
design of complex integrated circuits by bridging the gap betweenldwgh
descriptions, often written in programming languages like C/C++, and the
lower-level hardware implementations. However, with the global design
supply chain, security of hardware IP cores has emerged as a significant
concern. Malicious actors within SoC integrator design houses may attempt to
pirate or fraudulently claim ownershgd imported hardware IPs. To combat
this, this chapter introduces a security methodology that incorporates/embeds
an encrypted dispersion matrix and eigen decomposition framework based
watermarking constraints to safeguard against IP piracy. The proposed
approach enables the generation of a unique secret mathematical (using
statistical modelling) signature/watermark to secure the hardware IP against

piracy and false IP ownership claim.

This chapter introduces a novel encryptedathematical (statistical)
watermarking approach for securing hardware/DSP IP cores against piracy
and fraudulent IP ownership claifor the first time in literatureThis method
effectively counters false ownership claim and provide detective
countermeasure against IP piracy. Thet fection of the chapter outlines the
threat model and motivation of the proposed approach. The second section
discusses the details of propossttistical watermarking using encrypted
dispersion matrix and eigen decomposition framewé&idlowing this, he

third section illustrates the embedding of the proposed watermarking

constraints with relevant examples. The fourth section then coversPthe |
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piracy detection and resolution of false IP ownership claim process. Lastly, the

fifth section provides the @pter's conclusian

5.1. Threat Model, Motivation, and Target Platform
5.1.1. Threat model

A SoC integrator design house may be compromised by internal adversary
who may pirate the original hardware IP design imported from authentic IP
vendor. The motivations behirdis IP piracy could include generating illegal
profits, damaging the reputation of the legitimate vendor, or embedding
malicious logic in the pirated design. Additionally, an adversary within the
SoC integrator might attempt to fraudulently claim owngrsifi the IP. To
counter these threats, the authentic IP vendor must secure the hardware IP
before sharing it with the integrator. The proposed approach treats the IP
vendor as the defender and the SoC integrator as the attacker, embedding
secret digital edence via an encrypted dispersion matrix and eigen
decomposition watermarking framework, offering detective control against IP

piracy and false ownership claim

5.1.2. Motivation: wusing statistical watermarking framework for

securing hardware IPs

The proposed wiermarking methodology introduces a novel security
mechanism for hardware IP cores by using a 2D design paragdniien
encrypted dispersion matrix combined with eigen decomposition framework to
create a secure watermark. This approach leverages sahtistbniques like
variance and covariance of design space parameters to embed unique,
irreproducible watermarks within the IP design. By using covariance, the
method captures the relationship between key design metrics such as area and
delay, while variane and eigenvalues help measure the spread and
characteristics of the design parameters. The mathematical watermark is
derived from the inherent properties of the IP design, such as resource
configurations, without relying on external identifiers like sigme or
biometrics. This makes the watermark not only unique but highly resistant to
tampering. Unlike other statistical models, this approach effectively captures
the core characteristics of the IP design space, providing robust digital
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evidence to secar hardware IP cores against piracy and unauthorized

ownership claim.
5.1.3. Target platform, Inputs and output

The proposed security methodologies can be seamlessly integrated with any
electronic design automation (EDA) tools. The techniques can easily be
combined with HDL, or any higlevel language used for IP generation within
design toolsThe primary inputs area) algorithmic description or control data
flow graph (CDFG) of target hardware, (b) module libraries (containing
necessary information such as area, delay, etc. corresponding to functional
units used in hardware design), (c) IP vendor chgseit key for initial
resource configuration generation, (d) LIST scheduling algorithm, and (e) IP
vendor selected key for AES encryption. The final output is a secure hardware
IP core using proposed-2 design parameter driven encrypted dispersion

matrix and eigen demposition based security framework
5.2. Statistical Watermarking Using Encrypted Dispersion

Matrix and Eigen Decomposition Framework

5.2.1. Overview

Fig. 5.1 highlights the overview of the proposed mathematical/statistical
watermarking approach. The proposed segufibfmework incorporates a
multi-phase process to generate a tamper resistant mathematical watermark. In
the first phase, the IP vendor's seleqtdult key is used to generate resource
configurations for the specific hardware design. The IP design's
charatteristics, such as areAgf and latencyl(y), along with their variances

and covariance, are extracted. These values form a dispersion matrix, which
serves as the basis for the security constraints derived from the vendor's
chosen design spacparameters. The second phase focuses on further
characterizing the hardware design by calculating eigenvasye$rdm the
selected resource configurations. These eigenvalues, or characteristic roots,
leads to the generation of additional security comggaln the third phase,

both the elements of the dispersion matrix (variance and covariageant

Ly, (var (Ay), var (Lg), (cov (A, Lg))) and the eigenvalues (corresponding to

two 2*2 square matrices for minimum of four different resource
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Input: Algorithmic description or CDFG of the target hardwa
application, module libraries, IP vendor seleqieuit key and AES
encryption key, IP vendor selected concatenation rule, and

------------------- fro

Phase 5 Embedding of covert security constraints into regis|
allocation table (RAT) of target hardware application

{Datapath and controller synthe:

| LIST 1
Phase 1 Initial area and delay matrix generatig ! Scheduling!
corresponding to | P |! algorithm !
configuration based on inpptbit key H !
I ! 1
v v i 4 i
Phase 2 Eigen Phase 3 I CDFG ofilJS Blf ck
decomposition Dispersion matri] ||  target i
block generation blocj || hardware !
T T I application !
v i i
AES encryption block using encryption key E Scheduling i
v i| of hardwarg 1
Conversion of encrypted data corresponding| | | application !
different parameters into binary equivalents 4 | i H
concatenation to generate digital template] | —— i
I Initial RAT i
- . — Il oftarget !
Pha.se 4 Conversion of obtalne.d digital te.mple 1| hardware ]
into covert hardware security constraints 1| application :
' i
1
1
1
]
1
1
1
1
1
]
1
1

Output: Watermarked hardware IP core
lee=======s=======SSSSSSSCS=C—==================== S

Fig. 5.1. Overview of the proposed mathematical watermarking method
configurations) are encrypted using the vendor's AES key. This results in

sevenunique variables that contribute to the generation of mathematical
watermarking/security constraints. As more resource configurations are
selected, more eigenvalues can be extracted, increasing the number of security
variables and enhancing watermark stn The encrypted data is then
converted into binary form and concatenated according to the vendor's specific
rule, resulting in a secure watermark signature. The fourth phase involves
generating covert security constraints using the watermark signature,
embedding them into the hardware design during the register allocation phase
of HLS process. In the final phase, the covert security constraints are
embedded into the RAT to generate the final, secure hardware IP core design.
The inclusion of multiple coroluted security variables, such as dispersion
matrix, eigen decomposition, encryption, etc. leads to the creation of a highly

tampetresistant watermark signature

5.2.2. Extracting secret security data from encrypted dispersion matrix

based on hardware designgace parameters
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The proposed security methodology accepts algorithmic description or CDFG
of target hardware application (for examplepd@nt DCT is used for
demonstration) along with its module library and IP vendor selgetetkey

for generating resource configuratioinem the design space (as discussed in
the overview section). Figure 5.2 illustrates the CDFG of gqoit DCT
application. The CDFG is used to generate the RAT, which is used for
performing the embedding of security constraings, digital evidenceln the

first phase, initially, the IP vendor selectetit secret key is used to generate
the resource configurationsl@te: The secret key size-fit) depends upon the
design space size corresponding to the target applicaionexample, in the
case 6 8-point DCT, the maximum number of addéfs) and multipliers
(Mw) required for parallel implementation is eight. The resources can be
generalized to other design types depending on the application. Therefore, the
exhaustive design space size is (1*®)si.e., 2°. Hence, a it IP vendor
selected key can represent 8 resource configuratiBgkilt the design space

of an 8point DCT. Here, for the sake of brevity, only four resource

configurations, along with their area and latency, are shown for

Table 5.1: Generation of resourm@nfigurations and its respecti
area Ay and latencyl(y) matrix corresponding to-goint DCT
based on IP vendor selected four diffenedit keys

pbi {1 Re(I P vendaey A(I P Lq( I P
key controll g vendqgq vendgqd

compujl compu
011 [1, 4] 327%u 927 |
000 [1, 1] 101%u 2186
111 [1, 8] 629%u 729 |
100 [1, 5] 403%u 927 |

12+
C5
1 +//
C6
+
14 / .

Fig. 5.2. Control Data flow graph ofg@int DCT
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demonstration purposes in Table 5.1 based on thi key selected by the IP
vendor However, it can be expanded as per the IP vendor's key selection).
The area(Aq) and latency(Lq) corresponding to kegelected resource
configurations are computed usitige specified module library. Table 5.1

reports the area and latency corresponding to different key values.

Fig. 5.3. shows the details of the proposed dispersion matrix generation block.
In the first step, the generated afAg and latencyLy) matrix (given in Table

5.1) is fed as input to the dispersion matrix generation block to extract the
characteristics of the IP vendor selected design space parameters in terms of
variance ofAq (var (Ay)), the variance oty (var (Lg)), and covariancécov

(Ag, Lg)). Next, the mean of the are@ ( and latency{{ is computed in step

2. (a) and (b). Subsequently, in steps 3. (a) and (b), the mean value of the area
(0 and latency(f is subtracted from the area and latency parameter values
of theresource configurations. Further, the sum of the square of the difference
corresponding to the design aréh ( 0 0 and latencyB 0

0 are computed in step 4. (a) and (b). Post computing the sum of the
square of the differencehe characteristics of the IP vendor selected design
space parameters (arég)(and latency/delayL)), i.e., var (A), var (L), and

cov (A, Lg) are computed. Finally, a dispersion matrix is generated

corresponding to the target application.

Further the generated characteristic features (elements of dispersion matrix),
i.e., var (A), var (Lg), andcov (A, Lg), are encrypted individually using the
AES-128 encryption mechanism based on IP vendor choseibiil28ivate

key for each 128bit*3 = 384 hts in total). The corresponding encrypted
values are generated as output. Subsequently, each encrypted output is
converted into its binary equivalent to generate -hi28encrypted data

corresponding to each element of the dispersion matrix.

Demonstration of generating secret security data from the encrypted

dispersion matrix corresponding to the@int DCT application

Step 1.Computation of areéAq) and latency(Ly) corresponding to IP vendor
chosen resource configuratiofhe area and laten@prresponding to selected

resource configurations are shown in Table 5.1.
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Step 2. (a)Mean computation of design parame#et:’

&

B

8

IP vendor selected-pit key

Generation of resource configurations based on IP vendor se;bebtekieyl

Dispersion matrix generation

1. Generation initial aread§) and delayl(y) matrix corresponding tq
selected resource configticn using module library

v

2. (a) Perform mean computati
of the aread

2. (b) Perform mean computat
of the latency {§

v

v

3. (a) Subtract the area mean (
from all area parameter value

3. (b) Subtract the latency me

values

v

v

4. (a) Compute sum of the squ
of the difference® 0

(o]

4. (b) Compute sum of the squ
of the difference® 0

V]

v

v

5. Estimate varianceso(®i0 ©& Qd D
(6 ¢ W M )and generate dispersion matrix

]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
(b from all latency paramete]| !
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
H 1
and covariance | 1
1
1
1

To AES encryption block
Fig. 5.3. Details of the proposed dispersion matrix generation block

IP vendor selected-pit key

]

|Generation of resource configurations based on IP vendor seﬂEbiEkbyl

y

Eigen decomposition blocK

1. Generate a square matrices using selected resource configur
(preferably 2*2 square mat is used for generating resource
configuration square matrix)

2. Compute characteristic scalar values (eigen values)
corresponding to the generated resource configuration square ni

|

v
To AES encryption block
Fig. 5.4. Details of the proposed eigen decomposition block

From dispersion matri
generation block

A ¥ TAES Enciyption 4T
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hc).© £ W W ),
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1

1

1

1

1

1
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1

1

1

:

:

i parameters

To embedding block
Fig. 5.5. Details of the AES encryption block
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OCCXPTMPOPCWI MO
T

oQu
Step 2. (b)Mean computation of design paramelgt:’
0 B © (5.2)

WG XGP YK C WWE X
T

PP @ Xppwg

Step 3. (a)Subtract the mea( from all area parameter values:

~ ~

E® & hdo & ho b6 MB88 SO b (5.3)
E (327-365), (101365), (629365), (403365)
E (-38), (264), (264), (38)

Step 3. (b)Subtract the mean( from all latency parameter values:

E® O hdD O AD O M88 D 0 (5.4)
E (927-1192), (21861192), (7291192), (9271192)
E (-265), (994), {463), (265)

Step 4. (a)Compute the sum of the square of the differences corresponding to

the design area:

Y B 0 0 (5.5)
E Sy=(-38Y + (-264f + (264F + (387
E PpTTTOWOWPWOWPT T 142280

Step 4. (b)Compute the sum of the square of the differences corresponding to
design latency:
Y B 0 0 (5.6)
E S = (-265F + (994f + (-463Y + (-265Y
E XT¢CcwYPrmocgp T 0 @xut ¢ & 0342855
Step S5Estimatevar (Ay), var (Ay), andcov (A, Lg):

AL (5.7)

WWo — I XTHOXTYNTT
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WAD _ (5.8)
Wwo — T T X@POY* TTYNMTT

6&Ww M B (5.9)

Now, perform the multiplication of the corresponding pair's values obt&ined
steps 3. (a) and 3. (b).

E {(-38)x(-265)}, {(-264)x(994)}, {(264)x(463)}, {(38)x(-265)}
E {10070}, {-262416}, {122232}, {10070}

Next, perform a summation of the abenstained values to estimate
6 & W M

E (1007026241612223210070)

E (-384648)

E 6¢ 00 M — PCYCPO
Finally, the generated dispersion matrix is:

0Qi N Qi in®E &

B

B
B
B
- WO 6O¢& W
Ovu w s oam e
O£ wh WwWwo

op TUMATMpPpGUwGpe
PCUCPTT YT T T

Next, the elements of DM are encrypted using the IP vendor chosen
encryption key. For example, the first 1B8 IP vendor chosen encryption
key used to encryptw®i®0 is "aaaaabbbbbccccéd Similarly, the
remaining 256 bits out of 384 bits are used to encrypb© and

6& WM

Var(A) " = 48000, (her&lE: nonencrypted).

Var(Ay) F = 3b3che38153eaade73c4721249a570el, fezacrypted).
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Var(Lq) NF = 448000

Var(Lg) F = 42d86f986c536e33fe35f6963f5094d1.
Cov(A;, Lg) "F=-128216

Cov(A, Lg) F = fff7b1da0a087f666f1dbcdb3f84be32

5.2.3. Extracting secret security data from encrypted eigenvalues

representing hardware design space characteristics

In the second phase, the IP vendor selected resource configurations are fed as
input to the eigen decomposition block to extract the characteristics of the
design spacw.r.t. the target hardware application in terms of eigen vakgs (

or characteristicroots. Fig. 5.4. shows the details of the proposed eigen
decomposition block. Initially, square matrices are generated using the IP
vendor selected resource configurations. The generated square matrices are
used to compute the characteristic roas.,(eigen roots) corresponding to
selected resource configurations of the design space. The aim of this phase is
to derive secret security constraints from the abmiteacted characteristics
eigen values. The generic representation of resource configurati@mesq

matrices for extracting eigen roots are as follows:

Ca Cx
Ca Ca

,0

o
Ca C2
Ca C2

Further, eigen roots are computed as follows:

5 0 0O
EQqe P T T
L Y 0] §]
y _ 0 0
E QQo™ ., - T
v _ U
E _ 0 z_ 0 0 20 T (5.10)

For example, the generated square matrices corresponding teoie ®CT

application are:

6o P Tg
P

© o
Sl —

T
p )
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Subsequently, the eigen values or characteristic roots corresponding to
generated matrices.€., AandB) are computed. The obtained eigen values

corresponding to square matricAsand B' are as follows:

E detiA)=0

E Qoo P ™ P T g
mp p P

E Qo= P T T
p _ P

E _ ¢ o ™

E _ ohtQ P

Similarly,

E detiB=0

E 'Q‘Qo=p n P T
TP P U

E Qo= P ‘“U n

E_ @ o ™

Further, as discussed in the overview subsection, the obtained characteristic
roots corresponding to the IP vendor selected design space are encrypted using
the AES128 encyption mechanism. Fig. 5.5. Details of the AES encryption
block. Next, all encrypted values are converted into binary equivalents to
generate secret data corresponding to all design space characteristic roots. The
final secret data corresponding to all faharacteristic roots are:

a_tNE:?)

alE: 917ebc40242d1c2c362b04130ae4dada’.

- = 10010001011111101011110001000000001001000010
110100011100001011000011011000101011000001000001001100001010111
001001010010010100111.

HNE=-1

" - c8a3f97a72afd4dfafdfa7ea3d2ebdff.
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> = 11001000101000111111100101111010011100101010
111111010100110111111010111111011111101001111110101000111101001
011101011110111111111.

'E=6.46
63E= f88ded1ad977335078eca9d1a69b069c.

x" = 1111100010001101111011@0011010110110010111
011100110011010100000111100011101100101010011101000110100110100
110110000011010011100.

' E=-0.46
-~ 0eae40a1008f6b1f735c04ddb48438e9.

" = 00001110101011100100000010100001000000001000
11110110101100011111011100110101110000000101110110110100100
001000011100011101001

5.2.4. Generation and embedding of final mathematical watermark

After generating the encrypted secret data corresponding to all seven
characteristic parameters, the secret data is concatenated according to the IP
vendor selected concatenation rule to generate a final encrypted signature. The
IP vendor selected concaggion rule for the proposed approachVar(Ag) F ||

Var(Lg) & || Cov(A, Lg) F || a" || &" || &" || &, where || is the concatenation
operatorNote: The concatenation order can vary as per the IP vendor's choice.

The final obtained encrypted signatur is:

bit). Subsequently, the generated encrypted signature is transformed into
covert hardware security constraints using the IP vendor chosen
encoding/mapping mechanism for embedding into the deJige IP vendor
chosen encoding mechanism used in the proposed approach is as follows,
whereCy and C; represent the covert hardware security constradtg, L,>
denotes the storage variable pairs in the RAT of the design:

Co={(Loaly) , a, b U W and (00aOm) ,h(51)0 ObOn)

Ci={(Lsasslops) , a, b U W and (00aOs{512) (00bOt
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For incoming bit '0’, covert security constraints are generated W3ng
otherwise usingC;. The upper limits ofa’ are'm' and's, respectrely, while
the upper limits fotb' are'n' and't'. The upper limit depends on the maximum

number of storage variables in the target application's SDFG.

For example, using the above representation, the determined secret hardware
security constraints for-goint DCT can be obtained as follows.0, L2>,

<LO, L4>--<L0, L30>, <L2, L4>-<L2, L30>, <L4, L6>--<L4, L30>, <L6,
L8>--<L6, L30>, <L8, L10>-<L20, L28>, <L1, L3>, <L1, L5>-<L1,
L29><L3, L5>-<L3, L29><L5, L7>-<L27, L29> These generated
security constraints are embedded into the design of thein8 DCT
application. Note: The generated encrypted signature is stored in a secure
database, which is useto validate/verify the authenticity of the IP and

original IP owner.
5.3. Demonstration

Fig. 5.6. shows the details of the proposed watermark embedding process. At
first, the CDFG is scheduled using IP vendor selected resource configuration
for scheduling and LIST scheduling algorithm to generate a SDFG. As
discussed in earlier sections, amtial register allocation table is generated
using the SDFG of the target hardware application, which is further used to

Input from AES encryption bloc
Embedding block
Conversion of each encrypted parameter values into its binary equiv

v

Concatenation of the binary values of encrypted parameters as pe
vendor 6stiocrolercat ena

1
1
1
1
1
1
1
1
1
1
1
|
1
s v =

. 1
i Generation of covert hardwarg IST Sched Ii
[ security constraints using IP CDFG of hardwarg 'thC edu dn“%
I vendor specified application orithm, an
: : : ¢ vendor chosen
] v esource constirat
1| Embedding of security constrai SDFG of hardwarg i
i[ in the initial register allocation application !
i| table of target hardware desi i
s _— ? 5 s
i - - Register allocation table (RAT):
1| Security constraints embedde eneration :
i secured target hardware IP co g i
1 L ]
1

|

Final output Secured hardware IP core using propos&lidesign
parameter driven encrypted dispersion matrix and eigen decompos
based security framework

Fig. 5.6. Details of the proposed watermark embedding process
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perform embedding of generated secret security constraints. The security
constraints are added as additional edges in the initial BAThe target
hardware application. Embedding security constraints into the initial RAT
must satisfy the security constraints obtained earlier. No two storage variables
associated with the incoming security constraint can be allocated to the same
register. In case of storage variable allocation conflict while embedding
security constraints, either a local alteration of registers is performed, or
allocation of the new register is made. Post embedding the generated hardware
security constraints, the final sged RAT corresponding to the target
application now contains the IP vendor's secret digital evidence. This secured
RAT is further used to generate the respective secure RTL datapath. The
embedding of the digital evidence acts as a detective countermegsimst

IP piracy and false IP ownership by an attacker in the SoC design house. The
RAT corresponding to the-goint DCT is shown in Table 5.2 (initial and final
positions of registers before and after embedding security constraints are
depicted with blek and red colors, respectively)

5.4. Validation and Detection

5.4.1. Validation of secured design

The proposed methodology utilizes the secret watermarking constraints of
original IP vendor during the validation and detection of authentic (secured).
The goal of this chapter is to provide robust validation of secured IP designs.
For accomplishing this, thevatermark constraints are extracted from the
designundertest (DUT) chip and matched with the originally embedded
watermark security constraints of the IP design. From the extracted layout
design file of the DUT chip, through reverse engineering, theotP register
transfer level (RTL) files are obtained. Finally, the watermarking constraints
are extracted from the IP core RTL file (hardware description language code)
for matching. In case of a complete match, validation of authentic/secured

designs ixomplete.
5.4.2. Resolving IP ownership conflicts and detecting IP piracy

In case of IP ownership conflict, it is assumed that the attacker (in SoC house)

and defender (original IP vendor) have access to the contested IP design. The
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proposed security approach facilitates a seamless IP ownership conflict
resolution using the digital evidence implanted as watermarking constraints.
For accomplishing this, the watermark proof is established by extracting the
secret watermarking constranfrom the RTL file (hardware description
language code) of the IP designdertest and matched with the original
watermark constraints embedded. Only a genuine IP vendor would be able to
successfully match his/her watermark security constraints witkextracted

watermark constraints of the IP design to prove ownership in IP court. On the
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contrary, an attacker would fail to successfully regenerate the watermark
security constraints and match them with the extracted constraints to prove IP
ownership in IPcourt. This is due to the multiple security layers, such as IP
vendor selected parameters and convoluted mathematical computations in the
security constraints generation process, which increases the complexity for an
attacker during the watermark regeniema process Further, to detect IP
piracy, a genuine IP vendor can match the original watermark security
constraints with the extracted watermark (security constraints) of the

suspected chip under test. In case of a match, IP piracy is detected
5.5. Summary

This chapter presented a 2D design paranieeed encrypted dispersion
matrix, coupled with eigen decompositisecurity framework to secure
hardware IPs against IP piracy and false IP ownership claim. The threat model
assumes the IP vendor as the deferaaher the SoC integrator as the attacker.
The methodology employs IP venegpecific resource configurations, a
dispersion matrix, eigen decomposition, and AES encryption to generate a
tamperresistant mathematical watermark signature. This watermark,
embedled in hardware IP designs, provides detective control against piracy
and fraudulent claim. Experimental results (discussed in Chapter 9) show the
approach significantly improves security in terms of probability of
coincidence, tamper tolerance, and engropith minimal impact on design

cost overhead
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Chapter 6

Securing GLRT Cascade Hardware IP using IP
Sell er 0s Fingerprint and CI (
Detector

The accurate detection of cardiovascular diseases (CVDSs) is critical due to the
increasing incidece of heartelated issues such as arrhythmias, heart failure,
etc. Timely and precise diagnosis is essential to ensure effective treatment and
prevent potential complications in the future. One commonly used device for
this purpose is the electrocardiagr (ECG) detector, which monitors heart
activity by recording electrical signals through electrodes placed on the body.
These signals, displayed as ECG waveforms, are analyzed by healthcare
professionals to assess the heart's condition. The ECG deteatso ia key
component of cardiac pacemakers, which regulate the heart's rhythm in
patients with certain cardiac conditions. For example, Table 6.1 reports the
acquired ECG data of patient X from the department of-ineasive
cardiology of cardiology resezh laboratory. Note the data has been
recoverecethically with the consent of the respective patient. It depicts the
normal ECG parameter range [108], [109] and the acquired values. An ECG
detector contains several important components that facilistepiration,
including the GLRT (generalized likelihood ratio test) unit, filtering unit, and
analogto-digital converter. Among these, tigeneralized likelihood ratio test
(GLRT/QRS detector) unit is responsible for analyzing the QRS wave
complex to estimate heart rate [1H113]. Due to its critical role in
processing intensive computations, it is essential to design the GLRT unit as a
reusable hardware IP core. HLS aids in developing the GLRT unit as a secure
and efficient IP core, making it suiiabfor integration into SoC within ECG

detector.

However, ensuring the safety and security of the GLRT hardware IP core is
paramount. Pirated/unauthorized or counterfeit versions of this hardware can
introduce serious risks, such as inaccurate heart da&asurements or
malfunctioning of the ECG device, which can have -fifeeatening
consequences for patients. Given that the GLRT unit is also integral to the

functioning of cardiac pacemakers, which remain in the body for extended
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Table 6.1: Acquired ECG data of patient X, is age: 69Y 6M 3D, gender: r
report date: 05/may/2023 04:27 pm from department ofingasive cardiology
of cardiology research laboratory

ECG parag Nor mal ECG ¢ Acquired E
range
Par ameg Val u¢ Par ameg Val u
name name

Heart R4 HR 6600 HR 75 b
bpm

PR | nt ¢ PRI 0.1-s PRI 0. 13§
(PRI1) 0.2 g

QRS I nt QRSI 0. 07- QRSI 0. 074
( QRS1) 0.10

QT I nt ¢ QTI 0. 36- QTI 0. 34
(QTI) 0. 44

QTC I nt QTCI 0. 36- QT ClI 0. 381
(QTCIl) 0. 44

Note: Significance of abnormal rangeupper limit): Cardiovascular disorde
such as arrhythmias, atrial enlargement, WBHfkinsorwhite syndrome),
myocardial ischemia, ventricular hypertrophy, heart failure, hypertroph
cardiomyopathy long QT syndrome, etc.

periods, the importance afsing secure and authenticated versions of this
hardware cannot be overstatdaurthermore, counterfeit hardware can also
lead to fraudulent ownership claim, further complicating the medical device
industry. Therefore, securing the GLRT hardware design is critical for the safe

operation of these lifsaving devices.

This chapter presnts a novel secure hardware IP of GLRT cascade using color
interval graph (CIG) based embedded fingerprint, for ECG detector. The
proposed approach discusses designing GLRT micro and GLRT cascade
hardware IP core for ECG detectors for the first time terdture. The first

section of the chapter outlines the overview, threat model and motivation of

the proposed approach. The second section discusses the details of proposed
ClGbased secure HLS flow using I P selle
GLRT cascade hardware IPollowing this, the third section illustrates the IP

piracy detection and resolution of false IP ownership claim process. Lastly, the

fourth section provides the chapter's conclusion.

6.1. Overview, Threat Model, andMotivation

RS

Voltage (V)

»
Time (ms)

Fig. 6.1. ECG wave recorded through electrdaie reference; PR interval
duration between onset of atrial depolarization and ventricular depolari
QT interval- duration between onset of ventricular depolarization and €
ventricular repolarization
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6.1.1. Overview of ECG detector (GLRT cascade)

An ECG detector consists of several key components, including a filtering
unit, noise detector, GLRT cascade unit, summer, and threshold processing
unit. It is primarily used to detect ECG parametric dateown in Table 6.1),

which helps evaluate heart activity by analyzing signals captured through
electrode leads. The filtering unit generates both monophasic ¢single
direction) and biphasic (twdirection) pulse outputs, which are then sent to
the GLRT uni to identify the presence of the R wave, a key part of the heart's
electrical cycle. The GLRT cascade outputs are summed and compared using a
threshold processing function, allowing the device to distinguish between
cardiac signals and various noise ifgeznces, such as muscle artifact, power
line interference, and baseline wander. An ECG waveform, as shown in Fig.
6.1, consists of several segments: th@aRe, QRS complex (comprising Q,

R, and S waves), and thewlave. These waves, along with intervike the

PR interval (from atrial to ventricular depolarization) and the QT interval
(from ventricular depolarization to repolarization), provide critical insights
into heart function. Accurate detection of the QRS complex, particularly the R
wave,isachl | enge due to the heartdéds dynart
variations, making the GLRT unit vital for reliable heart signal interpretation

in both diagnostics and cardiac pacemaker devices.

GLRT overview:The GLRT cascade unit processes filtered signals to evaluate

heart rate by analyzing outputs from a wavelet filter bank (WFB) and

Electrode
Input >

Noise
detector

———————————————————— B itttk o

WF4—-WF61 """" WFl—-WFi

GLRT GLRT
Cascade & Cascade (¢
i stage 2 -1 stage 1 i
Secure | i Secure
hardware IF i 1 hardware IF
----------- [ S
A 2 \ 4

Summer and threshold functic
processing for ECG detectol

Output

Fig. 6.2. Proposed secure hardware IP of GLRT casca
ECG detector
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detecting the presence of the QRS complex. This is achieved through
maximum likelihood estimation, using hardware componeiks telays,
multipliers, and adders. As illustrated in Fig. 6.2, each GLRT cascade unit in
an ECG detector consists of two stages, each containing three GLRT micro
units. The CDFG ([110]112]) outlines the operational flow of these units, as
shown in Fig6.3 and Fig. 6.4. In stage 1 of the GLRT cascade, primary inputs
from the filter unit (WF1, WF2, WF3) are processed by the three GLRT micro
units. Each unit uses specific coefficients (C12, C22, C32 for micro unit 1;
C1l1, C21, C31 for micro unit 2; and §1C23, C33 for micro unit 3) to
perform computations. The output of each micro unit is passed sequentially to
the next unit. Similarly, stage 2 of the GLRT cascade processes inputs WF4,
WF5, and WF6 in the same manner. Finally, the outputs from the GLRT

cascade stages are summed and compared using a threshold processing unit,

WF3 C31 WF2 C21 WF1 ClIl

N/

!

)Tl

v Output
Fig. 6.3. GLRT DFG of proposed micro I

efz Vol CQWFz C32WF3 | WF3 (5, WEZ cz) WFL Cl1

C © & & & &

WE2 WF1

GLRT micro IP1 GLRT micro IP2
Output

fa
Q GLRT micro

IP3

WF3

Q.
® ® W

CL3 wry C2 WE2 C33 WF3

Fig. 6.4. GLRT cascade DFG of proposed macro IP
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which helps differentiate between cardiac and noise signals.
6.1.2. Threat model

The proposed approach offers a security measure to detect and prevent the
integration of pirated GLRT IP cores into SoC designs for ECG detectors. The
presence of pirated/counterfeited GLRT hardware IP in an ECG detector can
pose serious risks to patient sgfeas these versions are often untested and
may contain malicious logic. The attacker responsible for creating pirated IPs
are typically competitors aiming to harm the reputation of the original vendor.
This not only undermines the credibility of the kegate IP vendor but also

endangers patients who rely on accurate and reliable heart monitoring devices.
6.1.3. Motivation

Designing the GLRT unit of an ECG detector as a reusable hardware IP core is
essential due to its role in detecting the QRS complex throogiputationally
intensive tasks on filtered data. Further, ensuring the safe and reliable
performance of the GLRT hardware IP core is crucial for accurate detection of
cardiac signals and ECG parameters. Pirated GLRT hardware IPs pose
significant risks, ashey may contain malicious logic and are not subjected to
rigorous testing, leading to potentially fatal consequences for patients. This
issue arises due to the involvement of untrustworthy 4pendy vendors and
manufacturers, increasing the risk of w#y breaches. Additionally, the ECG
detector is a critical component in cardiac pacemakers, making the use of
secure GLRT hardware IP cores essential for their proper functioning. The
proposed approach provides a detective security measure, allowing only
authentic IP versions to be integrated into the system.

6.2. CIG-based Secur e HL S FI ow Us i
Fingerprint for Generating Secure GLRT Cascade
Hardware IP

6.2.1. Deriving the GLRT dataflow graph from its transfer function

The GLRT dataflow graph is initiallgxtracted from its corresponding transfer
function. The transfer function of GLRT using Mallat's algorithm is adopted
from [110}[112]:
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Ow i €000 0i¢ (6.1)
where,s(n) is the input to the filtering unit and is the linear combination
matrix of the representative function. Hei®,is a 1x6 matrixs(n)is a 1x6
matrix, s'(n) is a 6x1 matrix and’O "O is a 6x6 matrix [118]The extracted
CDFG of GLRT and its cascadeépresentation are illustrated in Figures 6.3
and 6.4 respectively. WF1, WF2, and WF3 are the outputs of the filtering unit,
and C11C33 is the coefficients of the linear combination matrix H. The
extracted CDFG is fed as input to the scheduling allocatiad binding block

of HLS to generate its corresponding SDFG. The details of the proposed CIG
generation from SDFG and fingerprint biometric based hardware security are
discussed in the next subsection.

6.2.2. Creation of covert fingerprint biometric watermark signature

A fingerprint biometriebased covert signature/watermark is generated using
the IP vendor's fingerprint to ensure security of GLRT IP core design. Fig. 6.5
shows the fingerprint watermark generation process. The process begins with
capturing thdP vendor's fingerprint through a higjuality optical scanner in

a secure, dudtee environment. The fingerprint must be clean, free from
injuries, and properly scanned to capture all critical features like ridge angles
and bifurcations. After the cap®) the fingerprint undergoes preprocessing
steps such as binarization, thinning, and Fast Fourier Transform (FFT)
enhancement. These steps are crucial for improving the fingerprint image,
enabling the identification of unique minutiae poitsey elementsthat
distinguish fingerprint features like ridges and valleys. Binarization converts
the fingerprint image into a binary form, where pixels are assigned values of O
or 255 based on a threshold, while thinning reduces the ridge line thickness to
enhance claty. FFT enhancement helps in reconnecting broken ridges and
improving overall fingerprint structure. Once preprocessing is complete,
minutiae points are generated and classified based on their features, such as
bifurcation or ridge ending. The fingerpriis then placed under an IP vendor
specified grid to extract vital parametexsandy coordinates, minutiae type,

and ridge angle. The proposed approach employs a crossing nugper (

algorithm to extract the respective minutiae points [119]. Fig. 6.6 shows the
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neighboring image pixels of image pixel. The crossing number

corresponding to a fingerprint image pixé$ formulated as [119]:
0 mB sO 0O s (6.2)

wherely is the neighborhood pixel value of piXe{depicted in the above 3x3

pixel matrix). A minutiae point is classified into (a) bifurcation and (b) ridge
ending. The minutiae pei with crossing number 3 is a bifurcation, and
crossing number 1 is a ridge ending. The four crucial parameteasd(y
coordinates, minutiae type, and ridge angle) corresponding to each generated
minutiae point is extracted. Each of these values is ¢bawerted into binary
format and concatenated using a specific rule defined by the IP verdor (
coordinate |+y-coordinate |+| minutiae type number |+| ridge angle, where |+]|
is a concatenation operator). This concatenation of binary strings, arranged by

minutiae point number, generates the final fingerdoeted digital template

Pre-processing step
(b)
o S.No. X- V- Minutiae Angle Binary representation
o/ - coordinate coordinate type (degree)
// e 1. 161 63 1 153 10100001111111110011001
B [\ 2. 171 06 3 337 10101011110101011101010001
y 3 3. 143 18 3 130 1000111111101101110000010
i \ \ 4. 207 52 1 187 1100111110011000110111011
\ 5. 70 4 3 99 100011010101110111100011
))/‘ 6. 191 81 3 131 10111111101101011110000011
g /j’ 7. 130 195 1 95 100101101100001111011111
8. 224 210 3 234 11100000110100101111101010
9. 210 241 3 252 11010010111100011111111100
L 10. 257 247 247 100000001111101111111110111
262 11010111000001101100000110
255 11001001100010000111111111
259 101100111000100101100000011
269 111110110001110011100001101
3 73 11011100100011110111001001
1 264 111001011001000101100001000
1 o1 10010110110010001111011011
3 86 11110110100100110111010110
1 83 1011011010010110011010011
1 o1 1110010110011001111011011
3 88 1111101100110100111011000
(=)

101000011111111100110011010101111
01010111010 mmmmmmmmm e e e
110110111111101100110100111011000
(538 bits)
@ ®
Fig. 6.5. Proposed fingerprint digital template generation process extracted from cap!
vendor ds fi nger pr ifingeprint (mage (b) binarined fingeRorints imdgé(d
thinned fingerprint image(d) minutiae points generation on fingerprint imade) details ¢
generated minutiae points parametersgéferated fingerprint biometric based digital template.

I I; I;
[; I I
Is I; Iy

Fig. 6.6. Image matrix representingighboringpixels of image pixel |
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or covert signature (shown in Fig. 6.5). The final watermark/signature serves
as a unique identifier for the IP vendor, ensuring that only the authentic

hardware IP core passealidation checks.

Note: The fingerprint biometric is securely stored in an encrypted format,
removing the need for +eapturing during the detection and validation
process. During the IP piracy detection process, evasion by an attacker is not
possible ashe/she is unable to regenerate the fingerprint biometric digital
template for embedding into his/her fake versions, thus failing in the hardware
IP core authentication process. Thus, the proposed approach effectively
safeguards the GLRT hardware IP core éwbedding the fingerprint
biometric, ensuring that only legitimate versions are integrated, and preventing

hardware IP piracy
6.2.3. Generation and embedding of watermarking constraints

The proposed secure HLS flow uses a colored interval graph of the HLS

framework and fingeorint biometric based hardware security methodology to

(b)
Fig. 6.7. (a) SDFG of GLRT micro IP using one adder (+) andrtwtiipliers (*)
post embedding fingerprint signature , (b) SDFG of GLRT cascade ma
scheduled using three multipliers and two adders post embedding fingerprint
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generate a secure GLRT hardware IP core for ECG detector. As discussed
above in the overview subsection, the transfer functions of GLRT micro and
GLRT cascade generates its corresponding CDFG. Theragged CDFG is

fed as the primary input to the scheduling, allocation, and binding (SAB)
block of HLS with IP vendor specific resource constraints and scheduling
algorithm (such as LIST scheduling) as additional inputs. The final output of
the SAB block isan SDFG with registers allocated in different control steps.
An SDFG corresponding to micro GLRT and GLRT cascade with register
allocations is depicted in Figures 6.7 (a) and (b), respectively. Registers are
storage units that store input, intermediate] autput variable values during

the computation of the GLRT unit. Post SDFG creation, an initial CIG is
generated using register allocation information of the created GLRT SDFG.
CIG is a graphic representation of register allocation information of theTGLR
SDFG. The initial CIG (i.e., prembedding fingerprint signature based secret
security constraints) corresponding to micro GLRT and GLRT cascade are
shown in Figures 6.8 (a) and (b). The obtained initial CIG is used for
performing the embedding of fingeint based secret hardware security
constraints. The presence of the IP vendor's fingerprint based covert signature
into the design of GLRT hardware IP core guards it against piracy and false
claim of IP ownership problems. The obtained digital fingetpramplate
(comprising of227 number of zeros and 311 number of origsiitially
converted into secret hardware security constraints using IP vendor specific

mapping or embedding rule. The IP vendor specific embedding rule is as

follows:

Y  "Oc¢i hOci (6.3)

wher e, 2s, 2r are whole numbers and (O
Y O¢i pHRoci p (6.4)

where (00 s 018), (10 r 019)

The symbols G(2s) and G(2r) represent the storage variables in the scheduled
data flow graph. The limits of and r depend on the maximum storage
variables used in GLRT SDFG. For bit 0, covert security constraints are

generatedisingS, otherwise usin.
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The storage variables in the SDR@& sorted in ascending order and stored in

a list. Post sorting, the mapping/embedding rule is applied to generate the
encoded security constraints using equatioh8) (and 6.4), respectively.
Therefore, the obtained secret security constraints arellass: (GO, G2),

(GO, G4)-(GO0, G40), (G2, G4)(G2, G40), (G4, G6)(G4, G40), (G6, G8)

(G6, G40), (G6, G8)(G6, G40), (G8, G16)(G18, G40), (G1, G3), (G1, Gb)
-(G1, 39),(G3, G5}(G3, G39),(G5, GA(G37, G39).

Hence, corresponding to 227 numberzefros, 227 security constraints of
storage variables are obtained (ranging from (GO, --G&18, G40)).
Similarly, corresponding to 311 number of ones, 311 security constraints of
storage variables are obtained (ranging from (G1;-G&37, G39))Note As
evident, these secret security constraints are extracted using the
mapping/embedding rule of the IP vendor and is a function of the fingerprint
signature obtained. The obtained secret hardware security constraints are
embedded into the initial CIG of thmicro GLRT and GLRT cascade. No

After (post) embed-
ding fingerprint
digital template

After (post) embed-
ding fingerprint
digital template

(a) (b)
Fig. 6.8. (a) CIG (pre and post embedding fingerprint) corresponding to secure
micro IP core, (b)CIG (pre and post embedding fingerprint) corresponding to ¢
GLRT macro IP core
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Fig. 6.9. Secure RTL design of GLRT cascade macro IP core wit
based embedded fingerprint

additional changes are made if an edge is already present in the CIG
corresponding to incoming secret security constraints. However, in the
absence of the edge between storage variables of incoming hardware security
constraints, an additional edge in tlwresponding CIG is added (depicted in

red color in Fig. 6.8 (a) and (b)fost embedding of an additional artificial
edge, a color swapping (i.e., local alteration) between registers is performed if
the additional embedded edge's storage variables aceatd on the same
colored register. The storage variables of embedded security constraints
cannot be allocated on the same colored regiskdoreover, a new color
register is also allocated to resolve the raised conflict if no local alteration is
possible Figures 6 (a) and (b) depict the final CIG post embedding all
determined security constraints corresponding to micro GLRT and GLRT
cascade, respectively. As shown in Fig. 6.8 (a), storage variables GO and G12
are allocated on the red color register. Hogre due to additional artificial

edge (GO, G12)i.k., security constraints), the color of G12 is changed to
orange. Similarly, all required alterations are performed-pogiedding all
security constraints in the CIG of micro GLRT and GLRT cascatige
Artificial edges (imposed security constraints) do not alter the functionality of

an IP core because these artificial edges are only responsible for local
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alteration of registers corresponding to storage variable assignment. These
imposed security consiras do not affect the dataflow connectivity of the
SDFG corresponding to the IP core functionality. Therefore, due to embedding
of the security constraints, the functional units and its interconnectivity remain
unaffected (only the register sharing isdthg altered). Further, Figures 6.7 (a)

and (b) illustrate the SDFG of micro GLRT and GLRT cascade- post
embedding hardware security constraints. Moreover, Fig. 6.9 and 6.10 depict
the secure RTL datapath corresponding to the micro GLRT hardware IP core
and GLRT cascade macro hardware IP core for the ECG detector. The final
generated RTL of GLRT hardware IP core contains security constraints in the

form of altered register colars

6.3. ldentifying Pirated GLRT Hardware IP Cores for ECG

Detectors

Thepresence of fingerprint biometric based digital evidence helps in making a
clear distinction between authentic and fake.(pirated) versions of GLRT
hardware IP cas. While conducting piracy detection, the security constraints
corresponding to the IP vendor's fingerprint template are initially regenerated.

The regenerated information is matched with the register allocation
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information of GLRT hardware IP's RTL dattp under test. The authentic
version will exhibit a complete matching of security constraints; otherwise, the

version is considered pirated.

It is crucial to protect the designed GLRT hardware IP core for the ECG
detector from an adversary's false claoh IP ownership problem. An
adversary located at an untrustworthy offshore design or fabrication house can
falsely claim hardware IP ownership right. The IP vendor's digital fingerprint
template embedded in the desigre.( CIG) of GLRT hardware IP core
safeguards it from the adversary's false claim of IP ownership. Authentic IP
vendor can easily nullify the false claim of IP ownership by matching the
embedded digital fingerprint constraints (in the GLRT RTL IP under test) with
the original one (minutiae gints prestored in a secure database in an
encrypted format or can be regenerated as explained above in the previous
subsection). In case of complete matching, ownership is awarded to the
original IP vendorNote In the proposed approach, the embeddegefiprint
biometric is stored in a secure database in an encrypted format for detection
and validation process later. Therefore, recapturing of the fingerprint

biometric data is not required for the detection and validation process
6.4. Summary

This chapterpresented a secure design methodology for GLRT cascade
hardware IP core, integrated with Chased fingerprint biometric.
Embedding t he | P sell eros fingerprin
distinction from pirated versions, allowing only authenticatedcesdio be

integrated into ECG detectors. This is critical for patient safety, as the use of
counterfeit versions could lead to hazardous outcomes. The proposed approach
ensures reliable and secure ECG detector functionality, which is essential for
accuratey analyzing a patient's heart condition and preventing risks associated

with counterfeit components. The experimental evaluation of the proposed

approach is discussed in Chapter 9
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Chapter 7

Exploiting Voice Biometric-Based Watermarking
Framework for Seauring Hardware IP Cores

IP cores play a crucial role in numerous industries, including consumer
electronics, healthcare, information technology, military, and aerospace. The
current electronic design cycle often involves offshore entities to reduce
design complexity, costs, and tira®-market. However, this outsourcing

increases the risk of hardware security threats, including IP piracy,
counterfeiting, and fraudulent ownership claim. These threats not only pose a
risk to an IP owner's revenue but also ighitheir reputation. Furthermore,

counterfeit IP integrated into the supply chain can negatively impact the
performance and reliability of systems, ultimately affecting end users. Hence,

protecting IP cores from these hardware threats is essential.

To mitigate risks of piracy and counterfeiting, hardware watermarking [31]
[36], [42] encryption based security approaches [38], [39], [43], and
steganography [37] techniques have been discussed in the literature. These
techniques typically embed a vendor's sigine into the IP design. However,
using random binary sequences or physical parameters, like integrated circuit
images, for generating signature may not accurately represent the vendor's
identity, leading to potential ownership conflict. To address this,chapter
proposes a novel I P protection met ho
biometric watermark signature. This approach leverages unique voice
characteristics such as jitter, shimmer, pitch, and intensity to generate a
distinctive signature. The \a@e-based signature is embedded as a hardware
security constraint within the IP design, ensuring robust security (detective
control) against piracy and fraudulent claim of ownership. The secure design
allows for straightforward detection and verificatiohumauthorized IP use,

with the original voice sample securely stored for future authentication.
Moreover, the proposed voice biometric based security approach provide more
robust security than traditional biometric based security approaches [40], [41],
[44] in terms of stronger tamper tolerance and reduced probability of

coincidence, discussed in Chapter 9 of the thesis.
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The first section of the chapter discusses the motivation and benefits of voice
biometric based watermarking framework. The secsaection outlines the
threat model involved and overview of the proposed approach. Subsequently,
the third section discusses the details of proposed voice biometric based
hardware watermarking framework-ollowing this, the fourth section
illustrates the dmonstration of the proposed approach. Next, IP piracy
detection and resolution of false IP ownership claim process is explained in

fifth section. Finally, the sixth section provides the chapter's conclusion

7.1. Motivation and Benefits of Voice BiometricBasal

Watermarking Framework

The rise in fraud attacks, which surged by 269% over four years, and the lack
of adequate security features have led to an increased focus on voice
biometrics over traditional methods like fingerprints, facial recognition, and
palmprints. The voice biometrics market is expanding rapidly, projected to
grow from $1.1 billion in 2020 to $3.9 billion by 2026. This growth has drawn
the attention of security researchers, especially in the field of IP protection
[102], [121]. Voice bimetrics offers several key advantages over other

biometric techniques.

First, it enables the extraction of numerous features from voice signals at
various timestamps, producing a vast number of hardware security constraints,
which is one of the primary litation of traditional biometric based
watermarking approaches [40], [41], [44]. This makes it highly robust
compared to other biometric systems like fingerpbased approach [40],
which involve complex processes such as minutiae generation and filtering
Second, voice biometrics has a lower implementation complexity. Unlike
fingerprint recognition [40], which requires several preprocessing steps like
binarization and image enhancement, voice biometrics involves a simpler
process of feature extraction.cheasing the number of timestamps for voice
feature analysis allows for a larger, more secure signature without added
complexity. Third, detecting and verifying a voice signature is seamless, as it

relies on a prestored voice sample, eliminating the ndéedrecapturing data.
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Additionally, voice biometrics meet ISO/IEC standards by supporting unique,
revocable, and irreversible digital templates, ensuring secure and reliable
authentication ((i)Unlikability- Voice biometric supports the generation of
diverse (exclusive) voice signature digital templates from the same voice
sample. (ii)Revocability the previously generated voice biometric template
can easily be replaced with a new one for the same voice sample. It is possible
because of the dependence bé tgenerated voice signature template on
variation in the number of features, selected feature set, concatenation order,
and mapping rule. (iiiyrreversibility- it is extremely challenging to recover

the original voice sample data from the generated aliggmplate as this
requires complete knowledge of the concatenation rule, selected feature set,
and the number of timestamps chosen to extract the features.). Lastly, voice
biometrics is a contactless technology, immune to environmental factors like
dirt or physical injuries that can affect other methods, such as fingerprint [40]
and facial biometric [41]. While facial recognition and palmprints are also
contactless, they have limitations, such as aging effects on facial features [41]
and grid size requireents for palmprint [44], making voice biometrics a

superior choice for secure IP protection

7.2. Threat Model and Overview

721. Thr eat model : attackerédés and defend

Reusable IP cores from thighrty vendors face significant hardware security
riskssuch as counterfeiting, piracy, and fraudulent IP ownership claim, driven
by the globalized nature of the design supply chain. In counterfeiting,
counterfeit or substandard IPs are introduced into the supply chain under the
original vendor's brand, damagi both revenue and reputation. Piracy or
cloning occurs when a dishonest user, such as a SoC integrator or foundry,
steals the vendor's IP and sells unauthorized copies under a different brand.
Additionally, adversaries may falsely claim ownership of e leading to

legal and financial disputesTlo combat these threats, a robust solution
involving voice biometriebased watermarking is proposed to detect IP misuse
and resolve ownership conflicts. Attackers, including foundries or IP brokers,
may have acass to the IP and could attempt piracy or fraudulent ownership
claims. They might also be aware of the biometric watermarking and attempt
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to spoof the voice sample or forge the signature to bypass detection. In
response, the IP owner embeds an encrypteckvsignature to counteract
these threats. The owner is also equipped to defend against spoofing attempts
or efforts to compromise the stored voice sample, ensuring robust IP

protection
7.2.2. Overview

The proposed method leverages unique features of a voigeesto generate

a distinctive signature for IP core authentication and verification. The process
begins by recording a voice sample and converting it into a spectrogram, from
which features such as jitter, shimmer, pitch, and intensity at various
timestanps are extracted. These feature values are then transformed into
binary form and concatenated to create a unique voice signature template. This
template is further encoded into hardware security constraints, which are
integrated into the IP core design itigr the HLS process. The robustness of

the signature can be enhanced by extracting additional pitch and intensity
features from the spectrografor verification, a prestored voice template is

used, ensuring that the defining characteriétipgch, intengdy, jitter, and
shimme® remain consistent with the original vendor's voice sample. The
process starts by converting t he t a
description, such as a transfer function, in®@FG, which is then scheduled
using LIST schedutig to produce a SDFG. Subsequently, a voice biometric
signature is generated using the proposed algorithm and encoded as hardware
security constraints. These constraints are embedded into the DSP design
through the HLS framework, providing robust protectagainst threats

7.3. Voice Biometric-Based Watermarking Framework

Fig. 7.1 highlights the detailed fleshart of the proposed voice biometric
based hardware security approach

7.3.1. Introduction to voice biometric

Voice biometrics can be categorized into two types:-itektpendent, where
no audio template is stored, and teependent, where a voice sample is
stored for authentication purposes. The proposed method utilizes text

dependent voice biometrics. Each wisample contains unique traits
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Fig. 7.1. Detailed flonchart of the proposed voice biometric based hardware security ap
influenced by both behavioral speech patterns, such as speaking speed, and

physiological factors, like the shape of tthwoat and mouth. Key acoustic
features for voice biometrics include jitter and shimmer, which are primarily
used for speaker verification. Jitter refers to the variation in pitch frequency
from cycle to cycle, while shimmer relates to the variation inlénte. These
features, along with pitch, which distinguishes high and low sounds, and
intensity, which measures sound energy, play a crucial role in-ba®ed
identification [122], [123]. The proposed approach leverages these voice
feature® jitter, shimmer, pitch, and intensity at different timestaps

create a unique watermark signature template for securing IR cores

7.3.2. Inputs and Outputs

The primary inputs are: (a) transfer function of the hardware application
/CDFG/C/C++ code, (b) module libraries)(c | P vendor és voice
intermediate outputs are as follows: (a) covert hardware watermarking/security
constraints, and (b) a CIG (based on the RAT) of the target application. The

final output is a voice biometric secure hardware IP design
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7.3.3. Capturingandprepr ocessing | P sellerdés voi

The proposed approach begins by capturing the IP vendor's voice sample
using a microphone. Once recorded, the voice sample is transformed into a
spectrogram and analyzed through speech analysis software. In the proposed
approach, theéPraat applicationis used to extract biometric security features.

For example, a voicesample labeledvbice001, corresponding to the
utterGopabe #is demonstrated. Fig. 7.2
voice samplévoice001 (corresponding to the utteran€gopal) used in the
proposed approach for demonstration. Different timegtaane selected based

on the required signature strength, with fewer timestamps for lower strength
and more for higher strength, showing the approach's scalability for various
applications. In this demonstration, 15 timestamps are used to capture pitch

and intensity values from the voice sample. The goal is to extract pitch and
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Chun
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(b)
Fig. 7.2. Spectrogram of voice sample (veld¥) using a spee
analer tool showing the range of pitch and intensity \
indicating (a) starting point of pitch (b) end point of pitch
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intensity at each timestamp to create a unique signature. Spectrograms are
preferred over Mefrequency cepstral coefficients (MFCC) in this approach,

as they more effectively repe# voice data, including key features like pitch,
intensity, jitter, and shimmer, making them more suitable for generating robust

watermark signature

7.3.4. Identifying distinct voice features for watermark signature
creation

7.3.4.1. Timestamp analysis for pitch valuedetermination

The proposed approach considers different features of a voice savimple,
jitter and shimmer, along with pitch and intensity values at different
timestamps, for corresponding voice signature template generation. The pitch
and intensity vales are extracted for the IP vendor selected timestamps
(assumed as NN, = 15 using the voice analyzer software (Praat) application.
The blue and yellow lines in Fig. 7.2. (a) and (b) represent the pitch and
intensity variation curve of the voice signal at different time instants. The
initial and final position of both the it and intensity variation curve on the
spectrogram is noted to determine different unique timestamps for the feature
extraction. The pitch and intensity values at different timestamps represent the
first and second subsets of features used to generatgom& signature
template. Different timestamps for extracting various pitch and intensity
values are determined belown the proposed approach, pitch values are
extracted at th&l; number of timestamp&elected by the IP vendoih order

to determinehe different timestamps, the following steps are performed.

(a) The total duration of voice pitchP{) is calculated using the following

equation:
PT = pe 'ps (71)

Wherep, andps indicate theend time and start timegspectivelyon the

voice pitch variation curve

(b) We define a step size of different timestamps for pitch features extraction
to beqo pwvhich is calculated as follows.

@p #N.P (7.2)
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(c) The different values of timestamps are determined using the following

equation.
ti=Vs+ i *p; 1) 0< i ON (7.3)
Where \is the starting position of the pitch in the spectrogram shown in Fig.
7.2. (a) and (b).

Here, the IP vendor selected the number of timestapss N;=15. The
initial (ps) and final timestampsp§) on which the pitch values recorded are
0.11 and 0.71 (corresponding to the vedfd obtained from FigZ.2 (a) and
(b), respectively). Hence, the time duration of voice piteh) $calculated to
be (0.710.11) = 0.6, and the step size is computelet®.04using(7.2).

7.3.4.2. Timestamp analysis for intensity value determination

Theintensity values are extracted at thenumber of timestamps. In order to

determine the different timestamps, the following steps are performed.

(d) The total duration of voicentensity () is calculated using the following

equation:
I =le-ls (7.4)

Where |, and Is indicate theend time and start time of voice intensity,

respectively.

(e) We define a step size of different timestamps for intensity features

extraction to bepiwhich is calculated as follows.

() The different values of timestamps are determined using the following

equation.
ti=ls+ j *@i ;21 0< j ON (7.6)

Where |l is the starting position of intensity in the spectrograph shown in
Fig. 7.2. (a) and (b).

Here, the IP vendor selected the number of timestahypis, 15 The initial
(I and final timestampdd on which the intensity values recorded are 0.09

and 0.73 (corresponding to the voi@@l). The initial and final values of

134



intensity are determined in a similar fashion as previously determined for pitch
(from Fig. 7.2 (a) and (b)). Hence, the time duocat of voice intensity () is
calculated to be (0.78.09) = 0.64, and the step size is computed te-be
0.0427using(7.5).

In the proposed approach, values at 15 timestamps have been determined
corresponding to two features, pitch and intensity. tAdse values will be
unique as the proposed approach uses a stored voice template. For computing
jitter and shimmer, the proposed approach considers a complete voice sample.
We have only considered jitter local and shimmer local values. Both jitter and
shimmer can be easily computed with the help of a voice report generated by a

voice analyzerRraat) application.

7.3.5. Feature extraction from voice template: pitch and intensity

extraction

Extracting pitch and intensity featuresiIn the previous subsection, we
discussed how the different timestamps for extracting pitch and intensity
values are determined. Further, in order to extract pitch and intensity features

at the specified timestamps, the following steps are performed:

(a) The values of pitch and intensity aegtracted by moving to a particular

timestamp in voice spectrograph using voice analyZexaf) application.

(b) The pitch values read from the spectrograpt) tane instant are denoted
by P(t). Table 7.1 shows the extracted pitch values correspondid$ to

different timestamps (selected by IP vendor)

(c) The intensity values read from the spectrograpt) tahe are denoted by
I(t;)). Table 7.2 shows the extracte@uensity values corresponding to 15

different timestampéselected by IP vendor)

Post obtainig the pitch and intensity feature values in decimal, they are
converted to equivalent binary values. The timestamps where pitch and
intensity are not defined are termed undefined (U) and the ASCII value of
character 'U' is used as feature dimension (valle)les 7.1 and 7.2 show the
different values of pitch and intensity at different computed timestamps.
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Table 7.1: Pitch values in hertz (Hz) Corresponding to Diffel
Timestamps

Sr.| Ti mes|Pit| Magnl Correspo
No . p (X Pt ude| binary ec(
1. 0. 15 Pt 152 1001100
2. 0. 19 PRt 146 1001001
3. 0. 23] PRt 135 1000011
4. 0. 27 Pt 126 111111(
5. 0. 31 Pt U 0101010
6 . 0. 35 Pt u 0101010
7. 0. 39 Pt 146 1001001
8 . 0. 43| Pt 137 1000100
9. 0. 47 Pt 133 1000010
10. 0.51 Py 134 1000011
11. 0. 55 P@} 135 1000011
12. 0. 59 P} 133 1000010
13. 0. 63 PG} 142 1000111
14. 0. 67/ PG} 162 1010001
15. 0. 71 P} 175 1010111
Table 7.2intensity values in HZ corresponding to Different
Timestamps
Sr| Ti mes| I nten Magni Correspg(
N o p (X I Qt de binary e
1. 0.13 I Ot 6 6 100001
2. 0.17 | Pt 81 101000
3. 0.21 | Pt 81 101000
4 . 0.26 I 9t 75 100101
5. 0.30 I )t 54 110110
6 . 0. 34 |t 45 101101
7. 0. 38 | Pt 6 4 100000
8. 0. 43 It 70 100011
9. 0. 47 I §t 70 100011
10 0.51 I ()t 70 100011
11 0.55 I )t 70 100011
12 0.60 I )t 69 100010
13 0.64 It 67 100001
14 0. 68 I )t 65 100000
15 0. 73 | {3 46 101110

Extracting jitter and shimmerfeatures The jitter (local) and shimmer (local)
values are recorded from the voice report generated with the Praat voice
analyzer application, corresponding to the input voice sample. Before
computing jitter and shimmer (generating the voice report), we must first
select the voice portion we want to consider in the spectrograph. In our
experiment, we have considered the complete length of voice samples (as
shown in Fig. 7.3). So, the obtained jitter (local) and shimmer (local) values

(in %) and their correspondirgnary equivalents for the void@01 are:
Jitter (3)= 2.782 = 10.1100100000110001001

Shimmer (§ = 10.586 = 1010.1001011000000100001
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| 2 =
Fig. 7.3 Spectrogram of voice sample (void@1) showing jitte
(local), and shimmer (local) based on seledteite sample

7.3.6. Creating of watermark signature from extracted voice biometrics

features and generation of its corresponding watermarking

constraints

Once all the feature values and their equivalent binary are computed, they are
encrypted using AER56 and shisequently concatenated into a single
encrypted template known as voice biometsignature template based on the
defined concatenation rule. This encrypted template is stored in a safe server
for validation later. The concatenation rule is IP vendorifipdcA designer's

specified concatenation rule used in the proposed approach is given below.
'Y O 006 O0Q ™ QU Q7Y (7.7)
Where Q' is the concatenation operator. Based on the cenatbn rule
shown in {.7), the generated voice biometric signature template is as follows.

S = [1001100010010010100001111111110010101010101
010110010010100010011000010110000110100001111000010110001110101
000101010111110000101010001101000110010111101101011011000000100
011010001101000110100011010001011000011100000110111010110010000
0110001001101010012000000100001] = 265 digits.

7.4. Demonstration: Embedding of Watermarking

Constraints

Post obtaining the digital template of voice biometric signature, it is converted
into equivalent hardware security constraints based on desiglested

encoding rules shen in Table 7.3. To perform the encoding, we traverse the
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digital template to collect all different possible-tdriations, viz. @ 0, 0A 1,
1A 0 and A 1. Further, each bitariations has a specific encoding into a
corresponding hardware security constraa#,shown in Table 7.3. For the
signature template generated from velfH, the total possible numbers of
different bitvariations are as follows: (i) number oA @ bit-variations = 77,
number of @ 1 bit-variations = 71, number ofAlO bit-variations = 71,
number of A 1 bit-variations = 45. Hence the total number of voice signature

constraints is 264.

After generating the voice biometric signatlb@sed hardware security
constraints, they are embedded in the respective IP core design using an HLS
framework. A colored interval graph (CIG) of the respective DSP IP core is
harnessed for embedding generated hardware security constraints. Nodes in
the CIG represent storage \abiies corresponding to the target DSP IP core,
and an edge between two nodes represents existing design constraints. The
security constraints are implanted into the design in the form of extra edges in
the CIG. The process of embedding addition edges risearonstraints)
between the same colored nodes in the CIG is achieved in two (aniecal
alterationt the storage variable is allocated to some different colored register

Table 7.3: Mapping Rules (Encoding Mechanism) to Gener:
Hardware Security Constrains from Voice Biometric Signatt

Encod Constraints

Eo, 0 Embed an edge between
Eo, 1 Embed an edge between
Ei, 0 Embed an eflgddpebdden
Ei 1 Embed an edge between

J7J1 J8J2 J9J3 J10J4 J11J5 J12 J6 J13

}4 Tt

C5

C6

c7

0
Fig. 7.4.Scheduled data flow graph of IR with resource configur:
of one adder (A1), one subtractor (S1) and two multipliers (M1 & |
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that is not in use in that particular control st€p) new color register
allocationt if no any local alteration is possible while embedding of security
constraints (extra edges) between same colored storage variables, then a new
color (indicating a new register) is allocated. Similarly, all the voice
biometricbased hardware serity constraints are embedded in the design of

the target DSP IP core.

Demonstration on IIR Filter Application A DFG of IIR filter scheduled with

one adder, one subtractor, two multipliers, and 27 storage variables (JO to J26)
is shown in Fig. 7.4. Tén 27 storage variables are executed using 14 registers
highlighted using different colors. A corresponding register allocation table
and CIG are shown in Table 7.4 and Fig. 7.5. (a), respectively. The hardware
security constraints, corresponding to theceosignature template generated
using (7.7), are embedded into the IIR filter design during the register
allocation phase of the HLS process by exploiting the CIG framework. These
security constraints are represented as four different sets of constigest ed
(Co0, Co1, Cro, andCyg) corresponding to the four variationg, 0, 0A 1,

1A 0, and A 1 in the voice signature template. The following are the sets of

voice signature constraints generated for the IIR filter application.

o) O hAN odeEd Q pehp Q puy (7.8)
6 O RANY ot d Q pohnt Q ¢p (7.9)
6 0 N  RE™N GOEd Q ¢cohp MQ qu (7.10)
o) O h' D Q1 QRO Q pch™™ i1 QRO Q

co (7.11)

In the above equationg .8) i (7.11), the limits for'i' and'j’ depend on two
factors: (i) the total number of biariations of a particular type and (ii) the
limit of storage variablesf the target application, which iggdn case of IIR

filter. For example, the total number of possible constraints corresponding to
bit-variations (& 0) is 77. Therefore, generated security constraints
corresponding to the IIR filter start fromo(J}) and end with (i, Jsg).

Similarly, constraints for all remaining brariations are obtained.
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(b)
Fig. 7.5. (a).CIG of IIR filter before embedding voice biome
signature, andb). CIG after embedding voice biometric signatwreere
the added voice signature constraints are highlighted using red edg

The voice signature constraints implantation process is performed by adding
the aforementioned constraints edge sets to the CIG. Post implantation of
constraints into the IIR filtedesign, the modified CIG and register allocation
table are shown in Fig. 7.5 (b) and Table 7.5, respectively. The extra colors
(registers) required to accommodate all the security constraints are highlighted
in Table 7.5 in Black (Bold) text. Post embedyl the voice signature
constraints, a synthesized RTL datapath of IR filter design is shown in Fig.
7.6. The portion of the datapath carrying the voice signature constraints is

enclosed in a Red dotted rectangle.
7.5. Detection of Voice Biometric Signature

Figure 7.7 illustrates the detection process of voice biore&sed signature
embedded into the hardware IP core. The detection process requires a pre
stored voice sample of the authentic IP vendor. First, the digital signature
template is regeneratedbin the prestored voice sample using the proposed
algorithm of signature generation. Then, the digital template is converted into
corresponding hardware security constraints (representing the register

allocation of different storage variables) using thedefined encoding rules.
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Further, these security constraints are matched against the register allocation
information extracted from the RTL datapath of the IP core (under test). If
matching does not happen, then the design may be a counterfeit (i.eceabsen
of genuine IP vendor's voice signature). However, the complete matching

implies that the design is authentic.

An adversary cannot evade the counterfeit detection process by embedding the
authentic voice biometric information of the IP vendor into his/her fake
design. This is because of the several security factors involved in the process

of regeneration of the eghavoice biometric based signature. Along with the

Table 7.4: Registey lI0 a0 AL R JlERRlReR AP R AR PR DLamRY G HRe IS IR SEE NG @ ity constraints
i G B eal

T Red | di Yel | Vi o 1 i me Agua Gr a aree lue Blacl Pj k L i v arao _

T IR)id I(nYld)\' Y?'\Z) Vllc)LILllrln A})]Ug et\q)erfe)BID? g[‘n q Itl ) ol T_ra (r\ba):noc L qn ( C(yca)r V\(/hvs)a S(lsl)v
0 Jo AN U 327 ‘13 A | Al 15 Y] ARG I 18 Mgl AR W2\ N M I W\ T 3193

Y 9 a3 55 373 s fwrs 5 4 5 Y36 A e T - - -
1 J14 1919 J£4 729 13 4 Y I35 1 - — 19 Y 170 1194 91 h 2 I3 J 14 J Lo - -
2 J21 [ J16 JT J 15 4 U 55 J J 1T 2T Lk J 12 J 187 = J21
3 J22 ] 3 - J 1732218 DaBl J -J1 - - J 1137 J19 -
2 3232 J 2018 9Bl _J20 - - = J19 J23
5 324 2 J20 5 A ) J19
6 J25 | — — — 32 .
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voice biometric of the IP vendor, an adversary also needs to decode the
following security factors to forge the signature: (a) the IP vendor selected the
number of timestamps for pitch determination, (i@ tP vendor selected the
number of timestamps for intensity determination, (c) IP vendor selected range
of voice sample for jitter and shimmer calculation (d) and concatenation
sequence of the determined features (such as pitch, intensity, jitter and
shimmer) to generate final voice biometric signature. Further, the voice
sample used for generating hardware security constraints is stored in atamper
proof secure database along with the IP designer's secret information, such as
the number of timestamps wkfor features generation and the portion of voice

sample used for jitter and shimmer feature estimation.

In case of IP ownership conflict, an adversary would fail to successfully claim
the IP ownership as he/she is unable to match the embedded security
constraints of the authentic voice biometric of the IP vendor (extracted from
the final RTL datapath) with his/her signature. However, an authentic IP
vendor would be successfully able to match his/her voice biometric signature
with the embedded security gtraints of the authentic voice biometric of IP
vendor (extracted from the final RTL datapath). Therefore, IP ownership can

be seamlessly awarded to the authentic IP vendor in case of ownership
conflict.

7.6. Challenges and Limitations of Voice Biometrics

o

Fig. 7.6.RTL datapath of IIR filter IP core with embedded voice
biometric based signature
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limitations too, such as it is not ideal to record voice sample at noisy

environments. Recording of voice sample at noisy places and using poor

guality recording equipment are not favdegtas background noise present in

voice sample will directly affect the feature extraction and signature

generation process. How ever, standard-pass IIR/FIR filter (LPF) can be

used to eliminate the unnecessary background noise and maintain a proper

signal to noise ratio. In addition, the speaker's voice is also affected by illness

and aging during authentication/verification. However, in the proposed

approach,

recapturing

of

t he

P

vendo

voice sample of the origal IP owner is safely prstored and used during

verification. Further, the proposed approach requires secure storage of the

voice template in encrypted format to safeguard against potential misuse.

7.7. Summary

This chaptempresentec novel security methodology for securing hardware IP

cores using voice biometric watermark signature. The discussed approach

harnessed distinct voice biometric features, including jitter, shimmer, pitch,

and intensity at various timestamps, to createnigue signature from the

voice sample. This signature was then embedded into the target IP core design

using the HLS framework. The proposed approach depicts robust security in

terms of higher tamper tolerance and lower probability of coincidence

(discussd in Chapter 9)
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Chapter 8

HLS-Based Exploration of LowCost (Optimal)
Functional Trojan-Resistant Hardware IP Designs

Various detective control mechanisms have been implemented to identify
pirated/counterfeited IP cores in computing devices in the pashniques

like hardware watermarking [3IB6] and biometridbased methods [40], [41],

[44] are commonly seen as effective in mitigating IP piracy risks. However,
these methods do not address how to ensure that hardware IP core in
computing applicationemain resistant to Trojan attack, particularly when
backdoor functional Trojan are covertly inserted. An attacker could introduce
a Trojan at any stage of the design process, whether at the vendor level by a
malicious thirdparty IP provider/broker or durg SoC integration, or at
foundry level [125][129]. While some detection methods exist for identifying
Trojans at the vendor or foundry stage, such as RTL simulation and side
channel analysis, none provide a comprehensive approach for designing
Trojanresstant hardware that can be applied to various computing
applications [130], [131]. This chapter for the first time in literature
demonstrates a complete Hb&se lowcost functional Trojan resistant design
framework using distinct mulrendor allocationpolicy. The proposed
methodology leverages triple modular redundancy (TMR) to secure hardware
SoC designs (IP cores), providing a more robust and reliable defense against
functional hardware Trojan. Additionally, the approach incorporates a design
space egloration framework to identify the optimal Troj@esistant hardware
architecture from a range of design possibilities.

The first section of the chapter discusses the motivation, threat model,
problem formulation andcadvantages of designing optimal Trojeasistant
hardware IPsThe second section discuss the oot functional Trojan
resistant framework in detaiFollowing this, the third section illustrates the
demonstration of the proposed approach. Next, advantages and limitations of
low-cost Trojanresistant TMR framework in fifth section. Finally, the fifth

section provides the chapter's conclusion

8.1. Problem Formulation
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8.1.1. Threat model, Motivation and advantages of designing optimal

Trojan -resistant hardware IPs

Hardware Trojans pose a significatreat to the integrity of applicatien
specific computing systems that rely on a variety of hardware IP cores for
their functionality. These IP cores perform crucial tasks like image
compression, audio equalization, and digital broadcasting in devices used
across industries. For example, IP cores such as the discrete cosine transform
(DCT) and haar wavelet transform (HWT) are vital for compressing audio,
video, and image files, while finite and infinite impulse response (FIR/IIR)
filters are essential forosind processing in audio systems. Similarly, JPEG
codecs manage image and video compression in digital cameras, and fast
fourier transform (FFT) is used in digital video broadcasting. Given the critical
role these components, any vulnerability introducktbugh a hardware
Trojan could have severe implications for arsgrs. Hardware Trojans are
malicious modifications to a circuit that are covertly inserted at any stage of
the design process, potentially by a rogue 3PIP vendor. These Trojans remain
dormantuntil triggered, making them difficult to detect during standard testing
procedures. Once activated, they can cause erroneous output or complete
failure of the system, posing significant risks to safety, reliability, and
performance. In critical infrastature or missiorsensitive applications, such
failures could be catastrophic. For instance, in image classification systems or
biometric authentication processes, a Trojan could alter the output of
convolution filters used in convolutional neural netwofEHNNSs), leading to
incorrect identification or authentication results. Similarly, in medical imaging
applications, a Trojan could affect the accuracy of image compression,

resulting in incorrect diagnoses and potentially fatal consequences for patients.

Further, the insertion of hardware Trojans in machine learning systems also
raises serious concerns. In scenarios where machine learning coprocessors are
used for decisiomaking, a Trojan could manipulate the prediction outcomes.
For example, an attacker Wd inject a Trojan that alters the results of a
medical diagnosis model, leading to misdiagnosis and improper treatment.
This not only compromises the reliability of the system but also opens avenues

for adversaries to gain financial or competitive adagas. Additionally, the
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Trojan could tamper with digital filter cores like the Sobel edge detector and
Gaussian filters, which are widely used in image processing for both consumer

and industrial applications.

To address this challenge, ensuring that IReR€a@re resistant to functional
Trojan attack is essential. The proposed methodology aims to provide a robust
defense against these threats by implementing TMR along with a distinct
vendor allocation policy. This approach isolates any infected unit, gregen

the Trojan from affecting the overall system. Furthermore, by distributing the
design workload across multiple vendors, the probability of multiple IP cores
being compromised by the same Trojan payload is significantly reduced. This
isolation not onlyimproves the security of the design but also ensures reliable
functionality across various applications, from consumer electronics to critical
medical and industrial systems. By safeguarding against hardware Trojans, the
proposed system enhances the bdity of custom computing devices,
protecting both the integrity of the design and the safety of end consumers. It
al so helps ensure that even i f one wven
system remains functional, minimizing the risk of widesprizdidre or data

corruption.
8.1.2. Problem formulation

The problem solved in this chapter can be formulated as follows: Designing
Trojan resistant hardware IP core design while minimizing {hybrid dasi(

Trvr)} based on explored optimal resource configamat{S} using design
space exploration. The associated variables of the methodology are explained
in nomenclature table. This chapter addresses the Trojan resistance of DSP
hardware IP cores against Trojan that are capable of inducing functional error
in the conputed output. Trojans that are responsible for the denial of service
and leakage of secret information are not targeted in the proposed approach.
However, the proposed approach enables the defense against functional
Trojans that may be inserted at the IBndor/designer's level (not easily
detectable during test vector analysis and normal run) and induces erroneous
functional behavior. Further, the mie®s or modules present in the library of

an HLS tool used for hardware IP core design are also sudeeqatihrojan

infection, including thireparty IP vendors or untrustworthy entities.
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Consequently, integrating such malicious hardware IPs into custom computing
systems may induce abnormal functioning of the devices, causing safety

hazards to the end consem

The proposed approach for the Trojan resistant design of the DSP hardware IP
core is evaluated based on the following crucial parameters: design area,
delay, design cost, and security (in terms of the number of vulnerabilities
tackled):

(1) Proposed Aea Metric Total area covered( by the Trojarresistant
TMR design is given by (8.1).

5 66 28 (8.1)

Where,0 6  indicates the area of a resource typeorresponding to the
vendorw and 0 indicates the number of instances utilized for a resource
type 6 from the vendorw. Further, the details of the area and delay of

functional resources (dér, multiplier) corresponding to vendors are adopted

from the related approach [45].

(2) Proposed Delay MetricDesign latency”Y ) metric involves the delay
due to the number of control steps required while scheduling the design using

functional esources and

delay due to respective functional components corresponding to each vendor.

The delay metric can be represented as follows:
Y € z2Q € z2Q (8.2)

(3) Design Cost Function (fitness functionlhe fitness function includes
normalized area and execution time corresponding to the architectural design

of Trojanresistant TMR schedule and can be formulated as follows:
o Qg i ' 0Qo0 ¢ QQieZ —— Q72 —— (8.3)

Where e, and e, are designedefined weighing factors. Furtheo, and
Y  represents maximum design area (computed using allocating maximum
functional resources available) and delay (computed using allocating

minimum functional resources) while  and”Y represents the computed
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area and delay of the grosed Trojan resistant TMR hardware design.

Further,AconandTcon are IP vendespecified area and latency constraints

8.2. Low-Cost Functional Trojan-Resistant Framework

8.2.1. Underlying assumptions

1. The voter in the proposed approach is fault tolerant (adopted from
[124]), which means it produces functionally correct output always.

2. We have considered an error detection block (EDB), which is a-multi
stage setup (adopted from [124], [132]) designed tteptdhe Trojan
resistant design from faulty comparators.

3. The faulttolerant voter and error detection block used in the proposed
approach is considered to be Trojage (trustworthy). This is because
these hardware modules are considered to be desigimedise (by a
system integrator). In the proposed approach, the system integrator is

considered to be trustworthy.

4. The information corresponding to multiple vendors is confidential and
only known to the system integrator. The vendors are completely
unawareof the information about their counterparts. As vendors in the
proposed approach are unaware of their counterparts. Therefore, the
chances of collusion between distinct unknown 3PIP vendors to
achieve the same Trojan payload are very low. Henceforth, the
proposed approach always, at minimum always, ensures Trojan
detection [45]

8.2.2. Low-cost Trojan-resistant TMR design framework

The proposed solution for DSP hardware design with Trojan defense ability
exploits an optimal design architecture. The H3®E proess is employed to

explore an optimal resource configuration for Trojan resistant design. The
overview/thematic representation of the proposed approach is shown in Fig.

8.1. The primary inputs consist of CDFG of the selected hardware application,

PSO inita | par ameters, modul e | ibrary, des
(Acon Tcom), @nd resources (such as adder, multiplier, etc.) from three distinct

IP vendors. At first, the particle/swarm positions are initialized, and the
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corresponding TMR schedule is generated. Next, the design cost, latency and
its corresponding cost are computed for each particle. Subsequently, the local
best and global best particle position are updated. At last, mutation is
performed on particle positn to make the optimal solution search more
diversified. For each resource configuration explored (using-BSB)
corresponding to Trojaresistant scheduled and allocated design during HLS,
the respective datapath is generated. Finally, the optimal Tregistant
datapath is obtained at the end of DSE process. The details are discussed in the

next subsections.
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This chapter explicitly presents a case study on FIR IP core used in several
computing applications such as convolution process in image/video
processing, signalttenuation, signal filtering in audio/image applications, etc.
Further, it can be converted into an optimal design with Trojan defense
capability. Even if a malicious backdoor logic exists in the design, it can still
produce the correct output functiolyalising the concept of TMR, distinct
vendor allocation policy, and voter. In order to explore optimal Trojan
resistant architecture corresponding to DSP hardware designs used in custom
computing systems, the proposed approach accepts the following IDp@s:

of the DSP application, multivendor library, PE&SE parameters such as
inertia weight ), acceleration coefficientol andb2), terminating criteria

(T), population size n) with initial particle position/ functional resource
configuration. The output of the proposed approach yields an optimal
architectural solution (global best solution) for Trojan resistant DSP register
transfer level (RTL) datapath soft IP.

Original unit
(Uoo)

K 4:1 MUX )‘_ =
v

Fig. 8.2. lllustration of the trojan resistance capability of
proposed approach with the help of voter and 4:1 multiplexer

Original unit

Fault toleran
voter

l Error detection
Fig. 8.3. Error detection block adoptedrh [124]
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The proposeapproach presents the TMR design framework to provide Trojan
resistance against functional Trojans. The proposed approach shows greater
defense in terms of providing Trojan detection and isolation, both based on the
proposed setup (shown in Fig. 8.2). R82 illustrates the Trojan resistance
capability of the proposed approach. The proposed solution provides complete
Trojan resistance with the help of a TMiased design and a fatdterant

voter (V), adopted from [132]. The fattlerant voter will genete the
correct output based on the majority. The output of the 4:1 multiplexer (MUX)
ensures Trojan detection when select lines§$ chosen are 01,10,11 and
provides Trojan resistance when select lines chosen are 00. In order to ensure
that the propcasd approach always at least provides Trojan detection, the
concept of a mulistage setup usingrror detection blocks (EDB) has been
integrated into the proposed setup. Fig. 8.3 depicts an architecture of EDB
used in the proposed approach using multiplegarators and fault tolerant
voter (adopted from [124] and [132]). This midtage setup (or EDB) is used

to handle cases of faulty comparators. Assuming fault in the comparator: in
such a case, the faulty comparator out of the used three comparatgsains
multi-stage setup of EDB will produce a complementary output of the
remaining two. Therefore, the faudtilerant voter [132] will produce the
correct majority output generated by the remaining two correct comparators.
The area overhead of used EDBdpted from [124]) is negligible [124].

In the TMR design logic, besides the original unit, two other units
corresponding to the TMR design are employed by duplicating the operations
of the DFG (DSP application). The combined DFG logic with original,
duplicate, and triplicate units, called TMR logic, is then scheduled using the
LIST scheduling algorithm based on the hardware resources explored using
PSODSE (discussed in the next section). LIST scheduling is a scheduler that
works by aiming to schedule tlmaximum number of operations in a single
control step, subject to resource constraints and data dependency. Therefore, it
minimizes the number of control steps required to schedule the DSP
application compared to traditional ones. Next, in the proposeedsidd

TMR design, each of the three distinct vendors is then allocated to a dedicated
unit. In the proposed approach, a distinct multivendor allocation policy has
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been presented, where the resources from a particular vendor are allocated to a
single unit of the TMR design. This is effective for providing Trojan
resistance compared to assigning multivendor resources simultaneously within
a single unit (either original, duplicate or triplicate unit) of TMR logic. It
enhances the likelihood of the design Igeimfected, thereby carrying
malicious logic in each TMR unit. Therefore, multivendor resource allocation
within the single unit of TMR logic fails to provide Trojan resistance against
hidden functional Trojans. On the contrary, a distinct multivendorureso
allocation process enables easy isolation of any T+iofj@cted design. In
other words, if either of the three vendors carries malicious backdoor logic in
their resources (micrtPs), then due to distinct vendor allocation to each unit
of TMR logic, it would enable the remaining two units to remain Trdjae.
Thereby allowing the neerrroneous output to pass through the voter. For
example, if vendoWD; carries a backdoor Trojan and is allocated to only the
original TMR unit, the remaining two vendn VD, andVD;, are allocated to
duplicate and triplicate units, respectively. Therefore, due to this distinct
multivendor allocation, the voter would pass the correct majority output from
duplicate and triplicate units, thus providing Trojan resistangainat
functional Trojans. However, it is possible that vendor assignment can be
changed internally between original, duplicate, and triplicate units as long as
distinctness is maintained across units. If vendoy is allocated to any one of

the three uns, then vendovD, andVD; are assigned distinctly with the other
two units. Further, in case if any unit is Trojafected, then due to a distinct
vendor allocation policy, it would enable the remaining two units to be Frojan

free.

The mathematical repsentation of the proposed vendor allocation policy for
enabling Trojarresistance through TMR is discussed below.

O Uog G 5 Upp O 5 dJ1r

Wheriee At 800 dei'lopesations in single
denotes total number afperation present in single instance of CDFG and

{Uoc Upp Urg} are explained in nomenclature table.

{ Uoe,Upp, Utg} { SDFG™R
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VD; 4 Uog, VD & Upp, VDxd Urp wh e VRO 6i siot H & endor

VDI ViD ¥D

Then, based on the majority solutiat least two of the three units producing
the same output value), the fatdterant voter [132] will pass the functionally
correct output, thereby providing Trojan resistance against functional Trojan
that a rogue element could have implanted duringitkheouse designing
process. Finally, based on the obtained scheduled and allocated- Trojan
resistant TMR design, the design area using (8.1) and execution time using
(8.2) are computed. Subsequently, the fithess cost for the corresponding
Trojan resistant &rdware design is evaluated by substituting the area and
delay in (8.3) to iterate the PSOBE process till the stopping criterion is
achieved. The overview of the PSUBE is discussed in the upcoming sub

section

8.2.3. Exploration for low-cost Trojan-resistant TMR scheduling using
PSO-DSE

As shown in Fig. 8.4, the PS@iven design space exploration is responsible
for generating an optimal Trojan resistant design architecture. At first, the
initial position of each particle (representing initial functional reseu
configuration) and velocity Ax) are initialized, where the first particle's
position S is initialized with minimal resources such & (min (Z), min

(Z2) €. )iamd secand particl® is initialized with maximum resources
such asS= (max(Zy), max (z) € . mg)xwhile e third particles; is
initialized by the average of minimum and maximum resource value, where 'Z'
represents the resource type (adder or multiplier). However, the rest of the

particle positions$, € S,) are initializedusing the following equation:
Y Q Q¢ Q (8.4)

Where ' is the minimum resource valug, is the maximum resource value,

and h' is any random number betwednahd §'. 'Sy’ represents the resource

configuration ofi"™ particlex" dimension. Here, dimensions imply the resource
types: adder and multiplieiX€2). At first, the fithess cost value (using the

cost function) corresponding to each partide\{asexplained earlier in the

above section) is computed. Subsequently, in its first iteration, the global best
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particle position is determined based on each patrticle's initial cost value. The
particle with minimal cost function value among all particles iscted as the
global best resource configuration by the PS8E. Subsequently, the new
position of the particles is computed by adding the computed velocity/
displacement to the previous particle position [78]. Furthermore, if the
computed velocity causeexcessive exploration drift, then the velocity
clamping is performed to keep the particle within the design space. However,
if the new particle position outreaches the boundary space, adaptive end
terminal perturbation is performed to limit the particleéhivi its valid design

space [78]. This process is executed for each remaining particle selected by

>

Read module library, CDFG/DFG, maximum iterataeclaration, PS(
parameters declaration like acceleration coefficients, swarm size

Initialize particle initial position$) and velocity Ay), along with disting
vendor allocation,i€l, x=1)
]

v v
Determination of global and loc Construct TMR (SDFE®R)
—» best particle position and cost« 3
based on fitness calculation -
Hardware allocatiobased o
proposed rule
v drul
_p Compute new particle positio) Trojan Resistant Design
based on new velocity calculatig v
t Area and delay estimatio
Velocity and computation from
computatior SDFGM™R
Yes B v
Perform Fit culati
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Cl®=ClandSs =S |
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the IP designer in the design space. Subsequeh#ycost is computed for

each of the remaining particles in the population,fori<n,wh e née i6s t he
total number of particles in the population), and if the currently computed cost

is less than the cost of the particle obtained in the prevtenadion, then both

local best particle position, global best particle position and also the respective
cost values are updated with currently computed cost. Moreover, a particle
with a lesser fitness cost value is declared as the fittest among theingmain
particles. In the next phase, the mutation is performed on each particle position

to diversify the solution, better explore the design space and avoid getting
stuck in the local minima [78]. Subsequently, each mutated particle's fitness
cost is compuid, and local and global best resource configurations are also
updated. This process continues until the terminating condition is met. The
exploration process gets terminated if the algorithm has already converged to
global minima and results in no furthepdation/ exploration for the next ten
consecutive executionsT;& 10) or if the number of iteration counts is
exhausted T, 050 ) . Thereby, an opti mal desi
Trojan resistant TMR design is obtained using H3&E

8.3. ProcessDemonstration: Motivational Example

The demonstration of enabling Trojaesistant capability of hardware IP
cores used in computing systems is shown using finite impulse response filter
(FIR) as follows: (i) higHevel representation of FIR filter application is
transformed to corresponding data flow graph (DFG). This is performed by
parsing the transfer function of the FIR filter into matrix multiplication format
comprising of input data samples, FIR filter coefficients and output samples.
Further, the matrix mtiplication format is generically represented as a
mathematical function for computing tn&-output data sample. Finally, this
mathematical function is represented as a connected graph, where each node
represents the mathematical operations and the edges represent the data
dependency, (ii) subsequently, two other units (duplicate and tripliaste)
created corresponding to the same application (main/ original) in regard of
TMR design (iii) all the three units corresponding to TMR design are
scheduled using optimal resource configuration (adders and multipliers)

obtained using PS@riven design exoration. For a single unit, explored
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resource configurations are three multipliers and one adder. The first unit
(original unit) is scheduled by considering the inputs from vendbs.
Subsequently, the second (duplicate unit) and third (triplicate w@mé)
scheduled using resources from vendby and vendoDs, respectively. The
proposed approach considers the simultaneous execution of the original unit
along with two duplicate units. Further, the TMR design is scheduled using the
LIST scheduling algathm. In order to schedule the TMR design of the FIR
filter, a total of nineteen control steps are required to generate the functional
output value. The SDFG of the TMR design corresponding to the FIR filter

using the proposed approach is shown in Fig. 8.

8.4. Advantages and Limitations of LowCost Trojan

Resistant TMR Framework

Advantages:

a) The proposed approach generates a complete Trojan resistant DSP
hardware design capable of providing 100 percent resistance against
functional Trojans (that affects theomputational outputs). The
Trojanresistant design automatically detects and isolates the malicious

logic (Trojans) present in the design.

b) Additionally, the proposed approachiscusses a framework of
integrating the Trojan resistant design with the HBSE (considering
area and latency metric tradeoff) to generate-d¢ost optimized

W 1/ A Co

9@, v1i vi v c1
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Fig. 8.5. Scheduled data flow graph of FIR filter (TMR) with 9(*), 3(+)
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architecture corresponding to Trojan resistant hardware design. PSO
prunes the potential architece solutions present in the design search

space to obtain a lowost optimized solution.

Limitations:

a)

b)

8.5.

The integration of PS@SE with the proposed Trojan resistance
design is mandatory to handle the overhead caused by the replication

of functional units (FUs) in the proposed approach.

The values of various control parameters used in-BS@, such as
inera weight, random numbers, weights, social and cognitive factors,
should be chosen appropriately to facilitate proper convergence of

PSODSE to optimal solution in an acceptable time.

The proposed approach is based on assumptions of usingofatsdint
voter [132], error detection block [124], [132] based on rathige
comparators to guard against faulty comparisons, and trustworthy

(Trojanfree) faulttolerant voters and comparators designekddase

Summary

This chapter discusses a leswst solution for making hardware IP designs

resistant to hardware Trojans for applicat8pecific computing systems. It

combines a PS®ased design space exploration technique with a -bsised

security strategy to create an opdimlow-cost SoC design that provides

functional Trojan resistance in hardware applications. This approach utilizes a

unigue vendor allocation policy for the original, duplicate, and triplicate units
within the TMRbased SoC design. Even if one of the TMHRIits is

compromised by a functional Trojan, the system still produces correct outputs.

As discussed in the Chapter 9, this Trejasistant method adds only a

minimal design cost overhead
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Chapter 9

Results and Analysis

This chapter presents the expenma results and analysis of the proposed
hardware security techniques aimed at ensuring the security and protection of
dataintensive hardware IP cores. The results were obtained using various

dataintensive DSP and multimedia benchmarks {f&§].

9.1. Experimental Results: Exploration of Low-Cost
Hardware IPs during HLS using Multiphase Encryption
and Crypto-Chain Signature

The experimental results of the proposed {owst multiphase encryption and
low-cost cryptechain signature based security metHodees (discussed in
Chapter 3) are analyzed and discussed in this section. The proposecialow
multi-phase encryption based security approach is validated on a system with
a 2.30 GHz processor and 4GB RAM. The parameters for-iRSed
architecture expi@tion are initialized as follows: acceleration coefficierfifs (
andfy) =2, k; andk; = 1, N=3, andy = linearly decreasing between 0.9 to 0.1
[79]. Further, the experimental analysis of the proposed FFA based -crypto
chain security approach has beenfgrened on a system with a 2.30 GHz
workstation and 4GB main memory. The parametric values used for the
proposed approach: firefly population siz@ €3,5, and 7q1=02=0.5,by = 1,

o limearly decreasing fro.5t0 0 . 1 andU)= linearly decreasing value
from the maximum value of the first dimension and maximum value of the
second dimension, angénd = 1.5[80]. The evaluation of area and latency
corresponding to JPEGODEC is performed using a 15nm scale using
NanGate library [8].

9.1.1. Results in terms of security, design cost, and implementation
complexity analysis

(). Security Analysis The proposed security methodologies security is
analyzed using two established security metrics (a) probability of coincidence
(Gi) and (b) tampetolerance To) [25], [31], [32], [33]. The probability or

likelihood of detecting identical covert security information in a baseline
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design is called the probability of coincidence (P§/Crhe PCC; is

formulated as (9.1):
C= (b))’ 1/ (9.1)

Where b' denotes the number of registers (color) present in the SDFG of target
application before embedding secret security constraintspaddriotes total
embedded secret security/watermarking constraints. The robustness of the
proposed security approachiwersely proportional to the value 6f (i.e.,a

lower value ofC; indicates a stronger security approach in terms of obtaining
stronger digital evidence). The presence of a unique watermark signature
inside the design of hardware application helps & definitive and robust
detection of pirated IP cores from genuine ones. Further, tamper tolerance
(TT/T,) is formulated as (9.2):

“¥=VP (9.2)

Where p' denotes total embedded secret security data, \ardknotes the
guantity of distinctive encoding variablesployed in the security approach.

The greater the magnitude ©f, the bigger the signature space.(stronger
security). The generation of different signature combinations increases with an
increase in théy, making it challenging for attackers to decode the precise
signature blend to extract the covert constraints. Consequently, the security
technique's sturdiness against tampering attacks increases with a higher value
of To. The primary purpose of the adsary is to regenerate the exact
signature (using different mechanisms such as brute force attack, etc.) so that
they can easily evade the IP counterfeit detection process. Therefore, a higher
value of T, hinders the adversary from performing a tamperitgciton the

secured IP core design.

Proposed lowcost multiphase encryption based security methodoldgg.

9.4 shows the comparison of PC between the proposed approach and [37].
Further, Fig. 9.5 and 9.6 report a similar comparison of PC between the

proposed approach and related works [31] and [32], respectively. The

proposed approach reports a lower PC than [31], [32], and [37], which means
the proposed approach provides stronger digital evidence than [31], [32], and
[37] due to generation of a highermher of hardware security constraints.
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proposed methodology

Due to embedding a higher number of generated security constraints, it
becomes challenging for an adversary to detect the same security constraints
in an unsecured design. Furthembedding a higher number of security
constraints increases the presence of IP vegpecific digital evidence in the

design.

Next, Fig. 9.7 and 9.8 show a comparison of tamper tolerance between the
proposed approach and the related works [31] and [3®.pfoposed security
methodology shows a significantly higher tamper tolerance ability over [31]

and [32] due to generation and embedding of a higher number of hardware
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security constraints. Further, the comparison of TT is not reported here

between the proposed and the related work [37] as security methodology [37]
does not use an encoding mechanism (where encoding variat#enot
required) to generate the hardware security constraints. Moreover, the
proposed approach is highly robust in terms of security because of the
following factors: (a) generation of RAT based on Jowst resource
architecture obtained through a hstic, (b ) IP vendor selected key for initial
state matrix generation, (c) IP vendor selected key fordiffvsion (d) IP
vendor selected key for byte concatenation, (e) IP vendor selected encoding

rule (f) IP vendor selected keys for TRIFID cipher cotagion.
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Proposed lowcost cryptechain based security methodologyfable 9.5
illustrates a comparative study Gf between the proposed and [44], [37], [32],
[43], [31], and [107]. The proposed FFA based crygtain security approach
surpasses all of the aboeweentioned approaches with a lower valueGaf

This isbecause the proposed approach facilitates determining and implanting
higher covert constraints €., security constraints that provide stronger digital
evidence) than the related approaches. The production and implantation of a
greater count of securitypfiormation into the design make the incidence of the

same security information in an unsecured design highly improbable for an
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adversary.

Next, Table 9.5 also shows a comparative investigatioi,dietween the
proposed and [44], [32], [43], [31], and [J07The proposed FFA based
crypto-chain security approach surpasses all of the abwmioned
approaches with a higher valueTef Extracting the exact security constraints
from the derived cryptehain signature combination amongst the innumerable
combirations in the signature space becomes impossible when the tamper
tolerance value is large, which is the case for the proposed approach. On the
contrary, the related approaches achieve lesser tamper tolerance magnitude, as
evident from Table 9.5. This indites that the proposed approach is more
secure and robust than all the related approaches. Fur§learresponding to

[37] is not reported as this security mechanism does not employ signature
encoding to generate security constraints. Additionally, T&b& reports
variations in the values df; and T, w.r.t. embedded cryptahain signature

bits into the design for JPEGODEC. The value ofC; decreases with an
increase in the embedded signature bits, while the valug, aficreases.
Furthermore, the psented FFA based security technique provides more
sturdy security due to the following reasons: (a) IP vendor specified encoding
rules, (b) IP vendor specified keys to drive cryphain based security
methodology, (c) IP vendor specified bit padding amibedding rules, (d) IP
vendor specified truncation length, and (e) scheduling information obtained
through transformed JPEGODEC SDFG.

(ii). Design Cost

Proposed lowcost multiphase encryption based security methodoloflye
design cost for the proposeg@gproach is evaluated with the help of the design
cost function explained in equation (3.9). The evaluated design cost before and
after embedding the hardware security constraints for different image
processing filter benchmarks is reported in Table 9urthEr, Table 9.1
reports the lowcost resource architecture explored with H&Bed
architecture exploration corresponding to the secured target image processing
filter IP core. Table 9.1 shows that the proposed approach obtains a secured
image processinfjlter IP core at zero design cost overhead. Moreover, Fig.

9.1. shows design cost comparison between the proposed approach and a
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IP core design

recent approacf81], [32], and [37]. As evident, the proposed approach offers
significant improvement in quality of results (QoR). It is evident from Fig. 9.1

that the proposed approach achieves a significantly better QoR as compared to
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[31], and [37] with an average design cost reduction of 56.92 percent for all
benchmarks. Further, the average design cost reduction for the proposed
approach compared to [32] is 36.84 percent for all the benchmarks, indicating
a better QoR for the propasapproach than [32]. The integration of RSO
based architecture exploration with the proposed rphlise encryption
algorithm helps to determine lewost optimal secured image processing filter

IP core datapath with significantly lower design cost (hig@eR). Further,

the convergence and exploration time of the proposed approach to obtain
secured target filter IP cores are reported in Fig. 9.2. The proposed algorithm
reports an average convergence time of 77.2ms and an average exploration

time of 462.8ms This shows that the proposed loast multiphase
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encryption algorithm converges to an optimal solution in an acceptable time.
Moreover, the global best design cost reduction graph corresponding to
different image processing filter benchmarks for PS@ebaarchitecture
exploration is reported in Fig. 9.3. The graph depicts the reduction in the
global best solution design cost over various iterations obtained using PSO
based architecture exploration in order to determinedost final resource
architectue. As evident from Fig. 9.3, the proposed algorithm converges to
the global optimal solution in fewer iterations for smaller image processing
filter applications such as vertical and horizontal embossment. However, it
consumes 2 or 3 additional iteratiolws slightly larger applications, such as
blur and sharpening filters. It is evident that the proposed algorithm can
provide robust security with zero overhead in final design cost (i.e., no extra

register is required).

Proposed lowcost cryptechain base security methodologyThe proposed
FFA-based crypte hai n based security approacht¢
using area and latendased design cost function shown in eqgn. (3.9). Table
9.3 reports the computed design cost corresponding tadstvJPEGCODEC

IP core datapath before and after embedding the secret security constraints.
Further, Table 9.3 highlights the FHASE based lowcost optimized
architectural solution corresponding to secured JEEXBDEC hardware IP

core, design area, and design lateritis clearly evident from Table 9.3 that

the proposed FFDSE based security incurs zero design cost overhead while
securing the JPEGODEC hardware IP core. Next, a comparative study of
design cost between the presented technique and [31], [32],[43T].[44],

and [107] is illustrated in Fig. 9.9. As apparent from Fig. 9.9, the proposed
methodology offers an average design cost saving of 71.11% in comparison to
[44], [43], [33], and [107]. Further, it reports an average design cost saving of
11.08 %compared to [32] and [37]. This indicates that the presented approach
provides a notable advancement in the quality of results (QoR). The
incorporation of FFA based resource exploration with the presented key
driven cryptechain based security algorithmacilitates the production of a
low-overhead optimized secured JREGDEC hardware IP core with a

higher QoR i(e.,lower design cost).
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Table. 9.5:Comparison of probability of coincidenc€) and tampe
tolerance Tp) between the proposed approach, [44], [37], [32],
[31], and [107] corresponding to JPEG CODEC

Security g Security paé
Embed (<) (To)
secur
const

Proposed 4 512 1. 86F 1. 34E

Pal mprint b 231 1. 66 3. 45E

Steganogtr 4 100 [4. 500 NA

Wat er mar ki 240 [1.50E 3. 12E

Encrypted s 160 |2.801 1. 46E

Water mar ki 240 [1.50MH 1. 76E

DNA bi omet 128 3.6(91&3 40E

Table. 9.6: Variation of probability of coincidence and tam
tolerance corresponding to proposed appraach. embedded crypt
chain signature bits into the design for JFEGDEC

Signatu Probabil| Tamper t

(embeddeq coincifer (@)
design
32 7. F®IE 4. 29E+(
6 4 6. OO0/ E 1. 84E+]
128 3. 60E 3. 40E+ 3
256 1. 3GE 1. 15E+7
512 1. 8BGE 1. 34E+1

Table. 9.7:Comparison of entropy between the proposed appi
[44], [32], [43], [31], and [107] corresponding IPEGCODEC

Benchmar ks Proposed 3
Proposed appr 5. 6L E7
Pal mprint bion 2. 38E
Wat er mar ki ng 5. 66F
Encrypted sign 2. 08FE
Wat er mar ki ng 1. 661F1
DNA biometric 2. 8B

Table. 9.8 Optimality analysis of proposed technique for JJEGDEC
Par amet e Val ues

Spacing ( 0.476

Generati on 0
( GEN)
Wei ghted me 0.232

Spread (S 0. 463

Next, Fig. 9.10 reports the exploration aswhvergence time of the presented
approach to determine the secured JREGDEC IP core datapath. The
average exploration and convergence times are 109.26 sec and 52.83 sec,
respectively. Additionally, Table 9.4 also reports the exploration time,
convergene time, and convergence iteration corresponding to different
population sizesi.g., 3, 5and 7). The convergence iteration coum.,(the
iteration required by the DSE algorithm to converge to the global best
architecture solution) decreases with an increase in the population size of
fireflies. Table 9.4 establishes that the probability of convergence toward the
global best solution imeases with the increase in the population size. Further,
Table 9.4 compares the proposed approach (that useslfiFéh DSE) with
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Fig. 9.12. Design cost vs probability of coincidence traff
for proposed approach corresponding to vargiiggature size

PSQOdriven DSE [78] regarding exploration time, convergence time, and
convergence iteration corresponding to optimal secured JFRBGEC IP core
datapath. Table 9.4 indicates that the presented technique supersedes [78] in
terms of lower exploration and convergence timkigs to achieve the global
optimal solution. Moreover, [78] report the advancement of 88¢&n DSE

over other metdeuristic based DSE approaches such as GA, ACO, etc.

Further, Fig. 9.11 depicts the design cost reduction graph while achieving the
globd best configuration corresponding to JREGDEC hardware IP core

for FFA-based architecture exploration. The graph illustrates the design cost
reduction while reaching the global best solution over various iterations. As
explained above in this stdection, the FFA architecture exploration process
converges in fewer iterations with an increase in firefly population size
(shown in Fig. 9.11). Additionally, a design cestprobability of coincidence
tradeoff for the proposed approach corresponding to ngusignature sizes is
shown in Fig. 9.12. As evidenced from Fig. 9.12, the proposed approach
incurs zero design cot overhead with significantly lower valueCiobn

increasing the embedded signature bits.

(ii). Entropy analysis Entropy is described as eheffort required by an
adversary and uncertainty encountered in decoding the embedded hidden
information inside the | P design [ 134

estimated usingr:
Er = ((1/29*(1/En)*(1/R)*(1/2°%)) (9.3)
Wherze i6s the magnitudeEbofi sgdrPervaetnedd rs is

encodi nR riwl etshe r ound comput(@EP)isonds m
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the probability of finding the exact key hash buffer initializedue in SHA

512 cryptographic module (each hash buffer is initialized witkdpfened 64

bit value). Table 9.7 compares the entropy of the proposed approach with
similar approaches [31], [32], [43], [44], and [107]. The proposed approach
offers a strongr entropy value (lower probability value) compared to the prior

stateof-the-arts
9.1.2. Optimality analysis

The optimality assessment of the proposed security methodologies with
respect to the determination of the explored architectural solution for secured
image filters and JPEGODEC IP core is performed using the following
optimality metrics: (a) spacing (SPA), (b) Generational distance (GEN), (c)
weighted sum (WEM), and (d) spreading (SPD). Table 9.2 and 9.8 highlight
the computed values correspondingatiboptimality metrics for the proposed
low-cost multiphase encryption and laest cryptechain based security
methodologies. A zero value of the 'G' shows that the list of obtained solutions
using the presented approach lies on the true Pareto froetwisd a zero
value (or marginally higher than zero) for the spacing parameter designates the
even scattering of Pareto points on the curve. Next, the spread metric
computes how comprehensively the true Pareto front is covered. The obtained
lower value (.e., near to zero) corresponding to both spreading and spacing
metric indicates the scattering evenness of the obtained solutions along with

its extreme covering of true Pareto front

9.2. Experimental Results: Enhanced Security for Hardware
IPs Using IP Sellebs Pr ot ein Mol ecul ar

Facial Biometric-based Encryption Key

The experimental results of the proposed encrypted protein molecular
biometric based security methodology (discussed in Chapter 4) are analyzed

and discussed in this section
9.2.1. Experimental setup and benchmarks

The specification of the system used to implement the proposed approach is

processointel core2 duo, 2.10GHz RAM3GB. A 15nm opertell library
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[86] is used to determine both the latency and area of a DSP hardware design,

corresponding to resource constraints
9.2.2. Security analysis: Analysis of PCand TT

The probability of coincidentally detecting embedded security constraints in
an unsecured design is evaluated using PC metric. It is a measure of the false
positive of the metbdology. The probability of coincidence, that the same
design with the security constraints (example, watermark) is produced by any
other authors (IP vendors) must be reduced. The probability is proportional to
the probability that any specific design io@uced by a synthesis tool or by a
manual design. It also is an indicator of the presence of digital evidence inside
a secured design that can be used as a digital proof to handle IP piracy and
verify true IP vendor ownership. A lower value of PC indisaemore robust
security methodology with a higher value of digital evidence. Moreover, a
lower value of PC helps in the generation of signatures with greater
unigueness (digital proof), which provides a smooth, definite, and robust
differentiation betweerauthentic and pirated IP cores during the detection
process. Further, security against tampering attack is evaluated using the
tamper tolerance ability (TT) of the design. The larger is theskage, the
harder it is for an attacker to find the exact edded encrypted protein
molecular signature to tamper. The formulas of PC and TT are already

discussed in the previous section of this chapter.

The PC attained using proposed approach corresponding to DSP IP cores has
been reported for varying amino acielgsence length and encrypted protein
molecular signature size, as shown in Table 9.9. As evident from Table 9.9,
with the increase in the number of amino acids in the chain, the encrypted
protein molecular size increases, thereby resulting into larger emuimib
security constraints producing lower PC value. The proposed protein
molecular signature methodology is also compared with recentaéttite art
hardware security approaches based on fingerprint biometric [40] and
chromosomal DNA [107]. The compaois of PC of proposed approach with

[40] and [107] are reported in Table 9.10 and 9.11, respectively. As evident,
the proposed approach attains lesser PC (higher strength of ownership proof)
compared to both [40] and [107]. Further, PC comparison has a0 b
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Table. 9.9: Varia

fion BT akie d9Te (s ybsimpar s Biaedap

iy

pERRRSESRAPKRAFB A IP

#Amino Encrypted FIR | DFT | 4point DCT [ 8-pointDCT|  JPEG
acids protein PC
‘moleCUighgefprintimage | # of embénBedded sequgtpronsiraintroposed # of embedded PC of
signatyre size security fingerprint amina acid segurity proposed
50 200 2.5E12 | | corBfts of chd0] %.4E¢hain of 6.8EZonstraints of approach
200 108 protein 400 prgposed

fingerprinting [4

U

Image:1021% 108 15( 599 599 2.5E4
250 990 Imape:194E3 5.4E7 20( 1.1IE6 799 1.6E5
Imape:10218 108 25( 990 990 1.1E6
350 1382 |mape:19AESL3 9.4E7 30( 5.2E9 %184 8.0E8
Image:10318 108 35( 1382 382 5.2E9

reported for two different amino acid chains (protein sequeticend

sequence) for different DSP cores, as shown in Table 9.12. Moreover, the

PC comparison with conventional approaches [31], [36], [39], [43] has been

shown in Table 9.13. As evident the proposed approach attains lower PC value
(desirable) than the conventional approack&l], [36], [39], [43]. This is

because the proposed protein molecular signature capacitates the IP vendor to

generate more secret security constraints as compared to generated using

related approaches.
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Table. 9.11: Comparison of PC w.r.t. related work [107]

Bench Proposed Related work [107]
marks Max. Pc Max. Pc
[84] constraints constraints

FIR 225 0.9E13 128 3.7E8
ARF 306 1.79E18 128 3.7E8
DWT 110 2.1E11 92 1.2E9
JPEG 1408 3.6E9 128 1.7E1
MESA 1408 1.3E13 128 3.7E8

Next, thecomparison of tamper tolerance of the proposed approach with [40]
and [107] is shown in Table 9.14 and Table 9.15, respectively. As evident, the
tamper tolerance of the proposed approach is significantly higher due to
generation of more security constraintsing protein molecular biometric
signature than [40], [107]. Further, TT has also been compared corresponding
to two different amino acid chains using proposed approach. As evident from
Table 9.16, TT is higher for larger chain of amino acids (protegueancel).
Moreover, the TT comparison with conventional approaches [31], [36], [39],
[43] has been shown in Table 9.17. As evident the proposed approach attains
higher TT value (desirable) than the conventional approaches [31], [36], [39],
[43]. Thus, tle proposed approach offers robust security than contemporary

approaches against piracy and fraudulent ownership claim
9.2.3. Design cost analysis

The design cost DC, pre and pasnbedding of generated secret hardware
security constraints corresponding to encrypted protein molecular signature is

evaluated using the following design metric [32]:
06 Q— Q— (9.4)

Where,P; denotes the resource constraints of the de3igandAy signify the
security constraint embedded design latency and design area respeatively,
andL, denote the maximum possible area and maximum possible latency of
the designe; ande, denote weights of latency and area in the normalized cost
function. The used design cost function is similar to design cost function
discussed in previous section. T@ld.18 presents the design cost of proposed
security approach post embeddisgcurity constraints corresponding to two
different encrypted protein molecular signatuggtracted from two different
protein sequences. The proposed approach incurs negligible design cost

overhead post implanting facial biometric encrypted protein molecular
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1

Fingerprint image # of embedded TT of Proposed aming  # of embedded TT of %

Amino acid #Amino acids #Constraints FIR securitpFT | [fingépoiimt SBiobafald O || s@RE@Y constraints| proposed
chain Benchmarks Progesrgdrainis off3¢) | ap PDGEE psetein k31 Oof proposed approach | p

sequence apprdirgerprint [40pPC sequende approach
|2: Variation in BC for two differapnighacey ; L rinting [40

Sequence 350 5 PEG2EODY9 | 2.07E+180
Sequence 51 B p. (B 1.6F8L6E2 7P9 3.33E+240| ¢
Image:101 26 2. 19E+158 250 990 1.04E+298| ¢

Image:102_3 538 8.99E+161 300 1184 ~1.0E+358

Image:103_8 555 1.17E+167 350 1382 ~1.0E+417

signature corresponding to different protein sequence of varying length.

Further, a particular molecular signature of appropriate signature length can be
chosen by considering the secuilysign cost tradeoffThe security (Pe)

design cost tradeoff forwo different protein sequences (sequehcand

sequenc®) corresponding to the varying strength of embedded security

constraints is shown in Fig. 9.13. As evident from Fig. 9.13, the lesser value of

probability of coincidence is achieved (desirable) watf increase in the

number of embedded security constraints for both the protein sequences (1 and
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Table. 9.15: Comparison of tamper tolerance (TT) w.r.t. related work

Bench Proposed Related work [107]
marks Max. TT Max. TT
[84] constraints constraints
FIR 225 5.39E+67 128 3.40E+38
ARF 306 1.30E+92 128 3.40E+38
DWT 110 1.29E+33 92 4.95E+27
JPEG 1408 1.0E+421 128 3.40E+38
MESA 1408 1.0E+421 128 3.40E+38

Table. 9.16: Variation in TT for two different encrypted prc
sequence of varying length using proposed approach

Amino acid | #Amino # TT
chain sequencg acids Constraints
()
Sequencd 350 1382 ~1.0E+417
Sequence 51 197 2.0E+59
Table. 9.17: Comparison of TT with relatapproaches
Benchmarks| Proposed [39] [36] [31] [43]
approach
FIR 5.39E+67 1.32E+32 | 7.5E+38 | 7.0E+13 | 1.0E+3
ARF 1.30E+92 1020E+24 | 7.5E+38 | 7.0E+13 | 1.0E+3
1D-DWT 1.29E+33 1.20E+24 | 7.9E+16 1.0E+6 | 1.0E+3

Table. 9.18: Design cost of embedding encrypted protein molecular signatu

Benchmarks| Design cost of Design cost of encrypted
[84] encrypted protein | protein molecular signatur
molecular signature implanted design
implanted design corresponding to
corresponding to Sequence (128 digits)
Sequencd (1408
digits)
8-point 0.473 0.473
DCT
FIR 0.569 0.567
ARF 0.476 0.473
DWT 0.615 0.617
JPEG 0.214 0.214
MESA 0.280 0.280

2). This is because embedding a higher number of security constraints makes
it more challenging for an adversary to detect the authentic signature in an

unsecured design version.

A lower value of PC depicts the presence of stronger digital evidence
(definitive proof of ownership). Further, embedding more security constraints
may impact the design cost. This is because embedding a higher number of
security constraints into a smaller IP design may require extra storage element
(registers) for accommodatingosage variables post performing the local
alteration as per the constraints embedding rule (a single register cannot be
assigned with two storage variables at the same control step). Therefore,
sometimes, new registers may be required to accommodatee ajeherated
hardware security constraints into the design, which in turn may increase the

design cost of the secured IP. However, in the proposed methodology an IP
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Table. 9.19: Entropy of the proposed approach

Facial Facial Generated Entropy
features encryption security
(m) key size K) constraintsg)
5 32 1382 2.27E452
9 64 1382 5.28E462
11 83 1382 1.01E467

Table. 9.20: Comparison of entropy between proposed apj
and RNG techniques (crypto key basedi SSL TRNG)

Proposed Key based RNG SSL TRNG
approach techniques [31], [39] [133]
1.01E467 2.98E39 9.33E302

Table. 9.21: Total computational time of the proposed app
with and without facial encryption mechanism

Benchmarks Computational Computational
time without facial | time with facial
encryption (msec)| encryption (msec)

FIR 744 824
ARF 842 922
DWT 840 920
JPEG 1598 1678
MESA 1152 1232
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=@—#Embedded security constrainta@= Design cost

Fig. 9.13. Securitgesign cost tradeff for 8-point DCT correspondir

to two different protein sequences for varysegurity constraints

vendor can choose the strength of hardware security constraints for embedding

depending upon the size of application and desirable security strength

9.2.4. Entropy

analysis

The effort required to guess the exact protein molecular signature embedded

can be quantified ae =1+ 2+, where's' stands for the number of generated

protein

mo |

ecul ar

(protein molecular sequendg,t h e n

signatursé
t heed vias ue .-447 Fhis7 51 E

bst 438Fo0bi

is an estimation of the entropy of the proposed approach in terms of the

hardness of the adversarial guessing and effort. In the proposed approach, the

order in which the amino acid is sequenced in polypepuiidén to obtain the

protein molecular signature is unknown to an adversary. In the proposed

approach, 20 different amino acid elements can be concatenated to generate a
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robust protein molecular signature. This results in 20! (Factorial 20)
permutations. Fther, 11 different facial features can also be concatenated to
generate facial encryption key. Therefore, the total efi@jtrequired from an

adversarial perspective:
Entropy= 1/n! 3 1/2°3 1/m!3 1/2 (9.5)

Whermné ©6s the number of the different
signature bmtigenbdereanumber déof facial f
encrypti &kin keyt mendsibze of faci al encry
n=20,s=1382, m=11 an#=83 thenTg= 1.01E467. The larger the value of

s, mandk, the higher the effort required from an adversarial perspective. The
entropy in terms of the hardness of the adversarial guessing and effort of the
proposed approach cosgonding to varying encryption key size (based on
different facial features), is shown in Table 9.19. Table 9.19 presents the
entropy corresponding to varying size of encryption key and embedded
security constraints generated through proposed protein ntelesignature.
Additionally, the comparison of entropy of the generated signature using
proposed approach with crypto key and semiconductor superlattice true
random number generator (SSRNG) based approach, is shown in Table

9.20. The proposed approadepicts improved entropy (lesser probability

value) than techniques [31], [39] and [133]. Further, the computational time of

the proposed approach corresponding tao
and without faci al encr ypd B2ln Thenodul e
computational time corresponding to facial encryption key generation block is
adopted from [41]

9.3. Experimental Results: Securing Hardware IPs by
Exploiting Statistical Watermarking Using Encrypted
Dispersion Matrix and Eigen Decomposition Framewrk

The experimental results of the proposed statistical watermarking based
security methodology (discussed in Chapter 5) are analyzed and discussed in

this section

9.3.1. Experimental setup and benchmarks
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The experimental assessment of the proposed approabledraperformed on

a system with a 2.30 GHz processor and 4 GB RAM. A 15 nm technology
scale based on the NanGate library [86] is used in the proposed approach to
evaluate design area and latency corresponding to IP vendor selected resource
configurations.The benchmarks used in the experimental analysis and their
details (including their CDFGs, scheduling, register count, etc.) are available
in [40],[41],[84]. The framework/tool used for characterizing area/latency is
adopted from [41] and is publicly alable at [85]. The maximum design
space capacity (in terms of exhaustive resource configurations available) is as
follows: 8-point DCTi 8; FIRT 64; ARF 32; DWT- 20; JPEG 2048 [46]

9.3.2. Analysis of attack scenarios

(). Security Against Forgery Attack:In the proposed approach, it is not
mandatory to store the embedded signature. The authentic IP vendor can easily
perform IP ownership resolution by matching the security constraints with the
embedded security constraints of the IP design. On the contraeyeragon

of original encrypted security constraints is impossible for the adversary as the
regeneration process requires decoding of several security parameters such as
(a) IP vendor selectedpt key for resource configuration generation, (b) IP
vendor chosen AES encryption key, (c¢) IP vendor chosen characteristic
security parameters such asr (Ay), var (Lg), (cov (A, Lg), eigen roots, and

the number of resource configuration chosen, (d) concatenation rule for
appending the encrypted characteristecret data to generate the final
encrypted signature, and (e) IP vendor specified encoding rule to convert the
encrypted signature into security constraints. Therefore, the proposed
approach is resilient against possible forgery attack by an SoC intedraéor

used acronyms are explained in Chapter 5.
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(i1). Security Against Brute Force AttackThe proposed approach is capable

of providing resistance against brutede attack due to its very high tamper
tolerance ability. Due to greater size of the watermark signature generated, the
signature space of the proposed approach is extremely large. Therefore, from
an attacker 6s per specti vexact signaurepr ob a |
combination used for embedding security constraints is extremely low.
Henceforth, the proposed approach provides sturdy resilience against brute

force attack used for tampering and/or removal of the embedded watermark.

(ii). Security against False Positive and Ghost Signature Search Attack:

The implanted secret mark (watermark) should be seamlessly detectable to
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Table. 9.25: Comparison of probability of coinciden€) @nd tampe
tolerance Z) with variation in signature strength correspondin
JPEGCODEC IP for the proposed approach

p-biktey based|Vari at G Z
configural signa

[1,4], H2128 51Ri t|] 2. 3H 1. 34E

[1,471, [1, 1] 89Bi t| 1. 4AFH 5. 28 E
Exk=128 bit

[1,4], [1, 1] 1792t 1. 9BF 2. 79 E
Exk=256 bit

establish the proof of authorship. This indicates the credibility of the
embedded watermark. No third partye(, other than the IP owner) should be
able to claim the watermark by chance. The probability of coincidence serves
as a metric to assess the likelihood of coincidently detecting the exact security
constraints within an unsecured IP design (false positive).likelihood of a
successful ghost signature search attack is the same as the probability of
coincidence. In the proposed approach, the credibility of the embedded
watermark is extremely high due to its lower probability of coincidence. This
is because #h proposed approach is capable of generating/embedding much
larger number of secret watermarking constraints into the I[P design.
Therefore, the likelihood of launching successful ghost signature search attack

is extremely low
9.3.3. Security analysis: PC, TT andentropy analysis

Tables 9.22 and 9.23 report the comparison of the probability of coincidence
between the proposed approach, [31], [40], [41], and [43]. In case of the
proposed approach, the security constraints that can be generated and
embedded are Iger in size, therefore the maximum embedding possible (as
reflected in tables 9.22 and 9.23) corresponding to different applications are
higher and different, than prior approaches. On the other hand, for prior
approaches [40], [41], and [43], the segubnstraints in Tables 9.22 and
9.23 are same, because the maximum possible generation of security
constraints for embedding corresponding to different applications is exactly
same. Further, Table 9.25 shows the comparison of the probability of
coincidene with variation in signature strength corresponding to the JPEG
CODEC IP for the proposed approach. The proposed approach depicts a lower
value of C; as compared to the prior approaches [31], [40], [41], and [43],
indicating stronger digital evidence dtegethe generation and embedding of a

larger number of hardware security constraints. Table 9.25 shows, adhéhe
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proposed approach decreases with the increase in signature strength. This
shows that the proposed approach carries the capability to generate and embed
larger signatures for achieving a low&r value (Note: the same resource
configuration and encryptionely have been used for proposed approach and

prior works). The proposed approach is capable of producing larger number of
watermarking constraints for embedding as digital evidence due to the
following security variables in the framework: (a) creation ofthematical
watermar k by extracting variance and c¢
space parameters, (b) creation of mathematical watermark by capturing
variance and eigen roots of the | P ve
(such as resource cogfirations, area, latency, etc. corresponding to the
hardware application), (c) inherent capability of the proposed framework to
extract secret design parametric information for creation of watermarking
constraints. The above mentioned blocks exploited asenmarking
framework, has not been wused in any prior approaches for
generation/embedding of security constraints. Therefore, the proposed
approach is more robust against standard attacks and is capable of offering

stronger digital evidence than prior apaches.

Next, Table 9.24 reports comparison of tamper tolerance between the
proposed approach, [31], [40], [41], and [43]. The proposed approach depicts a
higher value off T/Z; as compared to the prior approaches [31], [40], [41], and
[43] due to the gemation of a larger number of hardware security constraints
and a greater signature space. Further, Table 9.25 compares the tamper
tolerance with variation in signature strength corresponding to the -JPEG
CODEC IP for the proposed approach. As evident frbenTable 9.25, the
proposed approach's tamper tolerance ability increases with an increase in

signature strength.
Further, the entropy of the proposed approach can be represented as follows:
Er = 1/2%% 1/2%* 1/2° * (L/(Aw*M )" (9.6)

Where d' is the length of the final generated encrypted signatiis,the size
of the encryption keyp" is the size of the secret key used by the IP vendor for

deciding the input resource configuratioly"is the maximum possible value

180



le. 9.26: R
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2sBrips @fiprogos ) 6 & Bpp& R IR (4110213108 [Eaki 48] 6B E 3. 08BFE
FI R b 303840109. ¢383|02.508FE19 8/. BEL[] 3. 0BE
ARF b 100®B4£718Y. @385 0|02 .408E23 8|. 6BIFH 3. 0BE
DWT D 609®AY275. 072 2|02 . 608EL4 8. BELH 3. 0BFE
JPEG 37900 BY823. CRA | 02..10$7E1378.67985 3. 0BE
CODEC |

for adder,My' is the maximum possible value for the multipberresponding

to the targeted application, ardis the IP vendor chosen number of resource

configurations from the design space. Table 9.27 reports the comparison of

entropy between the proposed approach, [31], [40], [41], and [43]. Further, as

evident from Table 9.27, the proposed approach offers a stronger entropy

value (.e.,a lower probability value) compared to prior approaches [31], [40],

[41], and [43]. Moreover, Table 9.28 illustrates a comparison between the

entropy of the proposed approach,yptographic key random number

generator (RNG) [31] and a semiconductor superlattice true random number

generator (SSITRNG) [133] based approaches. The proposed approach
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Table. 9.28: Comparison of Entropy between Proposed App
and RNG Techniques (Crypto Key based) for JPEGDEC

Proposed | Key based|SSL TRNG

9. 9 EY 8. 6B& 9. 3BE2
@ 1.00E-03 0.3
(]

[S]
c
[}
2 1.00E-02 0.2
c
S
o
S
> 1.00E-01 0.1
=
©
S
& 1.00E+00 0.0
512-bit 640-bit 768-bit 896-bit
Ci Design cost

Fig 9.14. Design cost vs probability of coincidence traff
for proposed approach for varying IP vendanature size
corresponding to JPEGODEC IP

demonstrates enhanced entropy, indicated by lower probability values
compared to [31] and [133]. This is because the proposed approach offers
more resistance and uncertainty to an attacker than othggrmarking
approaches [31], [40], [41], and [43], and [133]. More explicitly, an attacker
needs to decode the following resistive parameters to overcome the
uncertainty in regenerating or forging the exact security constraints, which
offers stronger endpy than existing works: (a) The differenbji key values

for deciding the number of input resource configurations, (b) Design
parameters chosen for dispersion matrix and Eigen matrix, (c) Encrypted
signature strength, (d) Size of the encryption key (&),Maximum possible

value (Av', My') of the resources used, such as adders, multipliers, etc
9.3.4. Design cost analysis

The design cost function used here is same as the design cost function
discussed in prior sections of this chapter. Table 9.26 rep@td’tvendor's
chosen resource configuration for scheduling, its design area, latency, and cost
corresponding to the design. As evident from Table 9.26, the proposed
approach provides robust security at a negligible design overhead of 0.2 %.
Further, Fig.9.14 illustrates the design cogs. probability of coincidence
tradeoff for the proposed approach for varying IP vendor signature sizes. The
value ofC; decreases with an increase in signature size at a constant value of
design cost for JPEGODEC IR
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9.4. Experimental Results: Securing GLRT Cascade
Har dwar e | P using | P Sell er 6:

Framework for ECG Detector

The experimental results of the proposed secure GLRT cascade hardware IP
design framework (discussed in Chapter 6) are analyzediaogssed in this
section. The experimental assessment of the proposed secure GLRT hardware
IP core design for the ECG detector has been performed on a system with a
2.30 GHz processor and 4 GB RAM. A 15 nm technology scale based on the
NanGate library [8pis used in the proposed approach to evaluate design area
and latency corresponding to secure GLRT hardware IP core. The proposed
design in this paper is a simulated version of the secure GLRT hardware IP at
register transfer level (RTL). In case fabrazhtversion of the design RTL is
intended using the layout level information, standard CAD tool based design
synthesis steps at lower levels can be employed to generate the layout level
representation of the designed secure GLRT hardware IP (at RTL)

9.4.1. Analysis of attack scenarios

(). Security against Forgery and Spoofing Attackorgery and spoofing are

not feasible in the case of the proposed approach. This is because the
biometric fingerprint minutiae points are pg®red in an encrypted format in

a safedatabase for validation/detection later. Any attacker endeavoring to
forge the stored encrypted biometric fingerprint template would be
unsuccessful in using it since he/she does not have the knowledge of the
advanced encryption standard (AES) private keeded for decryption.
Furthermore, a spoofing attack is not applicable in the case of IP piracy
detection. This is because the attacker's goal is to evade/escape IP piracy
detection by removing/tampering with the original embedded secret signature
(secuity constraints). However, an attacker may attempt to launch spoofing to
falsely claim IP ownership, which is not possible as spoofing of encrypted
biometric fingerprint template requires forgery of the-gi@ed encrypted
biometric fingerprint templateyhich is not useful until an attacker is capable

of successfully decrypting the encrypted template using the AES private key.

Besides, an attacker also needs to decode the following security parameters:
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(a) the number of features used in each templat@nigerprint, (b) number of
minutiae points and their exactddmensional coordinates used for template
regeneration, and (c) concatenation order of minutiae points used for
regenerating the fingerprint template, for performing successful and accurate
spoding to falsely claim IP ownership. Therefore, forgery and spoofing attack

is not possible in the proposed approach.

(if). Security against Side Channel Attack (SCA) and Machine Learning
(ML) -based AttackThe proposed security methodology stands stroagnag

SCA and MLl-based attacks, in contrast to Rb&sed techniques. This
resilience is attributed to the fact that the proposed security approach incurs a
zero impact on the overall design cost of GLRT IP. Hence, the secret
biometric fingerprint watermarlembedded design does not leak significant
sidechannel information (such as delay, power, etc.). In the proposed
approach, the biometric fingerprint watermark constraints (digital evidence)
are embedded solely by locally modifying the register assignnfgmtsugh
swapping). Consequently, there is no noticeable impact on side channel
parameters from an attacker's perspective. Furthermore, ML attacks are not
applicable to a design with an embedded watermark (in case of proposed
approach), as it does not yebn challengegesponse pairs, which are prime
targets for adversarial/modelling attacks, contrary toBaded systems.

(ii). Security against BruteForce Attack (Tamper Tolerance)An attacker

may attempt to perform a bruterce attack to remove/tampéne original
embedded secret watermark (fingerprint security constraints). Tamper
tolerance measures security in terms of the brute force attempts by adversaries
to tamper the design or guess the exact signature combination. A figher
value is desirable as it indicates a larger signature space, resulting in huge
possible signature combinations. A highervalue increases the complexity

for attackers in their attempts to discover the exact watermark signature
combination (security cobsints). In the case of the proposed approagis
extremely high when launching a brdtece attack. Therefore, removing the
embedded biometric fingerprint based watermark (security constraints) of the

proposed approach is highly challenging.
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Table. 9.29: Comparison of probability of coincidenCg between the proposed fingerp
embedded secure GLRT cascade IP with facial biometric [40] embeddeédsigh an
digital signature embedded IP design [39]

Proposed seg Design wit Design wit
with fingse constraint signatur e
Secur C Secur G Secur G
const | const const
250 3. 57E 16 2. 4BE 16 2. 4BE
275 4. 0BIE 32 6. 00E 32 7. rAE
300 4. 6D0E 64 3. 8AF 64 3. 80F
346 8. 4N%&E 81 8. 604& 128 1. 46%F

Table. 9.30: Comparison of probability of coincidenCg between the proposed fingerp
embeddedsecure GLRT cascade IP with encrypted signature embedded IP design
hardware watermarking embedded IP design [31]

Proposed sed Design with Design with

with fing-eg signatur e [ 31]
Secur Ci Secur G Secur (o
const | const const

250 3. 57TE 32 6. X0/ E 32 6. X0/ E

275 4. 0B 6 4 3. 80F 6 4 3. 8AFE

300 4. 60E 128 1. 46E 128 1. 46FE

346 8. 41L& 160 8. 9O E 240 8. 5RE

Table. 9.31: Comparison of tamper tolerancg) (between the proposed fingerp
embedded secure GLRT cascade IP with facial biometric [40] embedded IP des
digital signature embedded IP design [39]

Proposed sec Design wit Design wit
with finge constraint signature
Secur T Secur T Secur T
const const const
250 1. 80E+ 16 6. 55E 16 6. 55E
275 6. 07 E+ 32 4. 29E 32 4. 29E
300 2. 03 E+ 6 4 1. 84E 6 4 1. 84E
346 1. 43E+ 81 2. 41E 128 3.40E

Table. 9.32: Comparison tdmper toleranceT() between the proposed fingerprint embe
secure GLRT cascade IP with encrypted signature embedded IP design [43] and
watermarking embedded IP design [31]

Proposed secure GLRT IP|  Design with encrypted Design with watermark
with fingerprint signature [43] [31]

Security T Security T Security T

constraints constraints constraints
250 1.80E+75 32 4. 29E 32 4. 29E
275 6.07E+82 6 4 1. 84E 6 4 1.84E
300 2.03E+90 128 3.40E 1238 3.40E
346 1.43E+104 160 1. 46E 240 1. 76E

(iv). Security against Ghost Signature Search Attack and False
Positive/Watermark Collision (Probability of CoincidenceThe credibility

of the embedded secret watermark should be seamlessly detectable for the
evidence of authorship. No third partye(, otherthan the IP owner) should be

able to claim the watermark by chance (in order words watermark collision
should be as low as possible). The probability of coincidence serves as a
metric to assess the likelihood of coincidently detecting the exact security
constraints within an unsecured IP design (false positive). The likelihood of a

successful ghost signature search attack is the same as the probability of
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coincidence. Thus, a lowé&} value signifies more robust security and stronger

credibility, indicatirg higher level of security
9.4.2. Security analysis

Embedding the IP vendor's digital fingerprint template provides robust
security to the designed GLRT hardware IP core of the ECG detector. This is
because of the following reasons: (a) IP vendor's fingerdrgital template
facilitates the integration of a unique natural identity with the design synthesis
flow that increases the robustness of the proposed approach against IP piracy
and false claim of IP ownership, and (b) the inclusion of several IP vendor
specific parameters and rules such as concatenation rule, mapping rule,
truncation length, etc. hinders the adversary from exactly regenerating the
digital fingerprint template. The security analysis of the proposed secure
GLRT hardware IP core is performading established security metrics in the
literature [25], [31], [32], [33] such as (a) probability of coincidence (false
positive), (b) tamper tolerance. These metrics are already defined in section
9.1.1 of this chapter.

Tables 9.29 and 9.30 report thengparison ofC; between the proposed secure
GLRT cascade hardware IP with embedded fingerprint and secure GLRT
cascade hardware IP with facial biometric [40], digital signature [39],
encrypted signature [43] and hardware watermarking [31]. The proposed
seare GLRT cascade hardware IP core with embedded fingerprint surpasses
[40], [39], [43], and [31], as clear from Tables 9.29 and 9.30. The
determination of the larger number of security constraints in the proposed
approach helps in achieving a lower valti€€pthan [40], [39], [43], and [31].
Embedding a larger number of security constraing., (the presence of
greater digital evidence in the design) increases the attacker's effort to locate
the same security constraints in an unsecured GLRT hardwdssiigh. Next,
Tables 9.31 and 9.32 show the comparisoif; dietween the proposed secure
GLRT cascade hardware IP with embedded fingerprint and secure GLRT
cascade hardware IP with facial biometric [40], digital signature [39],
encrypted signature [43] andardware watermarking [31]. The proposed
approach supersedes [40], [39], [43], and [31], as clear from Tables 9.31 and
9.32, due to the determination of larger security constraints. A higher value of
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Table. 9.33: Desigmatency, area, and resource configuration of proposed secure Gl
before and after embedding fingerprint signature

Applical Resou|{Unsecur gded| Proposed f

confi fingerprint embedded

on design

Desi Design|Desi gDesig

area |l atenc|larea ||l aten

(uim (um [(ps)

GLRT cas|2(+), |273.61656.0[273.€1656.
hardwar e

Table. 9.34: Design cost, leakage power, register count and resource configur
proposedsecure GLRT hardware IP before and after embedding fingerprint signature

Applical ResoulUnsecured d| Proposed f
confii fingerprint embedded
on ar design
regis| Desi Leaka| Desi Leakd

cCost power cost powe

GLRT cas| 2(+),
hardwar e and 1 0.43 8. 8w 0.44 8. 8wW
regis

1.00E-08 0.6
LOOE-09 |
1.00E-10 | 0.4
1.00E-11
1.00E-12 0.2
1.00E-13 |

1.00E-14 f t t t 0.0
250-bit 275-bit 300-bit 346-bit

Probability of coincidence (Ci)

| Design cost

Fig. 9.15. Design cost vs probability of coincidence traffefor
proposed secure GLRT cascade for varying fingerprint signature

T, signifies a larger signature space because of greater signature combinations.
This makes it significantly harder by increasing the attacker's effort/time to

guess the exact embedded signature combination from larger signature space
9.4.3. Design cosi@nalysis

Thedesign cost is computed using equation (9.7):

o Q — Q — (9.7)

where,e; = &, = 0.5 for giving equal weightage to design latency and &rea,

and Ar are design latency and area corresponding to GLRT hardware IP.
Further, Lmax and Amax are their corresponding maximum latency and area,
respectively. Table 9.33 reports the design latency, area, and IP vendor
specified resource configuration of the pragabsecure GLRT hardware IP for

the ECG detector before and after embedding the fingerprint template. As

evident from Table 6, the proposed secure GLRT hardware IP core with
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fingerprint biometric provides robust security at zero design cost overhead
(i.e., no extra registers are required). As evident from Table 9.34, the power
overhead of the proposed approach is 0%, as the post fingerprint embedded
design does not incur any extra functional units or registers. Table 9.34 also
reports the leakage power valud preembedded and post fingerprint
embedded GLRT IP core. Therefore, the proposed secure GLRT IP core
produces reliable designs as lpewer designs result into lesser heat
dissipation.

Further, Fig. 9.15 highlights the design cest probability of @incidence
tradeoff for the proposed secure GLRT cascade for varying fingerprint
signature sizes. The value Gf decreases with an increase in signature size at

constant value of design cost

9.5. Experimental Results: Exploiting Voice BiometricBased
Watermarking Framework for Securing Hardware IP

Cores

The experimental results of the proposed voice biometric based security
methodology (discussed in Chapter 7) are analyzed and discussed in this

section
9.5.1. Experimental setup and benchmarks

The experimenth validation and analysis of the proposed approach are
performed on Intel(R) Core (TM) 19700 CPU @ 3.00GHz and 4GB RAM.
We analyze the impact of a varying number of selected voice biometric
features on the signature template size. Further, the sectitie @roposed
approach has been analyzed in terms of (i) strength of IP ownership proof
using the probability of coincidence metric, (i) tamper tolerance of the
proposed voice signature, and (iii) security against forgery attack.
Additionally, we evaluad the impact of voice biometritased hardware
security on design metrics such as area and latency (delay) and the final design
cost for various DSP benchmarks [84]. A 15nm technology $=ded Nan
Gate library [86] has been used to compute the desggnas
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9.5.2. Effect of feature selection on voice signature size and sensitivity

analysis

Theimpact of varying number of selected features, such as pitch and intensity,
on voice signature size has been analyzed for different benchmark applications
in Table 9.35. This table compares different signature strengths generated
from a different number foselected timestamps (Ts) or pitch and intensity
features (such as 10, 12, 14, and 15 Ts). As shown, the signature size increases
with the increase in Ts or the number of features extracted. Hence, a larger
number of Ts can be chosen to generate a higizer signature for higher
security. Further, a slight variation in the timestamp does not affect the
signature size but affects the voice featuses, pitch, intensity, Jitter and
Shimmer. This results in a completely different signature template. It is
noteworthy that there is an infinite number of timestamps possible for
extracting pitch and intensity values for a particular voice sample. This may
lead to an infinite number of possible signatures through variations in
timestamps or features. Howevenetgenuine IP vendor being aware of the
selected value of the timestamp, can generate the same signature template for
verification. On the other hand, the variation in signature with timestamps
thwarts an adversary from reproducing the same signatureaienipi misuse

or during verification.

Scalability of the proposed approaciihe proposed approach can generate
very long size signatures by extracting the features (pitch and intensity) at
large number of timestamps. Further, the strength of the aigngenerated

from a voice sample also depends on the size of the targeted IP core.
Therefore, the proposed technique is scalable in nature as it provides the
ability to accommodate more constraints in big size applications like moving

picture expert groupMPEG) IP for securing them.

9.5.3. Security evaluation and comparison with prior watermarking

techniques

The security evaluation of the proposed approach is performed using
probability of coincidence and tamper tolerance security metric. The

probability of coirtidence is the measurement of the strength of IP ownership
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Table. 9.35:Variation in Signature Size (in bits) with variation
selected number ofimestamps (Ts) or pitch and intensity values

Voice-001

Vari at Signafuaeevariati
numberl 11 R/ I DC] FIR|  MPEQ 4poi
ti mest DCT
10 Ts 191 191 191 191 77
12 Ts| 205 220 220 220 77
14 Ts| 227 249 249 249 77
15 Ts| 234| 262 264 264 77

Table. 9.36: Comparison of PC value with variation in signature siz
varying # of timestamps or pitch and intensity values

#Ts I I R| 8poi FI R| MPEG4point
var.i | DCT

10 T7. 2122 4. 48| 4. 46| 9. 642 3. 42 F
12 T2.526.871|6.871|3. 356 3. 42 F
14 T4.983| 1. 04|1. 04| 1. 64 3. 42 FH
15 T2.98|4.58|/3.98|6. 5| 3. 42 H

Table. 9.37: Comparison of probability of coincidence o
proposed with other watermarkitechnigues

Wa t-e | Pc
mar kil 4poin 8poi FI R| MPEG
techn DCT | DCI1
Propo 3.4 H4. 58| 3. 98| 6. %
[ 36] 2.Q8 | 7.8 7. E 7. 217
[ 37] 3.8E|1.8¢q 4. 8E 1.3E
[ 40] 3.54H2. 36| 4.9B| 2. 8
[ 41] 2. BE|5. 3% 5. 3| 5. 25
[ 44] 2. F2H3. X8| 3. 38| 2. 24
[ 31] 2.6BH3. O 3. r©| 5. B
[ 43] 2. 6BHS5. 24| 5. 24| 6. 95
1.00E-08
1.00E-07
1.00E-06
1.00E-05
1.00E-04
1.00E-03
1.00E-02
1.00E-01
1.00E+00
IR 8-point FIR MPEG 4-point
DCT DCT
e \/0iCe-001 Voice-002 e====\/0ice-003
Voice-004 Voice-005

Fig. 9.16.Comparison of Pof the proposed approach among
different voice samples (15 timestamps)

proof. The lower the probability of coincidence, the higher the strength of IP
ownership proof will be. The PC value corresponding to the target applications
decreases with the increase in signature size (or timestamps) as shown in
Table 9.36. Further, th€C achieved using the proposed methodology is
compared with different stat#f-the-art watermarking techniques [31], [36],
[37], [40], [41], [43] and [44] in Table 9.37. As shown, the proposed approach
offers a lower probability of coincidence as compdredtateof-the-arts [31],

[36], [37], [40], [41], [43] and [44], indicating higher strength of IP ownership.
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Table. 9.38: Comparison of tamper tolerance with variatic
signature size for varying timestamps or pitch and intensity value

#Ts 8poir FI R MPEG| 4poi

| DCT DCT
10 79.8E+ 9. 8E+ 9. 8E+ 2. 3 E
12 176.8E+ 6. 8E+ 6. 8E+| 2. 3E
14 178.2E+ 8. 2E+ 8.2E+ 2. 3E
15 175.5E+ 8. 8E+ 8. 8E+ 2. 3E

Table. 9.39: Comparison of tamper tolerance of proposed w
other watermarking techniques [36],[40], [41], [44], [31], and [43]

Wa t-e | Pc
mar kil 4poi i 8poirn FI R MP E G
techn DCT | DCT
Propo 2. 28E5. 49E|8. 78E|8. 78E
[ 36]] 5. 08E| 4. 1EH4 4. 1EH 4. 1EH
[40]] 8. 47E 5. 39E|2. 25E|2. 25E
[41]]2.41E 2. 41E 2. 41E 2. 41E
[44] 7. 62E 4. 36E|1. 64E|1. 64E
[31]] 1. 02H 3.27H 3.27H 3. 27H
[43]] 1. 04H 1. 04H 1. 04 1. 048EH
1.00E+147 e
1.00E+126
1.00E+105
1.00E+84
1.00E+63
1.00E+42
1.00E+21
1.00E+00
IIR 8-piont FIR MPEG  4-point
IDCT DCT
e \/0ice-001 Voice-002 e \/0ice-003

e \/0ice-004

Voice-005

Fig. 9.17.Comparison of TT of the proposeg@proach among
different voice samples (15 timestamps)

The higher PC is achieved due to the ability to generate a larger voice
signature template, embedding a higher number of hardware security
constraints. Further, the PC value for five different voice samgplesported

in Fig. 9.16.

Next, the TT value of the proposed voice signature increases with an increase
in the signature strength as shown in Table 9.38. The higher tamper tolerance
helps preserve the author's signature for seamless verification of tkherf-u
Table 9.39 shows that the proposed approach has a higher value of TT as
compared to statef-the-art [31], [36], [40], [41], [43] and [44]. The high
value of TT is achieved due to the larger size of the signature and the multiple
encoding used. Fier, the TT value for five different voice samples is also

reported in Fig. 9.17.

9.5.4. Design cost analysis and security tradeffs
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The design cost function used in the proposed approach has already been
discussed in prior sections of this chapter. Table 9.40 illustrates the design
area, execution latency or delay, and design cost before and after embedding
the voice signature constrairits different benchmarks. Further, it reports the
incurred design cost overhead due to the embedding of voice bicimnated
signature into the designs and compares it with the most recent
watermarking/steganography approaches [36], [37], [44]. The gvetasign

cost overhead of the proposed technique is 0.18% which is lesser than the
related approaches [36], [44]. However, the design cost overhead of [37] is
slightly lower as it embeds a lesser number of constraints than the proposed
approach. The oveead of PUF based techniques [135], [136] are reported as
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follows. In the case of [135], area overhead of 52% in LUT, 55% in slices
count and delay overhead of 17%; and in the case of [136], 5.16% delay
overhead has been reported previously [136]. Henas,itfiplies that the
proposed watermarking is more design edfftient than the PUF based
techniques. Further, Table 9.41 presents a security cost tradeoff analysis of the
proposed approach. It is evident from the table that embedding a smaller
signature(such as 32 bits) and a larger one (such as 256 bits) has almost a
similar effect on design cost with minimal overhead. Hence, the proposed
approach is capable of offering higher security using larger signature strength

without significantly affecting degn cost

9.6. Experimental Results: HLS-Based Exploration of Low
Cost (Optimal) Functional Trojan-Resistant Hardware

IP Designs

Theexperimental results of the proposed HLS based Trojan resistant approach
(discussed in Chapter 8) are analyzed and discusseid section

9.6.1. Experimental setup and benchmarks

The proposed approach, [45], [46] and [53] have been implemented using a
system with 2.30 GHz processor with 4 GB RAM. Further, ten runs have been
performed to obtain the final result, and the average valubdes reported.

We have given equal weightage; (= e, = 0.5) to both delay and area
objective to the proposed PSUSE-based optimal Trojan resistant hardware
design approach. Providing equal weightage to the design cost function
(discussed in Chapter 8)rf evaluating fithess ensures both design area and
schedule delay are given equal priority. This is because, from an SoC
integrator perspective, designing Trojan resistant may cause area and delay
overhead concurrently. Therefore, it is necessary for the @tegrator to
provide equal preference to both the design parameters during fitness
evaluation. On the contrary, providing unequal weightage ende; in the
context of area and delay shall provide an imbalanced fithess evaluation,
causing exploration of results that are not truly optimal. Henceforth, providing
equal weightage te; ande, = 0.5 in the context of normalized design cost

function has beemstablished practice for design space exploration in HLS
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[45], [78]. However, the proposed approach is scalaide, capable of
handling small and large hardware applications in minimal exploration time.
The PSGDSE settings used for generating resulbesed on empirical
analysis) for proposed framework are acceleration coefficierandb,) = 2;
inertia weight §) = linearly decreasing between 0.9 to 0.1; swarm sige @

or 5 or 7; random numbers, @ndr,) = 1; stopping criterion ¥, or T, [79].
9.6.2. Security evaluation and comparison with prior techniques

The proposed PS@riven TMRbased approach has been compared with the
stateof-the-art methodology proposed by [45], [46], [53he proposed work

and [45], [46], [53] deal specifically with Trojarthat affect the computational
output. The cost function used in both approaches above considers the
complete SoC design area, including all types of functional resources used and
the required execution time. The area and the execution time have equal
weightage in the design cost function. RBSE module integrated with the
proposed Trojan resistance TMR logic is used for generating optimal Trojan
resistance architecture of hardware IP cores, while in [45], [46]-DSE
module is used to generate lmostTrojan detectable architectures. The PSO
DSE module in the proposed approach accepts input from the TMR schedule
(allocated with three IP vendors), while in [45], [46], RBSE accepts inputs
from the DMR schedule (allocated with two IP vendors). Furitier,PSO

DSE module in the proposed approach generates outputs in the form of
Trojanresistant TMR schedule latency and area for iteratively pruning the
search space of Trojaesistant architectures, while in [45], [46], PBSE
produces output in the formf Trojan detectable schedule latency and area.
Moreover, in the proposed approach, the distinct vendor allocation policy
deployed inside PSOSE based scheduling and allocation differs from the
one used in [45], [46]. Finally, the particle configuratiarsed during the
initialization process in the proposed approach are different than [45], [46].

Further, Table 9.45 compares the proposed approach with [45] and [46] in
terms of design cost and overhead. The proposed-ba#ed design is more
robust than [45] and [46] in terms of security. This is because the proposed
approach uses three distinct verglto implement the TMfRased design, thus

providing greater defense to the hardware IP core in terms of Trojan detection
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Table. 9.42: Comparison of convergence time (msec)
generating trojan resistant hardware desigms.s wa r mnés |

S. Nl Benchnmn n=3 n=>5 n=7
1. 4point 16 24 27
2. FI R 196 200 200
3. ARF 32 57 96
4 JPEG 4 4 48 93
5. DWT 6 5 6 8 6 8

Table. 9.43: Comparison of exploration time (msec) for gener:
trojan resistant hardware desigms.t.s war mnési ze 0

S. NN Benchn n=3 n=>5 n=7

1. 4point 96 130 190

2. FIR 674 867 973

3. ARF 231 416 868

4. JPEG 299 485[ 1044

5. DWT 267 281 353
Table. 9.44: Area, cost, and time of proposed TMR based desig
S. DSP I|Global | Trud 09 Aru( al Desi gi
1. 4- 3(+),9(% 45.6| 2580 -0.12

point

2. FIR 3(+),9(% 79.7] 2827 -0.16
3. ARF 3(+), 264.] 2088 -0.17
4. JPEG| 3(+), 88.7] 1348 -0.05
5. DWT 6(+), 112. 3190] -0.009

ability and Trojan resistance compared to the [45] @], which provide

only Trojan detection. From Table 9.45, we can observe that with a minimal
average overhead of 4.6%, the proposed IP core design can provide Trojan
resistance (isolation) compared to [45] and [46], which only provide Trojan
detection. Therefore, the proposed approach enables the Trojan resistance
capability of hardware IP/SoC design with minimal design overhead and
ensures correct output functionality through a distinct multivendor allocation
policy. However, the probability of obtainingentical wrong outputs from

any two of the TMR units is improbable. Further, Table 9.46 compares the
proposed approach with [53] in terms of design cost overhead while handling
Trojans. The proposed approach provides Trojan defense (isolation) at an
avelge design cost overhead of 2.5 % compared to [53], which only provides

Trojan detection.

Further, Table 9.47 provides a comparison of Trojan defense capability
between the proposed approach and [45], [46] in terms of the respective output
generated fromhe Trojan detection DMR unit in [45], [46] and Trojan
resistant TMR unit in the proposed approach, corresponding to test vectors,
random sequences, malicious vendor (assundidghas Trojan i(e., vendor

VD; inserted with Trojan logic); or assumiMip, hasTrojan (i.e., vendoWD,
inserted with Trojan logic)) and its defense status. Since the proposed
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Table. 9.45: Comparisonabi¢he g posethansovechtiétbrididdsEd Approach with [53]

S. N Benchm [F$nal Barma hf nRailn aalr caCGas tFi mfa| Ceorsg Cos t% &€thjamost of % C
sjol utfion 1 sbwtoilwn ifojn sjol wtoil utfi oal sfol(thVierﬁinaI (ov
appgroac approadgropos| [ 45 pjr opos [ 53]
approa approa
1. | 4poi nt 3+).9(¥poilnt [21).6(B( +)], (0.120+) 0.1210. 02@2] 0.121 0.
2. FI R 20,99 FI|R [20.6(3(+)], 0.166/+) 0.41760. 6625] 0. 15 2 0
3. ARF 3(41), ARF |2(*)(+)4] 6/0. 128|+) :0.41870. 1738 0. 187 7.
4, JPEG S 3(HWPEH Si2(+H).%) +), 3/-0.089(+) ;0.40620. A5 A -0. 055 0
5. DWT 6(H), DWT 4(+),G{*I+), 9|-0. 02tf+) ;0.0950. @909 | -0. 095 4 .

approach handles only IPs where the functionality of the-fharty modules

(IPs) is changed, hence, the process of Trojan insertion in the HDL codes of IP
modules (such as adders, subtractors, etc.) was imitated by functionality
altering the hardware opion through insertion of Trojan logic in the HDL
foll

and

code as OWS : 60+00f bno-6t bongwh Bo mo d ¢

functi on 6*6 function t o 6+6 f un-c

proposed approach is capable of providing Trojtection and isolation
(Trojan resistance) with the aid of TMR logic, distinct multivendor allocation
policy and voter, which [45], [46] are unable to provide. The greater the

number of computations in the proposed design, the greater the vulnerability,
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Table. 9.47: Comparison of Troja

Benchmarks Test Random Malicious Outputs Defense Outputs Defense
Vectors sequences Site [45], [46] Status [Proposed] Status
for Uoc. (Samples for (vendor) [45], [Proposed]
Upr and demonstration) QoG Opp [46] Ooc Opp OTR Voter Defense
Utr (VD1) | (VD2) (VD1) | (VD2) | (VD3) output capability
(isolated in
true percentage
value)
IIR filter Tm= {i1, {1521, 2,1, Vi 243 10 Trojan 243 10 10 10 Trojan
iz, 13, 14, 2,3,2,1,2} Detected Detected
is, is, 17, but not and
is, io, i10}, isolated isolated 100%
where (providing
128 Trojan
[i” ] 1 resistance)
Tm= {i1, {1:2:1:2: 15 Vi 65536 74 Trojan 65536 74 74 74 Trojan
' BAp i 13 & t Detected
N déféftsel capability, ¢f' pidposed approach and 45} 146] g Lo0%s
ig, i9, i10, isolated isolated
i1, i12, (providing
113, i14, Trojan
i15, 116}, resistance)
where
oo
4-point 1% {1,2,1:2; 1; V2 8 81 Trojan 8 81 8 8 Trojan
DCT - j s 23 Detected Detected
1.'-”’ T but not and
12, 13, 14, isolated isolated 100
is, I6, i7, (providing
s}, Trojan
Whlazrge resistance)
r.1

Note: Tm is the set of the random input test vectors corresponding to a benchmark; *»’ is the number of primary inputs required for an application; *m’ is
the number of possible vectors sets for an application; ‘i»" is the #* primary input

as each untrustworthy 3PIP core used during the hardware design is
considered a potential vulnerability. In the proposed approach, each such
potentialvulnerability has been addressed by using individual distinct vendor
allocation policy to both original, duplicate, and triplicate units of the design
of TMR logic. The number of potential vulnerabilities the proposed TMR

based approach handles for variapglications is shown in Fig. 9.18.
9.6.3. Design cost and optimality analysis

Table 9.42 compares convergence time (in msec) for generating Trojan
resistant hardware designr.t. swarm sizerf) 3, 5, and 7. Further, Table 9.42
dictates that the convergence éirof the proposed method to find the optimal
Trojanresistant DSP core architectural solution nominally increases with the
increase in swarm size, while the same final solution is obtained in each case.
The increase in the convergence timg.t. swarm sie is because the time

required for the cost computation increases with the rise in the number of
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Table. 9.480ptimality Analysis of the proposed approact

Benchm|GEN Spac| Sprel Weigh
(SPA (SPO metr

( WE M)

DCH# 0.0 0.0 0.0 0.00
FI R 0.0 1.1 0.5 0.27
ARF 0.0 1.41 0.6 0.13
JPEsGamp, 0.0 0.0(¢ 0.0 0.00
DWT 0.0 0.47% 0. 3 0.17

DWT
WDF I
IDCT I
MESA I
JPEG s
ARF I
FIR
8-DCT mmmmm
4-DCT mm

0 100 200 300

m Total # of Vulnerabilities corresponding to DSP
frameworks

Fig. 9.18. Number of potential untrustworthy 3F
vulnerabilities handled using proposed approach

swarm positionsn) or resource architectures. A similar pattern can also be
observed in the case of Table 9.43 (showing exploration time (in msec) for
generating Trojamesistant hardware designr.t. swarm sizerf) = 3, 5, and

7). Because of this, the computation timere@ases with the rise in the number

of swarm positions while yielding the exact optimal solution in each case.

Table 9.44 shows the global best resource architecture obtained for Trojan
resistant hardware IP core using RBOE. For instance, if we take the
example of the FIR IP core, then three adders and nine multipliers (from three
different vendors) are required to design the proposed -beed Trojan
resistant logic. Further, Table 9.44 depicts the hardware akear)(
corresponding execution tim@+ur), the global best resource architecture,
and the design cost for the respective Th&ed Trojanresistant IP core.

The benchmarks (adopted from [84]) have been evaluated for design area and
the latency (delay). Further, the total design area and latemccomputed
using (8.1) and (8.2), respectively. Here, the normalized design cost is
computed by providing equal weightage to both hardware area and execution

time, as shown in (8.3). For instance, for the FIR IP core, the execution time
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required for tle scheduling Trojamesistant design with explored 3(+) and 9(*)
resources is 79.77us, while the area required and design cost are 28272au and

0.41, respectively.

Further, in order to determine the quality of the Trajesistant solution
explored using BO, it is essential to analyze the optimality of the proposed
approach using various key metrics, such as generational distance (GEN),
spacing (SPA), spreading (SPD) and weighted sum (WEM). The optimality
analysis for the proposed strategy is presentddbie 9.48. A zero value for

the GEN parameter indicates that the solutions obtained using the proposed
methodology are on the true Pareto front. Similar to the GEN parameter, a
value of zero (or slightly greater than zero) for spacing denotes a uniform
distribution of Pareto points along the curve. Additionally, the spread metric
measures the extent to which the true Pareto front is covered. It is clear from
Table 9.48 that the proposed approach is capable of achieving a lower value
(i.e., either zero or lose to zero) for both spacing and spreading metrics,
which shows that the achieved solutions cover the extremes of the true Pareto

Front in addition to their uniform distribution on the curve.
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Chapter 10

Conclusion and Future work

10.1 Conclusion

The rise of DSP, multimedia, machine learning, and healthcare applications
has become central to modern electronics ecosystem. Designing secure
hardware IP cores for these SoC is therefore vital. Given the global nature of
SoC design, where multiple designuses collaborate from different regions,

it is crucial to establish trust in the hardware design before integrating third
party IP cores. This necessitates the development of robust security measures
to counter external hardware threats, which can nedyiiwpact not only the
enduser but also the system itself and the IP vendors/designers. This thesis
introduces various innovative security techniques for securing IP cores in
computing and consumer electronics systems. The objectives achieved are the

following:

1 Proposed two novel security techniques were proposed: (adR"&D
multi-phase encryption and (b) firefly algoritHbased, lowcost
crypto-chain frameworks for designing secure IP cores in image
processing and JPEGODEC applications. The PS@iven multt
phase encryption employs a series of strong security layers including
bit manipulation, row diffusion, TRIFID cipher computation,
alphabetic substitution, and byte concatenation. These layers work
together to form a highly resilient and tamyesstant signature aimed
at countering IP piracy and false ownership claim. The threat model
assumes that the IP vendor is defending against attacks from attackers
in SoC integrators or foundries. In the second approach, thedsiv
crypto-chain method inaporates an encoding mechanism specified by
the IP vendor, combined with cryptographic keys, SHI® hash
slices, and mapping rules to produce security constraints. These are
embedded into the hardware IP core, which has been optimized using
the firefly alorithm, ensuring that the IP cores remain protected

against piracy with minimal design overhead.
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1 Proposed a protein molecular biometric signature based watermarking
approach, derived from a human body sample, with a facial biometric
encryption key uniquéo the IP vendor. During the HLS process, an
encrypted version of this protein molecular signature is embedded into
the design, preventing counterfeit IPs and false IP ownership claim.
This duallayer security approach, combining molecular and facial
biomdrics, offers stronger tamper resistance and a lower probability of

coincidence than current stadéthe-art methods.

1 Proposed a statistical modelling based hardware watermarking
approach using 2D encrypted dispersion matrix combined with an
eigen decommmition security framework. This approach secures IP
cores from piracy and false IP ownership claim by embedding a
tamperresistant mathematical watermark signature within the
hardware design. This framework r
resource confjurations, combined with AES, to ensure robust
protection. The embedded watermark is highly resistant to tampering
(as it is generation from the hardware design space parameters) and
facilitates the detection of pirated versions with minimal design cost

overhead.

1 Proposed a novel secure GLRT cascade IP cores with embedded
fingerprint biometriebased watermarking constraints, specifically for
medical applications like ECG detectors. The fingerprint watermark is
unique to the IP seller and ensures that anithentic GLRT IP cores
are integrated into medical devices. This approach not only prevents
counterfeit IPs from entering sensitive medical systems but also
guarantees the safety and accuracy of critical medical devices like
ECG detectors and cardiac pawkers. The inclusion of authentic
GLRT IP in ECG SoCs ensures that only verified cores are used,
thereby safeguarding patient health from the risks associated with

counterfeit components.

1 Proposed a security/watermarking technique using voice biometrics,

which captures unique features such as jitter, shimmer, pitch, and
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i ntensity at different timestamps
distinct watermark signature. This signature eimbedded into the
target IP core design during the HLS process. This approach provides
robust security with enhanced tamper tolerance and a lower probability
of coincidence, making it a robust method for securing IP cores against

piracy and false ownershgtaim.

1 Proposed a loweost solution to protect hardware IP designs from
functional hardware Trojans. This method combines B&s2d design
space exploration with triple modular redundancy (TMR) to create a
secure, lowcost SoC. The system employs a didtimulti-vendor
specific allocation policy for original, duplicate, and triplicate units.
Even if one unit is compromised by a Trojan, the system continues to
function correctly. Further, the integration of PSO based design space
exploration module lead$o the generation of optimized Trojan
resistant design. This methodology provides comprehensive security
against functional Trojans with minimal design overhead, ensuring that

malicious blocks are isolated from the rest of the system
10.2 Future work

This thesis has presented various alternative paradigms hardware security
techniques for generating lewost secure hardware IP cores/designs
corresponding to different data intensive applications from the various
domains such as DSP, electronic, multimedia, heafe applications, etc.
Future research in the security of hardware IP cores can focus on multiple

promising directions to address evolving challenges.

1 One key area involves developisgcurityaware synthesis flows using
HLS and physical desigmethodobgies. Security features, such as
watermarks, can be covertly embedded during the design process to
detect and deter IP piracy with greater resistance to tampering and
minimal false positives. By incorporating these security constraints in
both the HLS andohysical design phase®.§., floorplanning and
routing), we can ensure that they impose minimal overhead on the final

hardware layout.
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Another important focus is creatifgybrid security solutions for IP
coresto handle a wider range of hardware seguhteats, particularly

for fields like medical devices and the Internet of Things (IoT).
Additionally, more robust alternative paradigms for securing hardware
IP design can be explored than the proposed ones (such as protein
molecular, statistical modetig, and voice biometric based hardware

watermarking).

To explore beyond traditional watermarking techniques, such as using
molecular and cognitive biometri¢e.g., DNA or cognitive data) for

IP authentication. These techniques offer a stronger defengestaga
piracy and replication, with the potential to provide more distinct and

robust watermark signature.

Combining watermarking with logic encryption can offeual
protection against IP piracy and reverse engineeffmgdataintensive
hardware applicabns, such as multimedia and healthcare devices.
Further, integrating fault tolerance mechanisms alongside piracy

detection systems would further enhance security.

Future work should also aim to overcome the limitations of current
systems, such as improgirthe generation of optimal datapath for
loop-based applications(such as FIR, etc.) through advanced
optimization algorithms. This would enable efficient resource
configuration with reduced costs in terms of area and latency.
Additionally, exploration ofoptimal watermarking constraintso that
they do not incur any design cost overhead is also crucial from future

research perspective.

Furthermore,nvestigating hardware Trojan (HT) attacks introduced
via compromised computaided design (CAD) toalsnduding HLS

tools, is another critical area. Rogue insiders or external attackers could
potentially insert malicious code during the design cycle. Detecting
such Trojans at the RTL level, especially attacks that degrade
performance or exhaust system resesyavill be crucial for ensuring

hardware security in future designs
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