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 The Modern computing system development relies on collaboration with 

multiple third-party IP vendors, creating potential security risks.  

 This growing threat highlights the urgent need for robust security measures to 

protect hardware IP cores from misuse and abuse [1]. 

 However besides robust security countermeasure as the need of the hour, there 

is also a growing need to design IP cores that are fault secure (detectable) or 

fault tolerant due to potential transient fault that may occur. 

 

Introduction  
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[1] H. Pearce, R. Karri, B. Tan. 2023. High-Level Approaches to Hardware Security: A Tutorial. ACM Trans. Embed. Compu. Syst. 
22, 3, Article 45, May 2023.. 
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Novel Contributions of the Paper 
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Presents a hardware watermarking methodology for transient fault-detectable IP 

designs.  

 

Presents a hardware watermarking methodology that leverages multivariate 

encoded HLS scheduling based multi-modal security.  

 

The presented IP watermarking technique is more robust than the prior 

watermarking techniques in terms of probability of coincidence, tamper tolerance, 

and probability of watermark decoding attack.  
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No. 

Existing Work Technique Used Remark 

1. S. Rai, et.al., [21] 

(2019) 

polymorphic inverter designs However, [21],[22] produces watermark 

IP designs vulnerable to watermark 

collision and tampering attacks 
2.  R. Karmakar, 

et.al.,[22] (2022) 

sequential circuits using finite 

state machine 

3. A. Sengupta et.al., [6] 

(2019) 

hardware steganography-

based security 

However, bypass the piracy detection 

system by replicating the stego-mark 

[21] S. Rai, A. Rupani, P. Nath and A. Kumar, “Hardware Watermarking Using Polymorphic Inverter Designs Based On Reconfigurable 
Nanotechnologies,” 2019 IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2019, pp. 663-669.. 
[22] R. Karmakar, S. S. Jana and S. Chattopadhyay, “A Cellular Automata Guided Finite-State-Machine Watermarking Strategy for IP Protection of 
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[6]. A. Sengupta, M. Rathor "IP Core Steganography for Protecting DSP Kernels used in CE Systems", IEEE Trans. on Consumer 

Electronics, Vol: 65, Issue: 4, pp. 506 – 515, Nov. 2019. 
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[5]. D. Karaklajić, J. -M. Schmidt and I. Verbauwhede, "Hardware Designer's Guide to Fault Attacks," IEEE Transactions on Very Large Scale 
Integration (VLSI) Systems, vol. 21, no. 12, pp. 2295-2306, Dec. 2013.  
[6] A. Sengupta, M. Rathor "IP Core Steganography for Protecting DSP Kernels used in CE Systems", IEEE Trans. on Consumer 

Electronics, Vol: 65, Issue: 4, pp. 506 – 515, Nov. 2019.  

[7] M. Rostami, F. Koushanfar and R. Karri, "A Primer on Hardware Security: Models, Methods, and Metrics," Proceedings of the 

IEEE, vol. 102, no. 8, pp. 1283-1295, Aug. 2014 

  IP Threat 

False claim of ownership: 

When attacker wrongly claims 

they created or own original IP.  

IP Piracy: Unauthorized copying 

of IP design under a different 

brand name by an attacker. 

Transient faults: designing 

fault-detectable IP has 

become standard practice. 
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Proposed Methodology: Overview     
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Generation of final watermark signature 

Design different fault detectable DMR schedules and allocations 
based on transient fault security rules 

Resource 
configuration -Rx 

Transient fault 
strength – KC CDFG 

Transient fault 
detectability rules Library 

Key K1 Key K2 Key K3 Key K4 

Encoding rules (E1, E2,….) Watermark encoding rule I_1,…..,I_2n S-box 

Input block 

Bitstream manipulation block 

Watermark embedding block 

HLS Datapath Design and Synthesis  

Output: Watermarked Fault Detectable IP design 
  

Fig. 1. Overview of the proposed approach 
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Substitution using AES S-Box 

Encoding E1        

Data signing of each 

group from B1 using 

secret Key 1 

Data signing of each 

group from B2 using 

secret Key 2 

Data signing of each 

group from B3 using 

secret Key 3 

Concatenation in binary 

format 

Signature Output (Binary format) 

SHA - 512 

Watermark Embedding  

Fault Detectable DMRS1 

Final Watermark Signature  

Watermark Signature to 

Constraint Conversion 
Register Allocation Table 

Hex to binary for each group of Bitstream B1  

  

Decimal conversion of each group  

  

Encoding E2      Encoding E1        

Watermarked Fault Detectable IP design 

HLS Datapath Design and Synthesis  

Fault Detectable DMRS2 Fault Detectable DMRS3 

Encoded Bitstream B1    Encoded Bitstream B2    Encoded Bitstream B3 

Hex to binary for each group of Bitstream B2 

  

Hex to binary for each group of Bitstream B3 

  

  

K1 K3 

Fault Detectable DMRS1 

K2 
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Resource configuration -Rx 

Transient Fault 

Detectability Rules 

Watermark encoding rule 

Bitstream  

manipulation 

Block 

B1K1 

B2K2 

B3K3 

Bit-wise 

XOR 

K4 

I_1 
I_2 
I_3 

I_2n 

…
 

…
 

512 bit 

512 bit 

Grouping of 4 bits 

Decimal conversion of each group  

  

Decimal conversion of each group  

  

Mux_O 

Fig. 2(a). Details of the proposed hardware IP watermarking approach 

Secure High Level Synthesis Flow 

2
n : 1
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  Pseudocode: Algorithm to implement 2n:1 Mux switch 
  

   Input: I_1, I_2,…,I_2n (each 512-bits wide) and K4.  

   Output: Mux_O acting as input to the XOR operation. 
  

IF (K4 == “0000…...00000”)  // size of K4 is n-bit 
Mux_O I_1 

END IF   

EXIT   

IF (K4 == “0000…...00001”)  // size of K4 is n-bit 
Mux_O I_2 

END IF   

EXIT   

IF (K4 == “0000…...00010”)  // size of K4 is n-bit 
Mux_O I_3 

END IF   

EXIT   

  

  

IF (K4 == “1111…...11111”)  // size of K4 is n-bit 
Mux_O I_2n 

END IF   

EXIT   

 ELSE 

Mux_O  Z   // Z indicates high impedance state 

END IF     

EXIT   

  

Fig.2(b). Pseudocode to implement 2n:1 Mux switch 

…
…
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Fig. 3. Data flow graph of FIR filter (UF=3) 
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Generation of Fault Detectable Scheduled Design 

Transient Fault-Detectability Rules 

1. If original and sister operations of respective original and duplicate units are 

KC-control step apart, then allocate the same hardware resource (i.e., 

multiplier, adder, or subtractor) in the sister operations accordingly.  

2. If there is availability of multiple hardware instances of the same type, then 

allocate distinct hardware resources in the sister operation of the DMR to 

ensure fault detection. 

3. If the above rules do not ensure fault detectability, then reschedule the sister 

operations of the duplicate unit by shifting downward, one control step at a 

time, until it complies with the first rule.  
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Generation of Fault Detectable Scheduled Design 
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Fig.4. (a). Generation of different scheduled fault detectable FIR filter (UF=3). 
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Generation of Encoded Bitstream 

Encoding rule (E1): If control 

step (CS) and operation (opn) 

are of same parity, then assign 

bit ‘0’ for the respective 

operation, else, assign bit ‘1’. 
  

Encoding rule (E2): If control 

step (CS) and operation (opn) 

are of same parity, then assign 

bit ‘1’ for the respective 

operation, else, assign bit ‘0’. 
  

Encoding rule (E1): If control 

step (CS) and operation (opn) 

are of same parity, then assign 

bit ‘0’ for the respective 

operation, else, assign bit ‘1’. 

Encoded bitstream B1: 

001110000001100001  
Encoded bitstream B2: 

111101110000111111  

Encoded bitstream B3: 

101100000001100000 

DMRS1 (SDFG-1) DMRS1 (SDFG-2) DMRS1 (SDFG-3) 

Fig. 4(b). Generation of encoded bitstream (B1, B2, and B3) 
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Generation of Final Watermark signature 
DMRS1 (SDFG-1) 

Enc. bitstream B1: 001110000001100001 

  

DMRS2 (SDFG-2) 

Enc. bitstream B2: 111101110000111111 

  

DMRS3 (SDFG-3) 

Enc. bitstream B3: 101100000001100000 

  

Grouping of 4 bits: 0011, 1000, 0001, 1000   

  

Grouping of 4 bits: 1111, 0111, 0000, 1111  

  

Grouping of 4 bits: 0011, 1000, 0001, 1000   

  

Substitution using AES S-Box: 00117B, 

1000CA, 00017C, 1000B7 

  
Hex to binary for each group of bitstream B1: 7B01111011, 

B710110111, 7C01111100, B710110111   

  

Substitution using AES S-Box: 1111C3, 

01117D, 000063, 1111C3 

  

Substitution using AES S-Box: 101126, 

000063, 00017C, 1000B7 

  
Hex to binary for each group of bitstream B2: C311000011, 

7D01111101, 6301100011, C311000011 

  

Hex to binary for each group of bitstream B3: 2600100110, 

6301100011, 7C01111100, B710110111 

  

Decimal conversion of each group (Gn):    G1-01111011123, 

G2-10110111183, G3-01111100124, G4-10110111183  

Data signing of each group from input bitstream using private key. Data signing using: Xn = Gn
Keymod N, where N = p × q, both p and q are prime numbers 

Decimal conversion of each group (Gn):    G1-11000011195, 

G2-01111101125, G3-0110001199, G4-11000011195  

Decimal conversion of each group (Gn):    G1-0010011038, 

G2-0110001199, G3-01111100124, G4-10110111183  

Private key-1 = 71 (for p=3 and q=107) Private key-2 = 151 (for p=7 and q=89) Private key-3 = 149 (for p=23 and q=89)  

X1 = 12, X2 = 237, X3 = 28, X4 = 237  X1
’ = 440, X2

’ = 307, X3
’ = 428, X4

’ = 440  X1
’’ = 654, X2

’’ = 1560, X3
’’ = 118, X4

’’ = 436  

Signature output (B1K1╫ B2K2╫ B3K3): 11001110110111100111011010111011100010011001111010110011011100011101000111011000011000111011011011010000 

Concatenation in binary format (B1K1): 

110011101101111001110110101 

Concatenation in binary format (B2K2): 

11011100010011001111010110011011100011 

Concatenation in binary format (B3K3): 

101000111011000011000111011011011010000 

SHA-512 

SHA-512 output: 0100110000011000100010001111111001111101010011101100011111100011010001101011010111110001011110111111110…………………… 

……………0011000001000010000010001101001010001011010011110000100000011100100000111100 

Final watermark signature post Bit-wise XOR operation: 

001101010001010010101110101000110101011000001100010111101001011111001111101001101010000111101001000111………………… 

………………01110011011110011011010010110110101111100010111000011100111010000111110111100010110000 

Watermark constraints generation (corresponding to final generated watermark signature) for embedding using IP seller’s constraints generation and embedding rule  

Fig. 5. Demonstration of final watermark signature generation using proposed approach (for FIR filter) 
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Watermark Embedding Rule 

Embedding rule:  

1. If the watermark signature bit is 0, then even-even storage variable pairs 

(Pi, Pj) from the fault detectable DMR design are generated as 

watermark constraints, where i and j represent the storage variable 

indices.  

2. If the watermark signature bit 1, the generated watermark constraints are 

odd-odd storage variable pairs of the fault detectable DMR design.  
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Watermark Embedding Process 

+ 

>  

* 

* 

+ * 

>  + 

+ 

+ 

+ 

+ 

+ 

>  

>  

* 

* 

* 

CS1 

1 

2 
3 5 

7 9 

8 13 

1
1 

4 

10 

1
5 

16 

1
8 

12 

6 

14 

1
7 

M
1 M2 

M3 A1 

A1 

A1 

A1 

A1 

A1 

A1 

A1 

C1 

C1 

C1 

M1 M2 
M
3 

P0 P1 P3 

P2 

P4 P6 P7 

P5 P8 

P9 P1

0 

P1

1 
P2

2 
P2

3 

P2

4 

P2

1 

P1

2 
P1

4 

P1

5 
P1

7 
P1

8 

P1

9 
P1

6 
P1

3 

P2

5 
P2

6 

P2

7 

P2

9 
P2

8 

P3

0 

P3

3 

P3

5 

P3

1 

P3

4 

P3

6 

P3

7 

P2

0 

P3

2 

Original 
Unit 

Duplicate 
Unit 

C1 

CS0 

CS2 

CS3 

CS4 

CS5 

CS6 

CS7 

CS8 

CS9 

Fig. 6. Fault schedule DMR SDFG of FIR filter (UF=3, using Rx = 1 adder (+), 3 

multiplier (*), 1 comparator (>), and Kc = 2CS) and its corresponding RAT (pre-

embedding) 
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Watermark Embedding Process 
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Watermark Embedding Process 
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Watermark Detection/ Validation 

 An attacker needs to decode several security layers and parameters used for 

watermark signature generation, in order to establish the watermark:  

 

i. Multivariate fault detectable DMR design and their corresponding encoded 

bitstream generation process using encoding keys E1, E2..., En. 

ii. Employed AES S-box and data signing keys K1, K2, and K3. 

iii. Concatenation rule to generate the binary signature output. 

iv. SHA-512 and 2n:1 Mux-controlled bit-wise XOR operation.  

v. Encoding rule used for watermark constraint generation and embedding.  

 

These parameters are unknown to an attacker. Thus, the proposed approach provides 

more definite proof-of-IP authenticity.  



18/24 

Results and Analysis 

The PC is given as: PC = (1-(1/x))w  

The TT is given as: TT = Z S  

Two standard security metrics viz. probability of coincidence (PC) and tamper tolerance (TT)  

[9] F. Koushanfar, I. Hong, and M. Potkonjak, "Behavioral synthesis techniques for intellectual property protection," ACM Trans. Design Autom. Electron. Syst., vol. 10, no. 3, 523–545, Jul. 2005. 

[15] W. Hu, C. Chang, A. Sengupta, S. Bhunia, R. Kastner, H. Li, "An Overview of Hardware Oriented Security and Trust: Threats, Countermeasures and Design Tools", IEEE Trans. Comput.-

Aided Design Integr. Circuits Syst., Vol. 40 (6), pp. 1010-1038, 2021.  

[16] M. Potkonjak, “Methods and systems for the identification of circuits and circuit designs,” US Patent, US7017043B1, 2006.  
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Results and Analysis 
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Results and Analysis 

Fig. 8 and Fig 9 depicts the graphical comparison of PC and TT of proposed approach with [8]-[12] 
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Handling Different Attacks 

1. Tampering Attack: The proposed watermarking approach has been 

evaluated against tampering attack. Tampering attack aims to tamper or 

remove the embedded watermark.  

 

2. Ghost Signature Search Attack (a.k.a Watermark Collision): The 

proposed watermarking approach has been evaluated against watermark 

collision attack/ghost signature search attack. 

 

3. Watermark Decoding Attack: The proposed watermarking approach has 

been evaluated against watermark decoding attack. In order to exactly 

decode and prove the embedded watermark constraints in front of third- 

party authenticator, an attacker needs to completely (and successfully) 

break all the security layers 
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Conclusion 

This paper presented a novel hardware watermarking methodology for 

transient fault-detectable IP designs. The proposed methodology presents a 

multivariate encoded HLS scheduling based multi-modal security 

framework for securing fault-detectable IP designs.  
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