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Introduction

IC: Integrated circuit, SoCs: system-on-chips, CE: Consumer Electronics, SEU: single event upsets
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 Hardware accelerators form key components of SoCs used in computing/CE systems.

 Highly computationally intensive nature of application.

 JPEG-codec is widely used in medical applications and digital imaging devices for
tasks related to image processing (compression and decompression).

 The correct functionality of hardware design may be affected due to occurrence of
faults (vulnerabilities emanating from SEU).

 Globalized supply chain involves untrustworthy third-party IP (3PIP) vendor
houses.

 Designing its hardware accelerator is not sufficient as it necessitates protection from
hardware security threats also.

 Robust and seamless detective security control.
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Threat Model: Cont.
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 In untrustworthy IP design houses, an
attacker or an IP broker may attempt to
produce pirated IP versions without the
knowledge of original IP owner.

• The pirated/tampered designs could be
hazardous as they may contain malicious
logic, thereby causing integrity and
reliability hazards.

 An adversary may also attempt to achieve
piracy evasion by exactly regenerating and
copying the original security signature into
fake/pirated design versions.
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Novel Contributions
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a) A novel methodology for generating transient fault secured JPEG-codec hardware accelerator with
seamless piracy detective control has been proposed.

b) The proposed approach ensures the detection of pirated design versions through the embedded key
controlled secure fingerprint template of the IP vendor as countermeasure.

c) The proposed generated secure fingerprint template is capable of offering higher tamper tolerance and
lesser probability of coincidence than related works [5]-[10].

Advantages of Generating Secure Fingerprint Template 

 Multiple non-linkable larger secure fingerprint templates can be generated.

 For an adversary regeneration of secure fingerprint template is not possible.

 Generates larger template size (by choosing larger key).



Contemporary Approaches
 Hardware watermarking approach: [5], [6] watermark is generated using auxiliary signature variable combinations. It

provides the piracy detection by embedding the watermark of IP vendor.

o Vulnerable if the relevant information such as digit encoding into security constraints, signature size and combinations of
digits are leaked to an adversary, s/he can replicate and re-use it. This renders the watermark a weaker secret mark.

 Hardware steganography [8] address the IP counterfeiting threat by embedding the secret stego-constraints into the design.
These stego constraints are generated based on stego-keys, encoding rules and entropy threshold parameter.

o Vulnerable if the encoding rules and the secret value of chosen entropy threshold are leaked to an adversary.

 Digital Signature: [7] digital signature is generated through encoding, SHA-512 and RSA encryption.

o Involves complex computation during signature generation and also results into higher design cost.

 Facial and Palmprint biometric [9], [10] based hardware security approach embeds IP vendor’s authentic facial/palmprint
biometric constraints into the design. The approaches [9], [10] offers more robust security than [5]-[8].

o Generates lesser number of hardware security constraints (resulting into higher probability of coincidence and lower tamper
tolerance ability of the design) than proposed approach.

 On the contrary, the proposed methodology using secure fingerprint template is capable of generating a greater number of
hardware security constraints than [5]-[10], thereby enabling more robust security.

 Approaches [5]-[8] do not associate naturally unique identity of IP vendor.

 The proposed approach is able to achieve more robust security at almost negligible design cost overhead.

SHA: Secure Hashing Algorithm



Proposed Methodology: Design Flow
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Process for generating fault secured Schedule

Behavioral description of 
JPEG-codec

Register allocation information

Security implantation

Generate secure RTL datapath 

Generating secure fingerprint template

Construct control data flow graph

Capture IP vendor fingerprint

find ridge count between 
each minutia and its 

closest point

Perform scheduling and construct DMR 
schedule of the design

Generate fault secured schedule 

Scheduling 
algorithm

Resource 
constraints

Transient fault 
strength (Sf)

Pre-processing (image 
enhancement)

Locate minutiae feature points

Transformed location of minutiae 
feature points

IP vendor specified key 
set for enhanced security 
of fingerprint template 

(α, β, γ)

Find closest 
minutiae for each 

minutiae point

Generate secure fingerprint template

Generate encoded hardware security 
constraints

Truncation length

encoding algorithm

Primary inputs

Module 
library

Overview: Bhavioral synthesis-based design flow of the proposed methodology

Detective control 
against piracy 

RTL: Register transfer level



Module 1: Generating Fault Secured Schedule for 
JPEG-codec
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 In order to do so, firstly its behavioural description/transfer
function is transformed into control data flow graph (CDFG):

Step1: Transform the input image (to be compressed) into matrix
form.
Step2: Perform matrix slicing and generate non-overlapping
matrix or block, each of size 88.
Step3: Transform each 8x8 block of pixels using 2-D DCT
transformation using following function:

X = (I*Z) *I′
Step4: Compute the first pixel value of the transformed matrix,

‘X11’ .

X11 = (d11*i4) + (d12 *i4) + (d13 *i4) + (d14 *i4) + (d15 *i4) +
(d16 *i4) + (d17 *i4) + (d18 *i4)

d11 = (i4*z11) + (i4*z21) + (i4*z31) + (i4*z41) + (i4*z51) +
(i4*z61) + (i4*z71) + (i4*z81)

Step5: Now compression using a quantization coefficient Qc.
Control data flow graph of JPEG-codec 

where X denotes the DCT transformed matrix, I denotes the 2-D-DCT coefficient matrix, Z denotes the 8 × 8 block of pixels of input 
image and I′ denotes the transpose of I.



Cont.
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Schedule of Macro IP of JPEG-codec using [3+, 3*] 

 Subsequently, dual modular redundant (DMR) design is
formed.

 Next the DMR design is scheduled using LIST scheduling
algorithm.

 Next, transient fault secure schedule is generated from
DMR scheduled design by employing the fault security
rules and by considering transient fault strength (Sf):



Cont.

10

Opns. assign to 
A3

Opns. assign to 
A2

Opns. assign 
to A1

Opns. assign to 
M3

Opns. assign 
to M2

Opns. assign 
to M1

Control 
steps

321C1
129654C2

131130987C3
132193121110C4

134133194151413C5
135195225181716C6

137136212019C7
138196242322C8

140139197272625C9
141198226302928C10
143142227333231C11

144199363534C12
146145200393837C13
147201228424140C14

149148454443C15
150202484746C16

--------------
--------------

240263267C49
256C50

264C51
268C52
270C53

272C54

TABLE I

Fault Secured Schedule for JPEG-codec using [3+, 3*]
 Rule1- allocate opn (X)ϵUOG and opn

(X′)ϵUDP to different operators based on
availability.

 Rule2- in case if allocation of distinct
operators is not possible, then have the
same allocation for X′ (by way of X) in
UDP such that:

𝐭 𝑿′ − 𝐭 𝑿 > 𝑺𝒇

(1)

 Rule3- if the condition in (1) does not
comply, then push X′ (with its successors)
ϵUDP, one control step down at a time and
continue the process till rule1 or rule2
holds true.

 We assume that transient fault due to
single event upset (SEU) affects multiple
cycles.

Fault security rules: 

‘UOG
’ : Original unit and ‘UDP

’ : Duplicate unit



Module 2: Secure Fingerprint Template Generation
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a) Captured fingerprint of 
IP vendor

b) Binarized image 
(enhanced)

c) Thinned image

f) Fingerprint image after 
rotation of modified 

locations (In blue color) 
using IP vendor specified 

key (γ)

Binarized secure template corresponding to fingerprint image with transformed locations 
of minutiae points post applying subsequent translation using keys (δ and γ)

e) Fingerprint image with 
modified locations of minutiae 
points (in yellow color) using 
IP vendor specified key (α, β) 

and ridge count

d) Fingerprint image with 
minutiae points

Process for generating secure fingerprint template

Input: Minutiae points (n) with their dimensions and key set {α, ß, γ}

Output: Secured fingerprint template of IP vendor

Start: 
δ = α + β *2^8   /*keys α, β, γ are 8 bit and δ is of 16-bit size respectively.
for i = 1 -> n do

𝑑𝑖𝑠𝑡௜ ← infinity 
/* below for loop is to find closest point from each minutia (𝑥௜ ,𝑦௜)

for z = 1 -> n do 
if i ≠ z then

dist = Euclidian distance between (𝑥௜ ,𝑦௜) and (𝑥௓,𝑦௓)
if 𝑑𝑖𝑠𝑡௜ > dist then

𝑑𝑖𝑠𝑡௜ ← dist
j = z

Endif
Endif

Endfor
/* translation using keys α, β and ridge line count (𝑅𝑐௜௝)    

𝑥௜´← 𝑥௜ + α ∗  𝑅𝑐௜௝  ∗ Cos(β + cotିଵ(𝑥௜ − 𝑥௝/𝑦௜ − 𝑦௝))

𝑦௜´← 𝑦௜ + α ∗  𝑅𝑐௜௝  ∗ Sin(β + cotିଵ(𝑥௜ − 𝑥௝/𝑦௜ − 𝑦௝))

/* security enhancement through rotation (w.r.to origin) using key γ 
𝑥௜´´ ←𝑥௜´ ∗ Cos(γ)  −  𝑦௜´ ∗ Sin(γ)
𝑦௜´´ ←𝑥௜´ ∗ Sin(γ)  +  𝑦௜´ ∗ Cos(γ)

/* final translation using key γ and δ
𝑥௜_new ← |𝑥௜´´ + δ ∗ Cos γ |
𝑦௜_new ← |𝑦௜´´ + γ |

Endfor
End

Pseudo code for generating secure fingerprint template

 The proposed approach exploits the following features of transformed fingerprint to compute secure template:

i) co-ordinates of minutiae points (𝑥௜,𝑦௜) ii) orientation (ɵ) and iii) type of minutiae i.e., ridge ending or bifurcation
(m).



Module 3: Hardware Security Constraints Generation
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Fingerprint template encoding algorithm (For example)Bit

Embedding the security constraints during register allocation between ‘even-
even’ pairs of storage variable.

0

Embedding the security constraints during register allocation between ‘odd-
odd’ pairs of storage variable.

1

For ‘1’For ‘0’

--<1, 399><1, 3><2, 18><0, 398><0, 2>

<3, 215><3, 5><1, 5>--<2, 4><0, 4>

------------

TABLE III

GENERATED HARDWARE SECURITY CONSTRAINTS CORRESPONDING TO SECURE

FINGERPRINT TEMPLATE BASED ON ENCODING

TABLE II

IP VENDOR SPECIFIED ENCODING ALGORITHM TO ENCODE SECURE FINGERPRINT TEMPLATE

INTO HARDWARE SECURITY CONSTRAINTS

 The process of generating constraints for
hardware security accepts the following
inputs:

 IP vendor chosen strength of secure
fingerprint template,

 Encoding algorithm

 Storage variable information and their
ordering corresponding to fault secured
JPEG design.

 The generated secure template using IP vendor specified
concatenation order of minutiae points, transformation functions and
key set is:

“110101110001001001110111011111……..111100011010” (893
bits).



Module 4: Generating Fault Secured JPEG-codec 
Hardware Accelerator with Piracy Detective Control
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Register allocation information of fault secured JPEG-codec post implanting encoded fingerprint security constraints. Note: the details of only 20 registers 
(out of 146) and 25 control steps (out of 54) have been presented (for the sake of brevity).

 To enable the detective control against piracy for fault secured JPEG, encoded hardware security constraints are
covertly implanted during register allocation module of behavioral synthesis.

 Finally, the design with covertly implanted fingerprint security constraints is synthesized to generate secure
register transfer level (RTL) datapath design.



Piracy Detection and Security Properties of Proposed 
Methodology

14Register allocation information from the 
RTL design under test 

Re-generate fingerprint security 
constraints from the original IP vendor’s 

secure fingerprint template

Matching of 
fingerprint 
constraints 

with the 
extracted 

information 

Design is 
authentic 

YES
Design is 

counterfeited 

No

Extract implanted constraints

 The proposed methodology comprises of
several security layers, such as:

• key set (α, β, γ),
• Number of minutiae points and
• Concatenation order of their features,

concatenation order of IP vendor selected
minutiae points for generating final
secure fingerprint template,

• IP vendor chosen template size,
• Encoding algorithm and
• Ordering of storage variables for

generating security constraints.
 All these security parameters are

impossible to decode for an attacker to
perform piracy evasion successfully

Security Properties: 



Results and Analysis

15
TTCp# Constraints (K)

1.15E+771.7E-1256
1.34E+1542.9E-2512
1.55E+2315.1E-3768
6.60E+2682.1E-3893

TABLE IV
Variation in Cp and TT for Proposed Approach

A.  Security Strength Analysis:

 Robustness of the proposed methodology is analysed in
terms of

 Probability of coincidence ‘Cp’ and
 Tolerance against tampering attack using brute-force (AT).

 The probability of coincidence (Cp), which is a measure
of false positive, is computed as follows [5], [7], [8]:

Cp= 1 −
ଵ

ୖౣ

ஂ
(2)

Cp comparison of the proposed approach with other techniques

1.00E-03

1.00E-02

1.00E-01

1.00E+00

C
p 

va
lu

e

‘K’: the number of implanted hardware security constraint and ‘𝐑𝐦’ : the numeral value of registers used in baseline



Proposed Methodology: Design Flow
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% Cost 
overhead

Design cost of 
fingerprint 
implanted 

design

Design 
cost of 

baseline

# of registers in 
fingerprint implanted 

design

# of 
registers 

in 
baseline

Fingerprint 
template 

size

0.00%0.22280.2228146146256 bits
0.00%0.22280.2228146146512 bits
0.00%0.22280.2228146146610 bits
0.04%0.22290.2228147146893 bits

TABLE VI 
Fault Secured JPEG-CODEC Hardware Accelerator Design Cost Pre and Post Embedding Secure 

Fingerprint Template

Palmprint 
security [10]

Facial 
biometric 

[9]

Hardware 
steganograph

y [8]

Digital 
signature 

[7]

Automatic 
signature 

insertion [6]

Hardware 
watermarkin

g [5]

Proposed 

ATKATKATKATKATKATKAT

#Security 
constraints 

(K)
8.9E
73

155
1.1E
18

60NA125
1.0E

9
30

1.0E
12

40
1.3E
36

120
1.1E
77

256

6.8E
86

182
2.4E
24

81NA203
1.1E
18

60
1.2E
24

80
1.4E
48

160
1.3E
154

512

2.0E
108

227
9.6E
24

83NA317
1.3E
36

120
1.3E
36

120
1.6E
60

200
1.5E
231

768

1.6E
110

231
1.9E
25

84NA355
1.7E
72

240
1.4E
48

160
1.7E
72

240
6.6E
268

893

TABLE V
Comparison of Tamper Tolerance w.r.t related Works [5]-[10]  The effort required for an attacker in

guessing the exact signature by
performing brute force-attack is
evaluated using the following metric
[5], [7]:

A୘ = F୏ (3)

B. Design Cost Analysis 

Where ‘𝐅𝐊’: the signature space and ‘F’ : the 
number of variables in fingerprint template

Design cost is computed as follows [9],
[5], [7], [8]:

Cୢ 𝑅௖ = Qଵ
Ѱಲ

Ѱౣ
+ Qଶ

⍵ై

⍵ౣ
(4)

‘𝑹𝒄’ :the resource constraints, Ѱ𝑨 and ⍵𝐋:the area and latency of the design respectively, Ѱ𝐦 and ⍵𝐦:maximum area and design 
latency, 𝐐𝟏 and 𝐐𝟐 : weighing factors for normalized area and design latency



Conclusion
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 The high-level synthesis based design methodology to generate fault secured JPEG-codec hardware
accelerator design has been presented.

 The proposed methodology exploits IP vendor’s fingerprint biometric information to generate secure
fingerprint security constraints for enabling seamless piracy detection through the covertly embedded
fingerprint constraints into the design during register allocation phase of HLS.

 Proposed methodology ensured more robust and seamless detective control against piracy at negligible
design cost overhead.
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