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INTRODUCTION

» The FFT is a fundamental building block used in signal processing systems, with
applications ranging from Digital MODEMs, to ultrasound and Computed

Tomography (CT) image reconstruction.

» However, no work focused on designing its secure IP design using HLS..
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RELATED WORK

1. 'A. Sengupta et. Steganography offers However, none of these approaches [6],
al., [6] (2019) security through [7] are robust as they can be
embedded stego compromised by an adversary by
constraints. decoding auxiliary security parameters.
2 | F. Koushanfar Multi-variable Moreover, these approaches are not
et. al., [7] signature capable of hindering an attacker to
(2005) combinations for perform RTL alteration, as they do not
security have provision for HLS-based RTL
structural obfuscation, unlike proposed
approach
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A. Threat Model and Motivation of Proposed Methodology

» In this paper, this threat is handled by employing C-way partitioning-based
structural RTL obfuscation by an IP vendor in order to hide the functionality
and structural interconnection of IP design.

» The effects of RTL obfuscation on layout obfuscation have been established in
several literatures [2], [13]. Further as established 1n [6], [7], [8], an adversary
in the SoC house, may attempt to perform IP piracy and falsely claim of IP.

» Therefore, these threats are tackled using proposed IP vendor fingerprint
biometric as detective countermeasure.
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PROPOSED WORK

A. Overview e
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Fig. 1. Design flow of the proposed security methodology

INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE



PROPOSED WORK

B. Secured Scheduled FFT Design using Proposed Approach

» Transfer function of Discrete Fourier Transform (DFT) is represented as

[8]:

X)) =YxmWH*,0<K<N-1 (1)

X(k) = G(k) + WEH(K),k = 0,1,....5 =1 (2)
PCs=(1-2) (6)
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PROPOSED WORK

B. Secured Scheduled FFT Design using Proposed Approach

Now based on (2), the derived signal flow graph for N=8 has the following
representations:

X(00)=6(0)+ W80 +4(0)

X(D)=6(1)+W81+H(1)

X(2)=6(2)+ W82 +H(2)

X(3)=6(3)+ W83 +H(3)

X(4)=6(0)+ W84 +H(0)

X(5)=6(1)+ W85 +H(1)

X(6)=6(2)+ W86 +H(2)

X(7)=6(3)+ W87 +H(3)
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PROPOSED WORK

Converting the transfer function into C-way partitioned structurally obfuscated scheduled design—

» The above equations are converted into CDFG, shown in Fig. 2 (a). An IP
vendor can perform Q=2"(log2N)-1 types of partitioning depending on the
number of data elements 1n each partition.

% Applied .
pal‘ﬁﬁElll]S by IP ¢ Elemen'ts' I each Resultant partition examples

vendor partition
C=7 VI=LV2=L..........., VT=1 | PUx(0)]; P2[x(1)]:P3[x2).PAx()]......PT[x(7)]
C=4 VI=2, V2=, V4= PLx(0)x(1)]: P2[x(2).(3)]P3[x(4)x(5)]:P4[x(6)x(7)]
(=3 VI=3,V2=3,V3=) P1x(0)x(1)x(2)]: P2[x(3)x(4)x(5)J:P3[x(6)x(7)]
(=2 VI=4, V2=4 P1[x(0)x(1)x(2)x(3)]: P2[x(4)x(5)x(6)x(7)]
(=2 V15, V2=3 P1[x(0)x(1)x(2)x(3)x(4)]: P2[x(5)x(6)x(7)
(=2 VI=6, V2=1 P1[x(0)x(1)x(2)x(3)x(4)x(5)]: P2[x(6)x(7)]
(=2 VI=T7, V2= P1[x(0)x(1)x(2)x(3)x(4)x(5)x(6)]: P2[x(7)]
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partitions for Q=7




PROPOSED WORK

» Converting the transfer function into C-way partitioned structurally obfuscated scheduled design—
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PROPOSED WORK
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Fig. 2. (¢) Scheduled DFG of structurally obfuscated partition P1 for 2A, 2M indicating storage variables (JO to J19) and
register (K1 to K12) allocation. (d) Scheduled DFG of structurally obfuscated partition P2 for 2A,2M indicating storage
variables and register (B1 to B12) allocation.
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PROPOSED WORK

C. Generating the Fingerprint Biometric Digital Template

The following subprocesses are executed (Fig. 3):

Sub-process-1: capture the fingerprint biometric of IP vendor using a scanning
device.

Subprocess-2: preprocess the obtained image and perform the image
enhancement using FFT 1n the obtained image to reconnect the broken ridges.
Subsequently, perform the binarization and thinning process for smooth and
accurate extraction of fingerprint minutiae points.

Subprocess-3: operate the thinned fingerprint image to extract the minutiae

points features.
Subprocess-4: transform each of the minutiae points into their binarized form.
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PROPOSED WORK

| ‘@rginal image Mindrkia-s
=T Image
it - binarization
process
20D
Image thinnming -
= process
200
AG0 |
blll o= 'l-‘IuD 200 J‘IDCI S ] J\-‘I'-D =0 oy 150 200 =0 S =50
Input scanned fingerprint image of IP vendor l Generated minutiae points
# MMinutiae points x il T Ridge angle () Binarize representation of minutiae points
in degrees
1 217 s1 1 23 TIOIIOOIIIOOL I IO . TI0I0I0II UU01L
3 199 59 3 193 11101111101011 fingerprint template)
4 211 88 1 210
5 533 o8 1 a5 ] CODED DISTRISUTION RULES _
& 332 106 3 39 Signature Rule Encoded meaning
7 173 131 3 130 (bits)
8 Ls 120 ! 295 50 (Fas # | Embed first 25 bits into P1
2 43 142 L =2 Lo2) and last 25 bits into P2
10 216 150 3 45 _ — —
11 140 154 1 281 - (F # Embed first Z bits into P'1
12 184 157 1 111 Leo_z) and last (50-Z) bits into P2
13 215 180 1 225 - -
14 208 184 1 262 400 (Fogo Embed first 200 bits into
15 212 192 1 260 Lzag) P1 and last 200 bits into P2
16 193 217 1 267 - (= —
17 213 286 3 235 Lipo_z)

Fig. 3. Generation of coded fingerprint signature
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PROPOSED WORK

D. Generating the Hardware Security Constraints from Obfuscated
Scheduled Design and Fingerprint Biometric .

For the sake of brevity, we are considering the fingerprint signature strength
of 100 bits (including first 50 and last 50 bits of fingerprint signature). The
first 50 bits of the generated fingerprint signature are:

“11011001-110011-1-10111-10111100-1000001-1-101100101-11000".
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PROPOSED WORK

D. Generating the Hardware Security Constraints from Obfuscated
Scheduled Design and Fingerprint Biometric

IP Vendor’s Encoding rule:

Rule-1: generate a security constraint by forming the storage variable pair
(even-even) corresponding to signature bit ‘0’.

Rule-2: generate a security constraint by forming the storage variable pair

(odd-odd) corresponding to signature bit “1°.
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PROPOSED WORK

E. Generating the Secured RTL Datapath for N-point DIT-FFT Design
with Embedded F ingerprint Biometric

P -
= 7 J10o |71 | = E
’ = ,
N i, 4 !
¥ i rJ L]
H :
:
H
‘E !

it

Joi]z
Azl
—'l ng == '_-.I n=| j == =‘ ﬁ nz' gl:
== |3 -.E N=hE s === = | =22 |22
= | = L= = | = = % 3 || - . = | =12 2| == 2=
h | _y RS S e L ; 1
= - Fa4 [ _| =xroq : . + - ++ .
2B o 2SN 2X1 2301 * ] - W 2L N 2D 2301 _,
= i
1 b L s e
n
1
1
7 T11l 1
|E5 o S I
1L 31 || | 33 << === -t 4 | e
e | 231 2301 e e N e 2R 2301
A SASEA, A
2]
AT, 132 - S IDEEN, 1o
— e —
\1-:;_1/ 1
Pl 5o 0N ATAITAN,
3] s |
[3] O] Ry | -1 o
a1
I 5, Sa i | P Eh el I - |
< +
| - 231
L= 3

= Faal

Fig. 4. Secured RTL Datapath design of N-point DIT-FFT (for N=8)
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PROPOSED WORK

E. Generating the Secured RTL Datapath for N-point DIT-FFT Design
with Embedded Fingerprint Biometric

Table 1. Locally altered register allocation information (post embedding first fifty bits of
fingerprint signature into partition-P1).

Registers K2 K3 EK4 K5 4 K8 K9 K10 K11 Kil2
C50
C51 J12 | J12 - J13 | J13 - J6 J7 | I8 J9 J10 | J11
C52 J16 | J16 - Ji7 | niv | - | J14 | -- - J15 - --
C53 J18 J19
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IMPLEMENTATION RESULTS

A. Analysis of Security due to Structural Obfuscation

» The hardness of structural obfuscation has been evaluated in [1], [5] and
[11], using standard ‘power of obfuscation’ metric. ‘Power of obfuscation
(Pobf)’ 1s expressed using following equations indicating normalized value
between 0 to 1:’

PObf=n_T (3)

» Lower the probability, harder it is for an adversary to combine the partitions

to the retrieve IP RTL design, during RE attempt. It can be represented as:
1 1
PT = 2(logzN)_1 X E (4)

Table I1.A reports the P°?/ and P; of the proposed approach
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IMPLEMENTATION RESULTS

A. Analysis of Security due to Structural Obfuscation

Table II. The P°?/ and P; of the proposed approach

N=8 (8-point FFT) N=16 (16-point FFT) N=32 (32-point FFT)

I A N N A N R A

0.125 0.07 0.062 0.03 0.062 0.008
3 0.187 0.04 4 0.125 0.01 8 0.125 0.004
4 0.25 0.03 8 0.25 0.008 15 0.234 0.002
7 0.437 0.02 12 0.375 0.005 24 0.375 0.001
8 0.5 0.01 16 0.5 0.004 48 0.75 0.0006
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IMPLEMENTATION RESULTS

A. Analysis of Security due to Structural Obfuscation

» Further, the attacker’s effort needed in terms of de-obfuscating the gate
level IP design is measured in terms of probability of identifying all
obfuscated gates using brute force.

» The probability of identifying all obfuscated gates, due to C-way
partitioning, from an attacker’s perspective during applying brute force
attack 1s given as:

c (1
=i (gm) O
» The affected gates (SC) due to proposed C-way partitioning resulting into
structural obfuscation and PZ is presented in Table II.B.
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IMPLEMENTATION RESULTS

A. Analysis of Security due to Structural Obfuscation

Table I1.B. The affected gates (SC) due to proposed C-way partitioning
resulting into structural obfuscation and P2

Finger Un Proposed Secured | Affected gates due | Attacker’s effortin
print — obfuscated | design gate count | to proposed C-way | de-obfuscating the

Signature | design gate Post obfuscation partitioning proposed
Slze count (Gy) | without || with IP design (Py)
Fingerprint (G¢)
50 4288 9502 || 9502 5214 1 +(9502)°214
100 4288 9502 || 9502 5214 I +(9502)5214
150 4288 9502 || 9502 5214 | +(9502)5214
200 4288 9502 || 9502 5214 1 +(9502)5214
400 4288 9502 || 9502 5214 1 +(9502)°214
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IMPLEMENTATION RESULTS

B. Analysis of Security due to Fingerprint

» Probability of Coincidence :

PCs=(1- é)x (6)

Where ‘Rp’ and ‘x’ designate the count of storage elements in
baseline design and number of generated security constraints.

» Tamper tolerance :
TT, = VX (7)

Where, ‘V’ represents the number of distinct bits of the signature.
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IMPLEMENTATION RESULTS

C. Entropy Estimation of the Proposed Approach

» The entropy of the proposed approach can be determined as follows:

Etzixix = (8)

n! m! 2X

Where ‘n’indicates the number of features of each minutia,
‘m’indicates total number of minutiae points of fingerprint,
X’ indicates strength of signature and
‘2% indicates total signature space.
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IMPLEMENTATION RESULTS

TABLEII
COMPARISON OF Pc;. TT, AND E, ACHIEVED USING THE PROPOSED SECURITY METHODOLOGY W.R.T[6].[7]
Proposed approach Hardware watermarking [7] |  IP steganography [6] DNA based watermarking [10]
(For x=240 bits) (For x=125 bits) (For x=128 bits)
X . .

Pe. | TT, | B | %OV | pe | 1T, | Bt | %OV |\pe | TT, | E, | %Ov. | Pog | TT, | E, | %Ov.
250023 18 64 | 00% [366 | 1.7 | 56 |00% |48 |NA| 23 | 00% |48 | 34 | 863 | 0.0%

E-5| E+75 | E-92 E-5 | E+72 | E-T3 E-3 E-38 E-3 | E+38 | E-T8
30028 | 20 57 | 00% [366 | 1.7 | 56 |00% |48 | N/A| 23 | 00% | 48 | 34 | 863 | 00%

E-6 | E+90 | E-107 E-5 | E+72 | E-T3 E-3 E-38 E-3 | E+38 | E-T8
350133 22 51 | 00% [366 | 17 | 56 | 00% |48 | NA| 23 | 00% | 48 | 34 | 863 | 00%

E-7 | E+105 | E-122 E-5 | E£72 | E-T3 E-3 E-38 E-3 | E+38 | E-T8
400 | 40 | 25 45 | 00% 366 | 17 | 56 | 00% | 48 | NA| 23 | 00% | 48 | 34 | 863 | 0.0%

E-§ | E+120 | E-137 E-5 | E+72 | E-T3 E-3 E-38 E-3 | E+38 | E-T8
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IMPLEMENTATION RESULTS

D. Detection of IP Piracy

» In the proposed approach, secret security constraints of biometric signature
are extracted from the suspected chip design and matched with the originally
embedded biometric security constraints of the IP design.

» From the extracted layout design file of the suspected chip, through
backward engineering, the IP core RTL is obtained.

» Finally, the secret security constraints of biometric signature are extracted
from the IP RTL file for matching [7], [10].

» In case of complete matching, IP piracy is detected.
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