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Introduction

Hardware Security:

> >

Hardwaresecurityis oneof the majoraspect®f cybersecurity

Cyber Security: Cyber security/ computer security ensuresthe protection computers,electronic
systemsmobiledevices serversnetworks anddatafrom maliciousattacks

The currentrapid developmentof moderntechnical societyis heavily dependenion the usagesof
varioustypesof electronicsystemsfadgets

Examples of electronic systems used rapidly evolving modern technical society Computers,
tablets,smartwatchedablets,digital camerasdifferenttypeselectronicsensorgthermal,pressureand
temperatursensorsetc), fingerprintbiometricreadersetc

All of theseelectronicsystemsconsistsof differenttypesof hardwarewhich aredesignedaspertheir
usagesndspecifications

Different areaswhere theseelectronic systemsare being used (a) Characterecognition(detection
of number plates at tolls), (b) Biometric fingerprinting, (c) facial biometric systems,(d) advance
medicalimaginary(detectionof critical disease$rom medicalimages)(e) roboticsvision, (f) advance
military usages(g) automationn cardriving, etc [1], [2].
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Introduction

Intellectual Property cores (IP cores):

Chips, Integratedcircuits, and other designsownedby a company,designer,or manufactureusedin
theelectronicsystems

Processors;o- ProcessorgDigital signalprocessorsandotherConsumeiElectronic CE) hardware

Importance of digital signal processors(DSP) Theseco-processorperformsvariousdataintensive
andpowerhungryapplicationsnvolving massivecomputationdike datacompressiordecompression,
digital datafiltering, anddifferentcomplexmathematicatalculations

The digital signal processorsare designas a dedicatedreusableintellectual property (IP) core using
High Level SynthesigHLS) framework

The digital signal processing DSP) intellectual property(IP) coresare the integral part of consumer
electronicsystems,usedto facilitate applications such as image, audio and video processingetc.
with higherefficacyandlow cost[3],[4].

Examples of DSP IP cores and their usages The DSP IP coressuchas JPEG,MPEG, DCT and
digital filters like FIR, IIR arewidely usedin severallectronicgadgetsuchasdigital cameracellular
phonessmartwatchesetc



Different levels in IP core design

Abstraction levels in IP core(H/W) design:

.

System level

A

Algorithmic level

A\ 4

Register transfer level

Logic level

Layout level

.

High Abstraction
Level to Low
Abstraction Level

Fig. 1. Top to bottom representation of different abstraction level used

in digital ICs design process



Abstraction levels:

Abstraction levels:

1. Systemlevel

A Representhedesignat the highestievel of abstraction,

A Design(or application)is in theform of systemspecifications/inpubutput,

A At thislevel, functionality,spacespeedandpowerrequiremenareconsidered

2. Algorithmic level

A Designdescriptionn termsof behavior,

A Controldataflow graphis a popularintermediateepresentationf thedesignat thethislevel,

A Also knownaselectronicsystemlevel (ESL) or behaviouralevel.

3. Registertransfer level

A Interconnectionbetweendifferent units such as arithmetic and logic unit (ALU), control unit,
storagehardware

4. Logic level

A Representthedesignin termsof logic gates
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. Layout level
A Physical/Layoutepresentationf the design



HLS

High Level Synthesis (HLS) and its importance:

A HLS framework acceptsfunctional descriptionof the designas input in the form of transfer
function of respectivecomputingalgorithm and yields registertransferlevel (RTL) datapathof
correspondinglesignincludingIP vendorspecifieddesignconstraintg5].

x  Importance of HLS:

Shorterdesigncycle Reduceshedesigncycle dueto automatiorof designprocess
Easyerrorhandling

Ability to searchithedesignspacgoptimalresourceconstraints)

Decisionamadeat higherlevelshasa greatimpacton lowerlevels

> > > >



HLS

High Level Synthesis procedure:

: Application Conversion of the
High level » benchmarks such ag—,| application into data
specification filter, FFT, FIR, flow graph (DFG)
DCT, etc.
Design space Scheduling, Determination of data
> exploration of [—> Allocation and path circuit
architectures Binding
Determination of Development of the full system by
» control path circuit ——| combination of Data and Control patHll

RTL
Structure



HLS

Different steps of HLS:

l Functional specifications

Compilation
v Intermediate representations
Scheduling
v Schedule design
Allocation
v All ocation of registers and Functional units (FUs)
Binding
Variables to registers and operations to FU mapping
Datapath and controller
generation
l RTL file

Fig. 2. Top to bottom representation of different steps of HLS



HLS

Scheduling, Allocation, and Binding:

1. Scheduling

Schedulinginvolves assigningoperationsof the control dataflow graph (CDFG) to control steps A
control stepusually correspondgo a cycle of the systemclock, the basictime unit of a synchronous
digital systems Someexamplesof schedulingalgorithmsare (a) As SoonAs Possible(ASAP), (b) As
Late As Possiblg ALAP), (c) List schedulingetc

2. Allocation:
Here,allocationof storagevariablesandfunctionalunits(suchasaddersmultipliers,etc) is performed
3. Binding:

After the functional operationsand storageoperationsare scheduledand componentdrom the design
library are selectedfor such operations(allocation),then comesthe role of binding Binding assigns
operationgo functionalunits,variablesto storagevariablesanddatatransferso wires or busessuchthat

datacabbe correctlycomputedandpassedaccordingo theschedulind 6].

Finally, anRTL file, containingdatapatlandcontrolleris generated



HLS

Design space exploration:

A It is the processof generatingoptimal architecturalsolution (resourceconstraints)corresponding
to a particular DSP IP core, consideringlP vendor specifiedhigh level specificationssuch as
power,area,energyjatency,etc amongdifferentpossiblesolutionsin thedesignsearchspace

A The main objective of the design searchexploration (DSE) is to perform optimization after
consideringifferenthighlevel specifications

A Thereare various heuristicand metaheuristictechniquesavailableto perform DSE suchas (a)
DSE usingparticleswarmoptimization[7], DSE usinggeneticalgorithm[8], DSE usingbacterial
foraging[9], etc
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Design process of Integrated circuit (IC)

Design process of IC/ IP core:

A

A

Due to globalizationof designsupply chain,the designingof reusabldP coresor ICs involved multiple third
party IP (3-PIP)vendors

Somecountriescan afford cheaperaw materials,while somehavelower labor costsand a skilled workforce
The dependencyn the various3-PIP vendorsis dueto the time-to-marketcompetitionwith rival companies
Maintainingatradeoff betweermmassproductionandalesselpriceis alsonecessary

The involvementof multiple 3-PIP vendorsin the designprocessof an IC/ IP core makeit proneto various
hardware threats [10].

de A

" flio A

| IP. Vendor J é In-House System é Fabrication

Designer/Design Integrator

Fig. 3.IP/ IC design process
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Security Issues and Hardware security threats

Security issues associated with IP Cores [11]:

IP Piracy
v v

IP Counterfeiting: Selling different
product under same brand name. Here, 1
counterfeited design (containing maliciou

logic) is sold under same brand name.

name.

IP Cloning: Selling the cloned copy of
the IP core under with different brand

-

Presence of malicious logic (Hardware Trojans) Counterfeited IPs are not rigorously
tested as genuine ones. Therefore, it may contain malicious logic which can cause

hazard for both IP vendor and end consumer (such as leaking sensitive informatic
incorrect functional computation (wrong diagnosis of disease in case of medical ima

A\ 4

safe
n,
ing

loss of esteem for IP vendor, etc.).

~,

» Fraudulent claim of IP ownership: An adversary tries to fraudulently claim the ownership of the IP.

12



Security Issues and Hardware security threats

Security issues associated with IP Cores (Contd.) [12]:

Reverse Engineering (RE) attack By means of reverse engineering (RE) during the design
process, an adversary may attempt to analyze and identify the detailed interconnectivity of the
register transfer level (RTL)/ gate structure to covertly insert hardware Trojans at safe places such
that it goes undetected during testing process or seamlessly counterfeits/ clones the original design.

L3 % Overproduction: Exceeding the specified licensing limit (illegally) of manufactured IPS. ]

? Therefore, it is essential to secure these image processing filter IP cores from these hardware threats.

13



Security issues

Possible hardware threats and attacks in the design flow of hardware tC

yout to Integrated ci
fabrication

Hardware design process (including procurementigb&rty IP cores)

Transfer function of
application ‘
-kl
v RiL | MOLpng ||
- B synthesi N W W
I Fetching multipl Design integration in T 3 3 manufactu
: 34 party IP cores HLS framework NI ng unit
L e e e __ RiL datapathl———J
\~~\\ i
Trusted \\\ Netlist level attackd-— IC level attack

. Untrusted

R — False claim of devices

IP piracy RE attack Trojan attack ownership

Overproduction

Fig. 4. Possible hardware threats and attacks in the design flow of hardware IC
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Security classification tree

DSP IP security classification tree:

Security of Data Intensive DSP and Multimedia IP Core

N

Security based on preventive control

4//\>

Security using structural Security using functional

Security based on detective control

/\Nng nature

— Signature based approach based approach

—» Watermarkbased approaches
Dualvariablewatermarking [13]

I Multi-variablewatermarking [14]
Multi-phase Watermarkingd.5] [16]

Steganography based
authentication[18]

—» Digital signature based
authentication [17]

> Biometric based approaches

Facial biometric [10]
I Fingerprint biometric [19]
Palmprint biometric [11]

obfuscation

Multiple phase
structural
obfuscation [24]

Key based structural
obfuscation [34]

obfuscation

— Functional obfuscation
using robust ILBS [23]

Key based logic
— |ocking with improved
security [33]
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Hardware security requirement

Security need:

A

Protection against threat of IP ownership is to authenticategenuinelP vendor/designerin caseof soc
integratorfalsely claimingthe ownershipof the IP core

Protection against IP piracy is to authenticateSoC integrator/userfrom dishonestP vendorselling extra
copiesof IPsandblamingtheuser

Trojan canbeinsertedat any stageof IP designandis not easilydetectableduring testingphaseof IP design
or remains dormant untili the happening of some specific triggering/ timing event

Counterfeited IPs may causeleakageof credentialinformation/ passwordsdrowning energy resources,
excessiveheat dissipationof the IC componentsand abnormalfunctioning or denial of service of the
underlyingcomputingdevice

Therefore, detective and preventive control of IP core from the SoCi nt e g paspeactivéinsist be
mandatory

16



Security metrics

Evaluation parameters:

u Evaluation of Robustness Using Probability of Coincidence (Pc):
60cd denotes thesmdmbear tfthde dCa 0o taenEr D
6 <p Q) the number of hardware constraints added.
W

A lower probability of coincidenceandicatesgreateruniquenesgstrongerdigital evidence)in the generated
signaturewhich helpsin easiendentificationof counterfeitedonesduring the counterfeitdetectionprocess
aswell asrobustproofagainstfraud P ownershipclaims

a Tamper tolerance (TT):

Y'Y (x ) 0 wi®the number of types of digits in the signatara @ i§ the
signature size (or the number of corresponding hardware security
constraints)

Thehigherthe TT, the morerobustis the proposedapproachagainstamperingattack Therefore tampering
an P coredesignfor evadingthe counterfeitdetectionprocesecomesomplex,with ahigherTT valuefor
anadversary




Security metrics

Evaluation parameters (Contd.)

i

Design cost

1O

#1 O0p

TABOARS TAGENGNOA

-

AA ., AOAT AU
1

AU

Where6 a r amd0d a t represgntéhe total areaandlatency(delay) of the proposed
methodologybasedsecuredIP core design 6 maaxeaand max | at edepmicytbe

maximum areaand latency of the proposedsecureddesignof IP core using maximum

resourceconstraintgossible 6 it andt2darethe weighingfactors(weightagegivento are

anddelay),whichin the proposedpproachs 0.5 each

Therearevarioushigh level specificationssucharea latency,power,energy,etc for designingan optimized
DSPIP core ThelP vendor/designeiselectshe parametewhile designing

18



Part 1 (Detective Control)



Paper 1

Exploring Low Cost Optimal Watermark for Reusable IP Cores
During High Level Synthesis[14]:

A

A

A

A

A

A

A novel approachbasedon watermarkingtechniguehas beenusedfor protectionof complex
reusabldP Coresusedin CE systems

Watermarking : The covertinsertionof somesecretinformationinto the hardwarelP coredesign
Is termedhardwarewatermarking

The proposedapprochis signaturebasedand capableof generatinghardwaresecurityconstraints
for securinga DSPKernelapplication

It makesuse of the IP vendor selected(defined) watermarkingsignaturevariablesand their
correspondingncodingulesto generatdardwaresecurityconstraints

The generatechardwaresecurity constraintsare then embeddedn the IP Coresdesign(single
phase}o authenticatgenuineP Maker.

The watermarksignatureis encryptedusing RSA mechanismbefore sendingit to the genuine
buyer(extralayerof defense)

[14]. A. SenguptandS. Bhadauriafi E x p | low Cost@ptimal Watermarkfor ReusabldP coresDuring High Level Sy n t h IEEEAscesg

vol. 4, pp. 2198 2215 2016
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Paper 1

Watermarking properties:

C A watermarksignaturanustfollow thefollowing attributes

1.

a M wbd

It hascapabilityto bewmbeddednto anartifact (e.g. text,image,video,audioetc) or into an P
design(hardware software algorithmetc).

It providesaneasiendentificationof owner/creatorof the design
It shouldbeembeddedinto suchaway thatit is difficult to removeandrobustin nature
It shouldshowresiliencyagainsiGhostsignatureattackandTampering

Embeddingof the watermarkshouldnot consumea longerruntime It becomesmportatntwhen
thereis a needto find an optimal architecturalsolution betweenvariouscandidatesolutionsin a
designspace

It shouldprovideaneasiersmoothesignaturgwatermark)detectionratgenuing e c e iende r 0 s
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Paper 1
Design space exploration using PSO [14]

A The integrationof the PSODSE block with the watermarkingmethodologyservesthe objective of

determininganoptimizedarchitecturakolution
A PSOprunesthedesignsearctspacebasedn IP vendorspecifiedhigh level specificationsuchasarea,
delay,energypower,etc correspondingo securedSPdesignto generat@noptimizedlow-costdesign

Advantage of PSO-DSE over others suchasgeneticalgorithm [8] and bacterial foraging [9] basedDSE:

A PSODSE considersthe magnitudeof the previouslycomputedvelocity with the help of a parametercalled
inertia weight, while [8] and [9] do not considerthe momentumof prior iterations, which increaseshe
probability of gettingstuckin thelocal minimaduring architectureexploration

A PSODSE createsa balancebetweerexploitationandexplorationtime with the help of linearly decreasinghe
valueof inertiafrom 0.9 to 0.1. The algorithmtakesmoresignificantstepsat the beginningandsmallersteps
on reachinghigherfitnesssolutions,which is missingin [8]and[9]. This alsoenhanceshe chanceof reaching
globaloptimal solution

A The inclusion of variousother factors (hyperparametersjuchas social and cognitive factorsin PSODSE,
helpsachievehigherfitnesssolutionwithin avery low explorationtime

22



Paper 1

Inputs and basic steps [14]

WD E

ok

Transferfunctionof thetargetbSPapplicationor CDFG,
Userconstraintgareaandlatencyconstraints),
IP vendorselecteccombinationof multi-variablesignaturedigits andtheirencodingrules,

modulelibrary (containingrelevantinformation suchas area,delay, etc correspondingo DSP
application),

PSOparametersthe maximumnumberof iterations,and

Controlparametergsuchasacceleratiorcoefficients swarmsize,inertiaweight,anditerations)

First, a scheduleddataflow graph(SDFG)is generatedvith the help of input CDFG of thetarget
DSPapplicationandresourceconstraintgheregeneratedy PSO)

Next, aregisterallocationtable(RAT) is generate@nda coloredintervalgraph(CIG) is generated
correspondingo it. CIG is usedto embedthe generatedhardwaresecurityconstraints

23



Paper 1

Watermarking signature variables and their corresponding encoding
mechanism [14]

C ThelP vendorselectedour differentsignaturedigits andtheir correspondinggncodingrulesareas
follows::

1. 'iG= embedan artificial edge between<prime, prime> node pairs (storagevariables)in colored
intervalgraph(CIG) of DSPapplication,

2. ' E émbedan artificial edgebetween<even,even>node pairs (storagevariables)in CIG of DSP
application,

3. ' E@®@mbedan artificial edgebetween<odd, even>node pairs (storagevariables)in CIG of DSP
applicationand

4. 'I' = embedanartificial edgebetween<0, anyinteger>nodepairs(storagevariables)n CIG of DSP
application
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Paper 1

Flow-chart of Low-Cost Watermarking-based security approach [14]

e, PSO DSE

Initialize i = 1

Particle, X, = () I

¥

Determine Global
best particle position

Determine Local best
particle position

¥ ¥

Determine New Particle Position (")

v
| C,'= Compute Cost

Yes
i

No

Update Local best and
particle position

<]>

Update Global best particle position

{ Module Library

[ User Constraints

DFG

] Input Block

Control parameter e.g. Swarm size, # iteration, Acceleration J

[ coefficient

|
|::_‘—:_—| Construct SDFG based on Rx
v
|

Construct k-connected colored
interval graph

¥
Construct controller based on the
colored interval graph
v

| RSA Algorithm

Multi-variable
signature

Use proposed encoding for selecting
signature as watermark

p

¥

Maodify colored interval graph with the

encoding rules (adding additional edges)

1

Update controller by imposing
watermark constraint and construct the
equivalent datapath

32 bit encrypted
Watermarked message to
receiver

Fig. 5. Flow-chart
of low-cost
watermarking based
approach [14]
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Paper 1

Demonstration using a sample DFG [14] :

Control Step (c.s) | Red (R) | Blue (B) | Green (G)
0 v( vl v2
1 V3 V5 v4
__vu =L V1 = V2 D) F 5 —
@ v3 * ) vy * ) V5 3 V7 - -
i 1
N4 / Table 1.Controller for register allocation before embedding watermark.
V6
@AT\‘ 2 VT
@W 3 we @ _w
Fig. 6. Scheduling of a sample DFG with 3 K
multipliers and 1 adder. o
VE
W3

e

Fig. 7.Colored interval graph for the
scheduling.



Paper 1

Flow-chart of Low-Cost Watermarking-based security approach [14] :

Desired signature (6-digit) i i I ! T I
Corresponding additional edges
to add in the colored interval graph

Table 2.Signature and its decoded meaning.

(23) | 25) | 24) | O | (1,2) | (2,6)

T
0 V1
Control Step (c.s) | Red (R) | Blue (B) | Green (G) | Maroon (M)
0 v0 vl v2 -
1 v3 V3 = vd
V6 V2 2 vb V5 - -
3 v - _ _
v5 Table3.Modi fied controller after embeddin
V3 . .
hidden signature).
V4

Fig. 8.Colored Interval Graph with additional
edges (watermarking constraints) colored in
orange.
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Paper 1

Results compared to [13]:

T — Proposed Watermarked Solution | Cost of watermarked
Watermark Solution for Related Solution

FU’s Registers FU’s Registers | Proposed Related
DWT 1(+), 3(*%) 6 2(+), 3(%) 5 -0.064 -0.034
ARF 2(+), 4(*) 8 4(+), 2(%) 8 -0.210 0.022
MPEG 2(4), 5(*) 14 3(+), 7(*) 14 -0.448 -0.368
JPEG IDCT 5(+), 5(%) 30 12(+),12(%) 30 -0.311 -0.208
IDCT 4(+), 2(*) 8 4(+), 2(%) 8 -0.062 -0.041
MESA INTERPOLATE | 3(+). 8(*%) 48 O(+), 16(*) 48 -0.493 -0.382
IIR BUTTERWORTH 1(+), 3(%) S 1(+), 3(*) 6 -0.352 -0.345
FIR 4(+), 4(*%) 8 4(+), 4(*) 9 -0.257 -0.250
FFT 2(+), 2(%) 8 4(+), 2(*) 8 -0.139 -0.074

Table 4.Comparison of the proposed watermarking approach with [13] for # of watermark constraint=15.
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Paper 1

Results (Contd.):

# of variables used

Watermark Creation

# of watermarking

Benchmarks in signature encoding Time (ms) constraints
(_l,(i),u;:? ) R(%lfltlt;d Ours Related Ours Related
DWT 1 10
ARF 1 17
MPEG 5 14
JPEG IDCT 6 61
IDCT 4 2 3 14 15 15
MESA INTERPOLATE 8 101
IIR BUTTERWORTH I 16
FIR 2 31
FK1 1 49

Table 5.Comparison of the proposed watermarking approach with [13].
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Paper 2

Triple -Phase Watermarking for Reusable IP Core Protection during
Architecture Synthesis[15]:

A A novel approachbasedon Watermarkingtechniqueappliedin threedifferent phaseof IP core
designprocesdasbeenusedfor protectionof complexreusabldP cores

A The proposedapprochis signaturebasedand capableof generatinghardwaresecurityconstraints
for securinga DSPKernelapplication

A It makesuse of the IP vendor selected(defined) watermarkingsignaturevariables and their
correspondingncodingulesto generatdardwaresecurityconstraints

A The generatechardwaresecurity constraintsare then embeddedn the IP Coresdesign (three
differentphasesjo authenticatgenuineP Maker.

A The involvementof a 7-digit multi-variable signatureand different IP vendorselectedencoding
mechanisméor differentphase®f watermarkingnakesthe proposedapproacthighly robust[15].

[15]. A. SenguptaD. Roy and S. P. Mohanty, "Triple-PhaseWatermarkingfor ReusabldP Core ProtectionDuring ArchitectureSynthesis,'in
IEEE Transactionson ComputerAided Designof IntegratedCircuits and Systemsvol. 37, no. 4, pp. 742755, April 2018

30



Paper 2

Inputs and basic steps [15]

Inputs:

1.

2
3
4
C
G

¥

Transferfunctionof thetargetDSPapplicationor CDFG,
Resourceonstraints,

IP vendorselecteccombinationof multi-variablesignaturedigits, and
IP vendorselectecencodingules

First, a scheduleddataflow graph(SDFG)is generatedvith the help of input CDFG of the targetDSP
applicationandresourceconstraints

Subsequentlyall the availablefunctionalunits (FU), suchasaddersandmultipliers, areallocatedbasedon
IP vendorprovidedhardwaretype A FU allocationtableis generatedor all operationswith a non-critical
operationgiming table

Non-critical operationsin an SDFG are operationsthat can be shiftedin upwardor downwardcontrol
stepswithout violating datadependencyndfunctionality.

Next, all operationsaresortedin increasingorderbasedn their numberan eachCS
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Paper 2

Watermarking signature variables and their corresponding encoding
mechanism [15]

C The IP vendor selectedsevendifferent signaturedigits and their correspondingencodingrules are as
follows::

1. ' U éperationswith odd numbersare allocatedto hardwareof vendortype 1 and operationswith even
numbersareallocatedto hardwareof vendortype 2 in oddcontrolstep(CS),

2. ' b operationswith odd numbersare allocatedto hardwareof vendortype 2 and operationswith even
numbersareallocatedto hardwareof vendortype 1 in evencontrolstep,

3. ' o a@nencritical pathoperationwith highestmobility is movedto immediatenextcontrolstep,

4. 'i6 =mbedan artificial edgebetween<prime, prime>nodepairs(storagevariables)in coloredintervalgraph
(CIG) of DSPapplication,

5. ' | é@nbedanatrtificial edgebetween<even even>nodepairs(storagevariables)n CIG of DSPapplication,

6. ' T émbedanartificial edgebetween<odd,even>nodepairs(storagevariables)in CIG of DSPapplication,
and

7. 'l' = embedan artificial edge between<0, any integer>node pairs (storagevariables)in CIG of DSP
application
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Paper 2

Flow-chart of Triple phase watermarking [15] :

—

Input: Transfer function ¢
target DSP application
CDFG, resource
constraints

IP vendor

Listing of IP vendor selected combinatiorn
mult-v ari abl e signat (
6i 6, 061086, 06TO0O|

v

Generation of SDFG base
on user constraints

v

Creation of timing table fa

non-critical operations | |
3

<

+ o
Embed 60206 |dH

accordingly perform
modification in timing tablg
of noncritical operations|

v

Generate hardware
allocation table after

-

v

Generation of hardware security constra

selected encoding rule

n

based on selected signature and IP vendb
1

i

Output:DSP IP core wit
vendor 0s

o)

a

Emb e, 661 6,
digits and accordingly
Lp| perform modification in

RAT

T

Embed 6U6 a
and accordingly perform

\ 4

performing hardware
allocation using available
vendor

»{ modification in functiona
unit allocation

termark

d % & Flemchart; s
of triple phase
watermarking

mechanism [15]
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Paper 2

Steps used in triple phase watermarking [15]

Phasel (Schedulingphase)

A In the first phaseof watermarkingnon-critical operations(startingfrom CS 1) are movedto the immediate
next CS for eachoccurrenceof ' Jshifting mustnot violate the datadependencynd hardwareconstraints),
anda modified timing tablefor non-critical operationss generatedA hardwareallocationtableis generated
correspondindo differentusedfunctionalunits (hardware).

Phase2 (Hardware allocation phase)

A In the secondwatermarkingphase,FUs are re-allocated according to the IP vendor selectedencoding
rules' U'and' badnd a modified hardware allocation table is generated After this, allocationof storage
variablesin the SDFG (doublephasedvatermarked)s performed,anda CIG is createdo find the minimum
numberof requiredregistersfor storagevariables Next, a registerallocationtable (RAT) is createdfrom
SDFG (assignedvith storagevariables)

Phase3 (Registerallocation phase)

A Then,the additionalartificial edges(securityconstraints)are determinecbasedon the IP vendor'sselectedi’,
', 'T', and"!" digits. Further,thesedeterminedsecurityconstraintsare embeddednto the CIG of the design,
followed by local alterationin registerallocationif two adjacent e g i sotorsaredhsesame
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Security metric (Paper 2)

Evaluation parameter:

u Probability of Coincidence (Pc):

) D
0 A
(pqs U'Y)

Where O0to6 denotes number digit used for perfagrming
(colors) used in the register allocation phase, 6hbo
indicates the numiBber of hardware of type 6

A lower probability of coincidenceandicatesgreateruniquenesgstrongerdigital evidence)in the generated
signaturewhich helpsin easieridentificationof counterfeitedonesduring the counterfeitdetectionprocess
aswell asrobustproofagainstfraud IP ownershipclaims
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Paper 2

Results compared to [13], [14]:
# of # of times lower P,
Benchmarks| register P, of proposed
[13], [14] before approach compared
watermark|Proposed| [T3] e ] to[ 13, [ 14 )
ARF 8 3.3x10% | 2.2x107 | 2.2x107 6.9x10%
DCT 8 37x107 | 22x10° | 2.2x10°° 6.1x10"
DWT 5 8.3x107°| 1.7x10% | 1.7x10 2.1x10%*
EWF 4 6.8x10 | 1.0x107'°|1.0x10™" 1.5x10%®
IDCT 8 3.3x10%7 | 2.2x107 | 2.2x10°° 6.9x10!
MPEG MV 14 3.8x107'| 2.6x107 | 2.6x107 6.9x10%
JPEG IDCT 12 1.9x102| 9.4x10* | 9.4x10* 5.0x10"

Table 6. Comparison of strength of watermark indicated through probability of coincidence (as proof of
authorship) between proposed [13] and [14] for signature size (80digits).



Paper 2

Results (Contd.):

# of times higher

Signature # of possible signature tamper-tolerance of
Size combination proposed approach
(digits) compared to
Proposed 3] ] ] 4]
15 4.8%10" 32768 10.7%10% | 14.5*%107 4421
30 2.3*%10% | 1.1*10° | 1.2*10™ | 2.1*10™ 19.5%10°
45 1.1*¥10% | 3.5*10" | 1.2*10%7 | 3.0*10* 8.6%10'°
60 5.1*10° | 1.2*10"™ | 1.3*10°° | 4.4*10* 3.8*%10™
80 4.1%10° | 1.2*10* | 1.5*%10® | 3.4*10% 2. 8*10"

Table 7.Comparison of tamper tolerance between proposed, [13] and [14] for different signature strength.
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Paper 3

Quadruple phase watermarking during high level synthesis for
securing reusable hardware intellectual property core§l6]:

A

A Novel approachbasedon Quadruple phase Watermarkingtechnique has been used for
protectionof complexreusabldP Cores

The proposedapprochis signaturebasedand capableof generatinghardwaresecurityconstraints
for securinga DSPKernelapplication

It makesuse of the IP vendor selected(defined) watermarkingsignaturevariablesand their
correspondingncodingulesto generatdardwaresecurityconstraints

The generatedhardwaresecurity constraintsare then embeddedn the IP Cores design (four
differentphasesjo authenticatgenuineP Maker.

The four different phasesare (a) scheduling, (b) register binding, (c) resourcebinding and (d)
interconnect binding, respectively Further,The proposedapproachintroducesseveralnovelties
graph partitioning, encoding tree, and eightfold mapping to generatea robustwatermarking
signature

[16]. MahendraRathor,Aditya Anshul,K Bharath,RahulChaurasiaAnirban SenguptaQuadruplephasewvatermarkingduring high level synthesis
for securingreusablehardwareintellectualpropertycores,Computersand Electrical Engineering Volume 105, 2023 108476ISSN00457906
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Flow-chart of Quadruple phase watermarking [16]:

| Module Iibrar¥| Algorithmic | Encoding tregl

Resource description of input ™~ Constraints

constraints DSP application | | mapping rule
__________________________ o
| Scheduled, allocated and binded DFG | o]
v Q
| Partitioning into N partitions: /o Py | 2
Encode partition Rusing proposed encoding tree, wTe:reg
10i-DN o
¥ @
| Compute Hash digest (HDof encoded digits of,P | _%._
>

| Signature (3 , whe rle 1 Oi

O
| Z

Mapping of signature (Binto watermarking constraints
using proposed eightfold mapping rule v
«Q
o}
Implant watermarking constraint into partitiopd@ring g
four phases of HLS, where j=i+1 Ll 5
m
| Signature constraints implanted scheduled DF(F 2
! % Fig. 10.Flow-chart
| Datapath and controller synthesis | =i of quadruple phase
« .
v - watermarking
RTL of DSP core secured with proposed quadruple phase mechanism [16]
watermark
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Step 1 (Graph partitioning):

C After scheduling,allocation and binding graph portioning is performed A graph portioning is
performingin following ways

a) A small possiblepartition shouldcontainat leasttwo connectechodesof the graphto enablemore
meaningfulencodingandembeddingf constraints,

b) Thereshouldbeatleasttwo partitionsof the graphfor the applicability of the proposedapproach,

c) Thefirst partition P1 should be the smallestpartition as the constraintsare not embeddedn this
partitionbutit is usedto derivesignaturdor the subsequemartition,

d) Thenumberof partitionsshouldvary asper the size of the targetapplication(in termsof numberof
operationsjor effectivewatermarking

C TheproposedSDFG partitioningplaysa significantrole in enhancinghe strengthof the signature Owing
to partitioning, intricacy of deducingthe exactsignatureis increasedmanifold for an attacker This is
becausgthe attackerneedsto know the location of the partition and numberof partitionsof the SDFG
alongwith the knowledgeof partitionencoding
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Graph partioning example (using 8point DCT) [16]:

r3 0

e
P2 \
V3 RS \ 5 i
R3 v2 R4 R5, v4 \:{-6-\73 RZ V6 RSlVT
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-
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e
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=
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I-“

cl
Vil ),

b 4 M,‘}II b % v Mé r M22
R:/G)’ ANy BLE
viz, Biviz Ravis Riavis

’,’
v
e C3
c4
cs
6

Fig. 11.Scheduled DFG of-8oint DCT

core with partitions P1, P2 and P3. (note:

¢7 dashed curves in red indicate the cuts applied
for partitioning, different colored bars

c8 indicates registers to store primary and
intermediate data or storage variables).
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Encoding Tree [16]

| Partition Pof the scheduled DFG |

~~
Even Odd
v i
Control stef Output
(O # reglister #

Even L—‘—i Odd Even | + Odd
Left input Right input Opn type Vendor
register # register # L number
Eveni iOdd Even odd ¢ 001 N\ oé+§o Ii\z

v L S 0 1 (0} =

- - III - . - Fig. 12.Proposed
Proposed Encoding Tree encoding tree used to
encode partitions of
| Encoded digits of the partition P | SDFG.

A The leavesof the encodingtree are the designerchosenalphanumeridigits. In orderto generateencoded
digits from a partition,eachopn#is traversedhroughthe encodingtiree
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Encoding bitstream generation for each partition [16]

C L e tséethe encodingof partition-Plof SDFG (shownin Fig. 11). The partitionP1 is encodednto
alphanumericdigits using proposedencodingtree For example,opn #1 has odd parity, odd O/P
registerf{R1) andis assignedo vendornumberl. Henceit is encodednto 6 nthsoughtraversalbf the
encodingtreeshownin Fig. 12. Thereby theencodingof partition-P1 (3 opns)is:i n S n 0

C Hashdigestof encodeddigits, generatedrom a partition (Pi), is calculatedusing SHA-512 The
overall signatureis a concatenatiorof different hashesgeneratedfrom the encodingof different
partitions

C The alphanumeridigits i n S arefirst transformedinto 512-bit hashdigest Further,the obtained
hashbitstreamis truncatedto 48 (=16x3) bits basedon the designerchosensize 16 of signatureSL.
The signatureS1 (size =16 triads) is: fil01- 001-101-000-100-011-100-001-111-100-010-110-001-
010-010-100NjN;j

C Thetruncateditstreams representeth theform of triads
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Eightfold mapping (mapping of signature into hardware security
constraints [16]

Table 8.

Mapping triads in the signature into security constraints.

Triads Mapping into security (watermarking) constraints

“000" Embed an edge between (even, even) node pair in CIG

“001” Embed an edge between (odd, odd) node pair in CIG

“010" Embed an edge between (odd, prime) node pair in CIG

a1 Move an operation of non-critical path with highest mobility into immediate next control step (C)
“100" Bind vendor-1 to even opn and vendor-2 to odd opn

“101" Bind vendor-1 to odd opn and vendor-2 to even opn

g Wl o Assign odd register to the ‘right’ input of FU and even register to the ‘left’ input of FU

111" Assign odd register to the ‘left’ input of FU and even register to the ‘right’ input of FU
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Signature generation and embedding process [16]

Signature generation process _ Signature embedding process o
(During four phases (scheduling, register binding, FU binding an
quode Calculate Truncate the ) | - interconnect binding) of HLS) - -
partition B Hash digest HD, to the o Map different triads of Embed watermarking constraint
using proposed— (HD,) of %designer chosen % signature (9 into into partition B during scheduling,
encoding tree : > | watermarking constraints—s register binding, FU binding and
(ET) d_ent(:odfeg number of triads -5—)” using proposed eightfold interconnect binding phases of
Igits ot iy mapping rule HLS
£ V
Encode the Calculate Truncate the | gn inItEcl)nbaer?i t‘{(‘ﬁ%ggﬂﬂn%gﬁgj&ﬁ:m
signature Hash digest HD, to the ° Map different triads of b I g Sene g
embedded (HD,) of dezs'gner g signature (§ into s register binding, FU binding and
0 ' : : interconnect binding phases of
partition P encoded digits ~~ chosen # of & | watermarking constraints HLS
using ET of P, triads a \l/
\E ~
Encode the Calculate Truncate the 2 ~ Embed watermarking constraint
signature Hash digest ~ HD,,to the = Map different triads of  into partition R during scheduling,
embedded —> (HD,.,) of —> designer chosen & signature (§.) into register binding, FU binding and
partiton B, = encoded digits = # of triads 5 | watermarking constraint ~ interconnect binding phases of
) %) HLS
using ET of Py,

o

~~

| Signature ($to S, ;) embedded SDFG |

Fig. 13.Signature
generation and
embedding flow of
proposed quadruple
phase watermarking
approach.
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Eightfold mapping (mapping of signature into hardware security

constraints [16]

Table 9.

Watermarking constraints for embedding in partition Ps.

Embedding phase

Triads in signature

Corresponding watermarking (security) constraints based on mapping rules

Scheduling
Register binding

FU binding

Interconnect binding

011
001
000
001
010
001
010
010
101
101
100
100
100
100
R
110

Shift opn5 from C2 to C3

Edge between node pair (V3, V11) in CIG
Edge between node pair (V2, V4) in CIG
Edge between node pair (V3, V17) in CIG
Edge between node pair (V3, V19) in CIG
Edge between node pair (V11, V17) in CIG
Edge between node pair (V11, V19) in CIG
Edge between node pair (V17, V19) in CIG
bind opn3 to the FU of vendorl

bind opn4 to the FU of vendor2

bind opn5 to the FU of vendor2

bind opn10 to the FU of vendorl

bind opnl1 to the FU of vendor2 (Embedding not possible)
bind opnl2 to the FU of vendorl

R3(storing variable V10) to left input of FU
R4 (storing variable V11) to left input of FU
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V1)

CIG post embedding register
binding constraints. red lines
denote constraint edges

(a)

= VB_lT?G va_IRS co

M3 M2
Q4
V10 =R3V R4 C1

Y4l b

1
VI2==Rrs C3

Aﬁ/
1= Vi C4

& <]

(b)

Signature generation and embedding process [16]

Fig. 14.(a) CIG post
embedding register binding
constraints (b) SDFG of
partition-P2 post embedding
signature S1..
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Security metric (Paper 3)

Evaluation parameter:

i

Probability of Coincidence (Pc):

A P ZL ZB z L
i (e %) (s () )

Where,first, secondthird andfourth term hereindicatePcw.r.t. registerbinding, FU binding, interconnect
binding and schedulingphasesrespectively In the first term, ¢ and f1 indicate the number of colors
(registers) in the CIG pre-embeddingregister binding constraints and number of constraint edges
respectively In the secondterm, K, U(Zi) andf2 denotethe numberof typesof FU resourcesnumberof

instancesof FU type Zi and numberof FU binding constraintsrespectively In the third term, f3 denotes
numberof interconnecbinding constraintsin the fourth term, f4 denotesnumberof schedulingconstraints
ande (;)xdenotethe mobility of opn 6 xwhich is subjectedto imposingof schedulingconstraintand x;

indicatesthe opncorrespondindo j* schedulingconstraint
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Results compared to [13], [14], [15]:

Table 10
Probability of Coincidence (Pc) Analysis of Proposed Approach wr.t. Related Approaches [13],[14].[15]
DSP Signature size #times lower  #times lower  #times lower
Benchmarks (# of triads) Proposed [14] [15] [13] Pc than[14]  Pc than[15] Pc than[13]
DCT 20 7.6e-7 6.9e-2  1.0e-5 6.9e-2 9.0e+4 1.3e+1 9.0e+4
25 6.4e-8 35e-2  15e-6 3.5e-2 54e+5 23et+l 54et5
30 1.7e-10 18e-2 28e-6 1.8e-2 1.0e+8 1.6e+4 1.0e+8
FFT 20 23e-6 27e-1  54e-5 2.7e-1 1.1e+5 23e+1 1.1e+5
26 1.1e-8 18e-1 5.1e-7 18e-1 1.6e+7 4 6e+1 1.6e+7
32 6.0e-11 12e-1 49e-9 12e-1 2 0e+9 8. le+l 2 0e+9
IR 20 3 le-4 22e-1 19e-2 22e-1 7 0e+2 6. let+l 7 0et+2
26 1.6e-5 14e-1 6.5e-3 14e-1 8.7e+3 4 0e+2 §.7e+3
32 1.0e-5 93e-2 12e3 9.3e-2 93e+3 12e+2 9.3e+3
FIR 22 13e-9 53e-2  13e-6 5.3e-2 4 0e+7 1.0e+3 4 0e+7
34 3 8e-13 10e-2 19e-8 1.0e-2 2 6e+10 5.0et+4 2.6e+10
46 7.4e-20 2.le-3 1.0e-13 21e-3 2 Betl6 13et+6 2.8et+l6
ARF 22 1.0e-9 24e-1  24e-8 24e-1 2 4e+8 2 4e+l 2 4e+8
34 3 0e-15 l1le-1 47e-13 1.1e-1 3.6et+13 1.5e+2 3 6et13
46 1.5e-17 5.1e-2  28e-14 5.1e-2 34e+l5 1.8e+3 3 4e+ls
1D-DWT 20 92e-6 26e-2 42e5 2.6e-2 2.8e+3 4 5e+0 2.8e+3
25 59e-7 1.0e-2 27e-6 1.0e-2 1.6e+4 4 5e+0 1.6e+4
30 3 8e-8 4 2e-3 1.7e-7 4 2e-3 1.let+5 4 4e+0 1.let+s
MPEG 20 33e-11 22e-1 2le-10 22e-1 6.6e+9 6 3e+0 6. 6e+9
30 l.1e-15 1.0e-1 1.3e-14 1.0e-1 9.0e+13 l.le+l 9.0e+13
40 4.0e-20 5.1e-2  8.7e-19 5.1e-2 12e+18 2.1et+l 12e+18
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Results (Contd.):

Table 11
Tamper Tolerance Analysis of Proposed Approach wr.t. Related Approaches [13],[14],[15]
DSP Signature Tamper tolerance (TF) # times higher # times # times higher
Benchmarks size (# of Proposed [14] [15] [13] TP than [14] higher TP TP than [13]
triads) than [15]

§-point 20 9 9e+27 l.le+12 79e+16 1.0et+6 9.0e+15 12e+11 99e+21

DCT 25 3 2et+32 1.1e+15 13e+21 3 3e+7 29e+17 2 4e+11 9 Tet+24

30 1.4e+45 1.1e+18 22et+25 1.1e+9 1.2e+27 6.3e+19 1.2e+36

FFT 20 12e+27 1.1e+12 79e+16 10et+6 1.0e+15 15e+10 12e+21

26 1.0e+37 4 5e+15 93e+21 6.7et7 22et21 1.0e+15 1.4e+29

32 29e+51 1 8e+19 1.1e+27 42e+9 1 6e+32 2 6e+24 6 9e+41

IR 20 4 7et+21 1.let+12 79e+1l6 1.0etb 4 2et+9 59e+4 4 7e+15

26 6.3e+29 4.5e+15 93e+21  6.7et7 1.4e+14 6.7e+7 9.4e+21

32 5.8e+48 1.8e+19 1.1e+27 42e+9 32et+29 52et+21 1.3e+39

FIR 22 54e+39 1.7e+13 39e+18 4.2et+6 3.1e+26 1.3e+21 1.2e+33

34 2.4e+52 29e+20 54e+28 1.7e+10 8 2e+31 4 4e+23 14e+42

46 6.7e+66 49e+27 7.5e+38 7.0e+13 1.3e+39 8.9e+27 9.5e+52

ARF 22 54e+39 L.i7e+13 39e+18 42etb 3.let26 13e+21 1.2e+33

34 3.7e+50 2.9e+20 54e+28 1.7e+10 1.2e+30 6.8e+21 2.1e+40

46 1.0e+65 4 9e+27 7.5e+38 7.0e+13 2.0e+37 1.3et+26 1.4e+51

ID-DWT 20 7.9e+28 1.1e+12 79e+16 1.0et+6 7.1e+16 1.0e+12 7.9e+22

25 2.6e+33 1.1let+15 13e+21 33et7 23e+18 2.0et+12 7.8et+25

30 8.5e+37 1.1e+18 22e+25 1.1et+9 7.7e+19 3.8e+12 7.7e+28

20 1.0e+37 1l.le+12 79e+16 1.0et+6 9.0e+24 1.2e+20 1.0e+31

MPEG 30 1.1e+46 1.1e+18 22e+25 1.1et+9 1.0e+28 5.0e+20 1.0e+37

40 12e+55 12e+24 6.3e+33 1.1le+12 1.0e+31 19e+21 1.0e+43
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IP core steganography used for protecting DSP kernels used in CE

systemd18]:

A A novel approachbasedon steganograpgyechniquehas beenusedfor protectionof complex
reusabldP Coresusedin CE systems

A Theproposedapprochis signaturefree andcapableof generatinghardwaresecurityconstraintsor
securinga DSPKernelapplication

A It makesuseof the registerallocationtable of DSP kernelapplicationitself to generatéhardware
securityconstraints

A Thegeneratedhardwaresecurityconstraintshenembeddedn the IP Coresdegineto authenticate
genuindP Maker.

A Thresholdentropy option in the approachprovides more control to designeras comparedto

signaturebasedapproach

[18]. A. SenguptaandM. Rathor,fi | Gdre Steganographjor ProtectingDSPKernelsUsedin CES y s t d@nmhEEE Bransactionson Consumer
Electronics vol. 65, no. 4, pp. 506-515 Nov. 2019
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Flow chart of Steganographybased security approach [18]:

-

Generating

steganographic security

constraints

F

regarding embedding of

Determination of all
possible color
transformations

all listed security

List all the possible
additional storage
variables pairs (edges
security constraints)
possible between san
colored storage

CIG

constraints (edges) tg
resolve raised conflict

A 4

Determination of

maximum entropy (E
corresponding to all
listed edges (security

constraints)

Output:Secured_

Generation of modifie
register allocation tab
(RAT) after embeddin

DSP hardwarq‘

~

variables (nodes) in the

Schedule dataflow

Input: Data flow graph (DF

graph based on resou
configuration

v

Storage variables
allocation in schedul
dataflow graph (SDF

1

(CIG) generation bas

Colored interval grap
d
on SDEG

QO p &

Generation of final
security constraints
(edges) based on IP|

designer chosen
threshold entropy

((EXiXD) < Ethreshold)
v

all listed security
constraints.

A

Embedding of listed
additional edges
(security constraints)
into the CIG of
respective applicatior]
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Fig. 15 Flow-chart
of steganography
based approach [18]
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Generation of hardware security constraints from register allocation

table [4]:

R|T0 G 1 BI‘TZ T3 0
C1
T5
C2
T6
" B
/ -

A~ C4

T4

Fig. 16.Scheduled data flow graph of
4-point DCT with 1(+) and 2(*) before
secret constraint embedding.

T3 Co

T1 BI‘TZ

. 4 |
T4

C2

O T7

T8

C3

T9

C4
b T10

Fig. 17.Scheduled data flow graph of
4-point DCT with 1(+) and 2(*) after
secret constraint embedding.

R G Bl
Co TO T1 T2 T3
C1 T4 TS 2 T3

Cc2 T8 - T6  T7
3  T9 - = T7
c4 TIO - s -

Table 12.Register allocation table of
storage variables (F010) of DCT-4.

R G Bl 0 \i
¢ T0o T T2 T3
caa 15 1™ 12 T3 -

- - 7 T6 T8

(V)
ago- - - T6 9
4 - - . - T10

Table 13.Register allocation table of
storage variables (F010) of DCT-4
post signature embedding.

Possible edge Maximum entropy Possible edge Maximum entropy Possible edge Maximum entropy
<T1; T5= 2 <T0, T9> 3 <T4, T10> 3 P
<T2, T6> 3 <T0, T10> 3 <T8, T9> 2 Table 14.Additional edges
<T3,T7> 3 <T4, T8> 3 <TR, T10> 3 (hardware security constraints )
<T0, T4> 2 <T4, T9> 3 <T9, T10> 3 generated for DCB.
<T0, T8> 3 < 2 @ <
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Results compared to [14], [20]:

# of registers # of Registers required after embedding same number of constraints
Benchmark before
steganography E"=4 E"=35 E"=6
#C P R % Reg" #C P R % Reg' #C P R %o Reg"
DCT 8 13 8 9 11 % 18 8 10 20% 24 8 10 20%
FIR 8 20 8 9 11 % 57 8 10 20% 57 8 10 20%
JPEG_IDCT 29 50 29 29 - 124 29 30 3.3% 203 29 30 33%
MPEG 14 21 14 15 6.6 o 46 14 15 6.6% 52 14 15 6.6%
JPEG_sample 12 18 12 13 7.6 % 20 12 13 7.6% 30 12 13 7.6%
IDCT 10 63 10 11 9.1 % 125 10 18 44 4% 125 10 18 44.4%
EWF 7 12 7 8 12.5% 30 7 8 12.5% 34 7 3 12.5%
Avg.~ 8.25% Avg.~ 16%

Table 15.Comparison of proposed approach with [14], [20] in terms of the number of registers for the same number of constraints.

Note #C = # of constraintsadded,P= proposedapproach,R=relatedworks[14], [20], %Red= reg reduction% obtained
w.r.t.[14], [2Q].



Paper 5

Embedding Digital Signature Using EncryptedHashing for protection
of DSP cores in CH17]:

A A novel approachnamedmulti-level encodingand encryptechash baseddigital signaturefor
protectionof complexreusabldP coresusedin CE systems

Theproposedpprochs capableof encodinga DSPKernelapplication
SHA-512algorithmis usedto generatentermediatebitstreamdigest

Digital signaturdas generatedisingRSA with the helpof messegeligestof encodedpplication

> > D>y D>

The generatedignatureis then mappedto its correspondindhardwaresecurityconstraintdased
onamappingrule andthenimplantedin IP coresdegineto authenticatgenuined P Maker.

[17]. A. SenguptaE. R. KumarandN. P. Chandraji E mb e dDajitainSggnatureUsing EncryptedHashingfor Protectionof DSP Coresin C E ,ind
IEEE Transaction®n ConsumeiElectronicsyol. 65, no. 3, pp. 398407, Aug. 2019
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Digital -signature based security approach [17]:

__________________ 1

Inputs to the process

Preprocessing phase

| ! Perform
| Resource ' |scheduling of DFG
| configuration | | and assignment of
| along with |
| data flow :q
E graph of DSP | |
RSA private key
Postprocessing
phase2 Encrypted

Conversion of
decimal values info output

binary bitstreanm(mm— values by
employing RSA
private key
Encrypted
bitstream

decimal [Perform encryptign

of each decimal

Encoding phase
Encoding of encrypted bitstream Covert security
based on the rui2: an extra edge is constraints of
added between <prime, prime> nodggital signature
pair corresponding to bité 0 6 —
otherwise edge is added between
<even,

even> node pair

storage variablejms if operation and contri

Encoding phasé

Bitstream generation dBlt§tr§amf
based on the encoding 9ePIction o

rule-1 : encod efausaﬁ?'? [I)SP
core

step number are of same
parity otherwise

Postprocessing phase

@mmicach binary block into i

Bifurcate bitstream int
blocks of desired siz
and subsequently

perform conversion o

equivalent decimal valdie

i

SHA-512 computation
(1) Preprocessing of
generated bitstream
(2) Calculation of word

omputation (W) values

(3) 512bit hash buffer
initialization
(4) Round function execution
(5) Bitstream digest
calculation

Bitstream digest

Implanting digital
signature in the
register allocation
phase of HLS

Secured DSP IP
= core

Fig. 18.Details of the
digital signature

embedding approach.
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SDFG of 8point DCT and its corresponding RAT [17]:
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Fig. 19.Scheduled DFG of-oint DCT with storage variables.

Control R G o Y C B
Step

0 Vo vV, V4 - - - -
1 V) Vs Vs V5 Vo Vi -
2 Vs Vg Vs Vio Via Vi Vis
3 Vi Vi Vis Vi Vi Viz -
4 Vig - Vis Vio Vi Vis -
5 V]‘J = V]S = V]2 V]? =
6 Vi - Vis - - Viz -
7 Vo - - - - Viz -
8 V:z - - - - - -

Table 16.Register allocation table of@int DCT before

embedding digital security constraints
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Steps of the proposed algorithm [17]:

>

> v

>

A bitstreamis generatedisinglP vendorselectecencodingmechanism
Next, bitstreamwaspassedo SHA-512to generatenessageligest

Further,messagealigestwas segregate@nd groupedinto blocks of fixed size and convertedinto
decimal

Now, RSA asymmetriccryptographialgorithmwasusedto encryptthedecimalvalues
Again,theobtainedDecimalvaluewasconvertedackto binarybits.

Then, generatedligital signatureis encodedinto hardwaresecurity constraintsusing IP vendor
selectednapping/embeddingules

Embedding rules: If bit=0, thenadditionaledgeis betweemodepair(prime,prime) andif bit=1,
thenadditionaledgeis betweemodepair(evengven)in CIG.
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CIG of 8-point DCT and RAT after digital signature embedding [17]:

Ceniol B R G 0 Y C BI
Step
0 Vo V. Vy - - - -
1 V3 Vi Vs Vs Vo Vi -
2 Vf: V]ﬁ VS V]U Vlz V|4 VE
3 V]3 ) V]S V]U‘ V]Z VIT VK
4 Vlﬂ 5 V]S VIU' VIE VI?' =
5 Vig - Vis - Via Viz -
6 Vi - Vis - - Vis -
7 Vs - - - - Vis -
8 Vi - : : s : :

[——1——> Default signature
Effective signature
1 Existing CIG Edges

Fig. 20.Colored interval graph of-Boint DCT after embedding digital
signature constraints

digital security constraints

Table 17.Register allocation table of@oint DCT post embedding

59



Paper 5

Results compared to [14]:

Percentage reduction in P,

Benchmarks S=15 § =30 S =60 S=120 S =240

BPF 34.44 57.05 81.55 96.60 99.88

JPEG SAMPLE 24.05 4231 66.74 88.94 98.78

JPEG IDCT 1.78 3.51 6.88 13.45 24.84

MESA FEEDBACK POINTS 9.36 17.87 32.56 54.47 79.27
DWT 0 0 0 0 0
ARF 0 0 0 0 0
[IR BUTTERWORTH 0 0 0 0 0

S B IR 2.78 5.53 109 2031 36.5

MULTIPLICATION

Table 18.Percentage reduction in.Ralue achieved for proposed approach compared to prior work [14] for different DSP

cores.
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Results (Contd.):

Design cost of proposed

Design cost
n['l [14] |

Benchmarks approach
S=15 S=30 S=60 S=120 S=240 S=15 S=30 S=60 S=120 S=240
BPF 04120 04134 04134 NA NA 04140 04145 04143 NA NA
JPEG SAMPLE 04285 04294 04294 04204 NA 04506 04506 04512 04512  NA
MESA MATRIX
UL IOANIS 02687 02687 02687 02687 02687 02790 02790 02792 02795 02795
JPEG IDCT 02160 02160 02160 02160 02160 02333 02333 02333 02335 02335
ME&”LS}]E;?ESBALK 03141 03141 03144 03144 03144 03189 03189 03191 03194 03196
DWT 06409 06409  NA NA NA 06630 06630  NA NA NA
ARF 03765 03765 03765 03766 NA 03771 03768 03773 03774  NA
[IR BUTTERWORTH 05465  NA NA NA NA 05469  NA NA NA NA

Table 19.Design cost analysis of proposed approach and [14] (after embedding signature).



Paper 6

Contact-Less Palmprint Biometric for Securing DSP Coprocessors Used
in CE Systems [11]:

A
A

A

A novel approach named Contdatss Palmprint Hardware security is used.

The proposed approch is contactless as while during verification process, it is not again required to
capture the palmprint image.

A digital template/ palmprint signature is generated based on the authentic palmprint biometric
image.

Generated palmprint biometric based signature is converted into its corresponding hardware
secuirty constraints based on IP vendor/ designer selected mapping/ embedding mechanism.

Generated secret palmprint biometric based security constraints are embedded in DSP(like FIR, 8
piont DCT) design to detect counterfeited versions.

[11]. A. SenguptaR. Chaurasiaand T. Reddy,"ContactLessPalmprintBiometric for SecuringDSP Coprocessortlsedin CE Systems,'in IEEE
Transactionn ConsumeiElectronics vol. 67, no. 3, pp. 202213 Aug. 2021
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Paper 6

Advantages of the palmprint biometric based approach [11]:

> > >y D> D >

>\

The digital templategeneratechereis unique as palmprintimage being biologically unique can not be
replicated

Recapturings notrequired

Thereis no needof opticalscanneaslike in fingerprintbiometricmethodology19]..
Inertfrom effectsof externalfactorslike greaseanddirt.

Havingno dependenciesn secrekeysandcontactlessin nature

Less complex than facial biometric [10] and fingerprint biometric [19] based hardware security
methodologies

Hugecombinationof setof nodalpoints
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Flow chart of the proposed approach [11]:

1 1 il
0 : i Compute distance |!
: [ ion | : : o : i between nodal points fot |
i High re_sol'utlon ! Nodal points Allocation of Palmprint biometric | P l:I
i+ palm print image ! . . L 1 chosen palm features ta
| generation on paimel)  Unique name to image with differentssp! ) '
11 with grid size and,; ; h nodal point alm features ! determine feature i1
: spacing i image eac P P u i dimension ¥
; = S T 3
i Palm print signature Embedding hardware security Mapping generated signature to it Palmprint signature !
| embedded RTL « constraints into target DSP IP « corresponding hardware securi generation using !
| design design during HLS framework constraints based on encoding rulles chosen feature order

Fig. 21. Flow chart of palmprint biometric approach [11]
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Feature generation on palmprint [11]:

Input palmprint Landmark detection of palmprint images using palmprint features

. = m a s &

5 it T
-E--I B Snsaget :!HJ_.‘ Eiasat
i !
Captured palmprint biometric (a) (b) (c)
image with grid size and Nodal points generation  Naming resolution based on  Palmprint with designer
spacing on the sample palmprint nodal points selected feature set

Fig. 22. Feature generation on palmprint image
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Feature mapping and generation of secured DSP IP core [11]:

C HereManhattandistanceis usedto computedimensionof straightline featureandfor diagonalone

Pythagorasheoremis used

Secret constraints . . - -
i Generation of palmprint Feature | Feature | Feature Binary representation
generation | si based on th # name | dimension
ding to signature based on the
COrespoll concatenation order of Fl DL 260 100000100
palmprint signature S 2 DHL 210.95 11010010.11110011001100110011
based on encoding E3 WP 393.19 110001001.00110000101000111101
il 100000100110100...... F4 LP 300 100101100
....0101 (316-bit size) F5 DFF 63.24 111111.0011110101110000101
F6 DSF 80 1010000
Algorithm description i; II))FTISI ;g igggﬂ g
Joplicing t].]e of DSP core F9 DSM 30 1010000
Secteteonsiraings T - Fl10 DTM 80 1010000
into CIG of DSP [«—| Hardwareresource || FlLlL DER 70 1000110
IP core during constraints F12 DSR 30 1010000
HLS process H ' T13 DTR 70 1000110
E Module library E Fl4 DFL 63.24 111111.0011110101110000101
FI5 DSL 60.82 111100.11010001111010111
1 Fl6 DTL 50.99 110010.1111110101110000101
Fl17 DFT 64.03 1000000.00000111101011100001
Secured DSP IP core F18 DST 36.05 100100.00001100110011001101
implantecl with palmprint F19 DTT 63.24 111111.0011110101110000101

biometric signature

Fig. 23.Process of
generation of secured
reusable IP core using
contactless palmprint

biometric based approach.
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Mapping rules and Register allocation table corresponding to FIR:

Digits Mapping rules
0 Implant an edge between node pair (even, even) into CIG
1 Implant an edge between node pair (odd, odd) into CIG
Implant an edge between node pair (0, integer) into CIG

Table 20.Palmprint signature to security constraints mapping rules.

Cco Ci C2 C3 C4 C5 C6 C7T _Cc8 0©9
TO T8 Tie T24 T25 T26 T27 T28 T29 T30

T T9 T17 - -- - = - = -

T2 T10 TI8 TI8 -- = - = g -
3 Ti1 T19 TI19 TI19 - -- -- - -
T4 T4 Ti2 T20 T20 T20 - -- s s
¥ T3 T3 T21 T21 T21 T21 - -- --

T6 T6 T4 T22 T22 T22 T22 T22 -
7 T Ti15 T23 T23 T23 T23 T23 T23 -

RO &

Table 21.Register assignment of storage variablesT80) of FIR before embedding.
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Register allocation table (after) corresponding to FIR:

p I 3 -
1*T0 [ —— \42 -lI p L4 -1-15 R ma’ Bul CO
cl
@. @ @
il ® =19 -I— Tl
=T v 2 C2
Q\M‘, 10( MZ‘ II\MS 12( M4 5 Al 5 A2)7 @ g
#ﬂf’ ]é'“’ plal 18 ”'I'Tl [T13 R 14 P !
= —~ * €3
13 ( Ml 14 ( MZ )15 ( M% )16 ( M4
| 124 L|@’-2T20 %n 10 ,-‘Tn
Tan “
| T2s
19 cs
T26
LB, 27
(D) ¢
T28
2.7 8
@y,
23 ¥ )
T}U
T

Fig. 24.Scheduled FIR post implanting palmprint
biometric based hardware security constraints.

C0 CI C2 C3 C4 C5 C6 C7 C8 (9
P a0 == Mg = = = = ww = =

I Tl oo "THE == =5 2= = wm owm s
v M Ol e s om om m wm s o=
G M T e s s e e om o
FOod W R = s o= om omm o= =
O T5 TS5 TI2 =  —= = = e
R T6 T6 TI5 = w & B 2 B =z

B: TI T T4 = = = = om0 o=
N - TE I T T s s e ow

C - T9 - T4 - T26 - T28 - T30
L - - TI8 TI8 T25 -~ = =« e
1B = ¢ o= TN T0 T T o= om @
G s s T22 T2 TR T2 T T =

T = e s P21 T2 TRl TAL s = s
A = e T TH T3 T3 1% B -

Table 21.Register assignment of storage variables80) of FIR.
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Results compared to [13], [19]:

Proposed Related work| [19] |
Bench- Maxi Maxi
L aximuim Pe aximum Pe

constraints constraints

4-point
DCT 27 4.23E-4 25 7.52E4
4-point
IDCT 27 4.23E-4 25 7.52E-4
8-point y
DCT 125 5.63E-8 121 9.61E-8
8-point
IDCT 125 5.63E-8 121 9.61E-8
FIR 231 4.01E-14 225 8.95E-14

Table 22.Comparison of Pc w.r.t. related work [19].

Proposed Related work| [19] |

i Signature Signature Tamper
marks size (S) i size (S) tolerance
4-point F :

DCT 27 7.6E+12 25 3.3E+7
4-point

IDCT 27 7.6E+12 25 3.3E+7
8-point

DCT 125 4.3E+59 121 2.6E+36
8-point

IDCT 125 4.3E+59 121 2.6E+36

FIR 231 1.6E+110 225 5 4E+67

Table 23.Comparison of TT w.r.t. related work [19].

Bench- Pc TT

marks Proposed | 123 | Proposed | 13 |
4-point

DCT 4.23E4 1.00E-3 7.6E+12 1.6E+7
4-point

IDCT 423E-4 1.00E-3 7.6E+12 1.6E+7
8-point

DCT 5.63E-8 2.22E4 4.3E+59 9.22E+18
ﬁgg‘%t 5.63E-8 2.22E-4 43E+59  9.22E+18

FIR 4.01E-14 4.94E-4 1.6E+110 1.44E+17

Table 25.Comparison of
proposed approach [13].



Paper 7

Facial Biometric for Securing Hardware Accelerators [10]:

A A novel approach hardware security approach using facial biometrics.

A The proposed approch is contactless as while during verification process, it is not again required to
capture the facial image.

A A digital template/ facial signature is generated based on the authentic facial biometric image.

A Generated facial biometric based signature is converted into its corresponding hardware secuirty
constraints based on IP vendor/ designer selected mapping/ embedding mechanism.

A Generated secret facial biometric based security constraints are embedded in DSP(likgdfiR, 8
DCT) design to detect counterfeited versions.

[10]. A. Senguptaand M. Rathor,fi F a Bioraetric for SecuringHardwareA ¢ ¢ e | e indBEB Transactionson Very Large Scalelntegration
(VLSI) Systemgsvol. 29, no. 1, pp. 112-123 Jan 2021
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Paper 7

Advantages of the facial biometric based approach [10]:

D> v > > > D

>\

The digital template generatedhere is unique as facial image being biologically unique can not be
replicated

Recapturingf facialimageis notrequired

Thereis no needof opticalscanneaslike in fingerprintbiometricmethodology19].
Inertfrom effectsof externalfactorslike greaseanddirt.

Havingno dependenciesn secrekeysandcontactlessin nature

Lesscomplexthanfingerprintbiometric[19] asit doesnot containspre-processingstepslike binarization,
thinning, etc, which arecrucialstepsn fingerprintbiometricsbasechardwaresecuritymethodology{19].

Hugecombinationof setof nodalpoints
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Flow chart of the proposed approach [10]:

B i Compute distance |
L Hi ion | . , N . between nodal points fot i
i ngh ! esolutlo.n i Nodal points Allocation of Facial biometric aa pol i
i1 facial image with » neration on facial iy name t im with differ nt» chosen facial features tQ;
i | grid size and : o ailmcz):l : e » :acﬂurfodgl eoigt 61:§:;1<E:)ial featurise determine feature 4|
| i spacing i 9 P dimension ]
i Facialsignature Embedding hardware security '\g?gggo?%?ﬁra;? di\'/g?:tgéi:z s Facial signature !
| embedded RTL « constraints into target DSP IP constrzlints b%sed on IP vendo generation using !
| design design during HLS framework . chosen feature order
; selected encoding rules ]

Fig. 25. Flow chart offacial biometric approach [10]
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Overview of facial biometric based security methodology [10]:

Captured facial image ! 1 i
! ! Embedding secret
security constraints

during register

Generating digital
template based
facial biometric

1
! 1
1
! |
= based | allocation phase of HU
| | asea approach, i process ]
- s ! 1
i | Secret constraints i RTL circuit generatiorj
£ ! generation | I (Phase2) X
! 1 1 .
1 (Phasel) . . !
1

Fig. 26. Overview of facial biometric based hardware security methodology
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Feature generation on Facial biometric image [11]:

Designer selected feature set
: : HFH: Height of Forehead (PR2) Calculation of feature dimensions between nodal points of
Assign naming Nodal noints IPD: Inter Pupillary Distance (PB4) chosen features
conventions on ) P < OB: Bio- Ocular Breadth (P$8)
. generation procegs |OB: Interi Ocular Breadth (R®7)
nodal points : : : T
OB: Ocular Breadth (P$6) or (p7p8) Feature dimension evaluated using Binarize value
— - WNR: Width of Nasal Ridge (RP11) Manhattan distance =
Generate the facial image with chosen featurpes WF: Width of face (P9P10) !
R L U - PURUUUT . VOO L. DOUORI L. HF: Height of Face (RP18) x2xdily2yl]
- B WNB: Width of Nasal Base (P1B14) 145 10010001
] NB: Nasal Breadth (P1P15)
| OCW: Oral Commissure Width (P1B17) 155 10011011
8
: e P1.
] 75 1001011
= —l
g OB 80 1010000
110 1101110
300 100101100
Generating the facial signature baded 425 110101001
—g—: on the vendor decided feature ord 45 101101
] (Generated facial signature)
E 100100010011011 100101 95 1011111
E 1010000:10111000101100101010
] 11011011011111

Fig. 27. Feature generation dracialimage



Paper 7

Feature mapping and generation of secured DSP IP core [10]:

C HereManhattandistanceis usedto computedimensionof straightline featureandfor diagonalone

Pythagorasheoremis used

Generating the facial signature based on the vendor decided feature order
(Generated facial signature)
10010001.0011011 1001011010000.1011120010110010101001011011011111

Convert facial signature into covert hardware security constraints based on the encoding ru

3

Perform embedding of the hardware security
constraints into the CIG of corresponding DS DSP frameworks used |n
application CE devices

RTL datapath of DSP hardware embedded with facial
biometric based digital template

resource
constraints

module

‘ library
Safe and reliabl®SPhardware

Fig. 28.Process of
generation of secured
reusable IP core using

contactless facial biometric
based approach.
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Mapping rules:

Bit

Encoding rules

0
1

Encoded as an edge between node pair (even, even) into the CIG
Encoded as an edge between node pair (odd, odd) into the CI1G

Table 25.Facial sighature to security constraints mapping rules.
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SDFG (before and after embedding facial signature) for DCT-:

1 V4 B Vs Vo  BIVT (o T‘ﬁ T T Co
Cl
Y Ml M2 M3 X a4 Mz
V12 B3 Ry 14 Vis  C2 /vn R Vs C2
3 c3
i Al
C4 1 VI8 C4
hd
12 Al
Cs L msiem V19 [&5)
Ca I -I-V20 C6
; 7 / c7
s Al
P 22 C8 1 2 cs

| Before embedding | After embedding |

Fig. 29.Scheduled DCT before and post implanting facial biometric based hardware security constraints.
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Results compared to [18]:

Proposed work Related work [18]
Bench-  #colors Image | Image 2,3, and 4 Image 5
marks ~ (registers) (% biometric (# biometric (# biometric }slege- Pc
: : Pc A Pc constraints
constraints) constraints) constraints)

$-point 13 1.8E-1
DCT 3 81 2.01E-5 84 1.34E-5 83 1.54E-5 24 4.1 E—Q
43 3.2E-3
« 13 1.8E-1
SI'SE“T" 8 81 2.01E-5 84 1.34E-5 83 1.54E-5 24 4.1E-2
43 3.2E-3
- 20 6.9E-2
FIR 8 31 2.01E-5 84 1.34E-5 83 1.54E-5 57 40F-4
21 2.1E-1
MPEG 14 81 247E-3 84 1.98E-3 83 2.13E-3 52 2.1E-2
59 1.3E-2

Table 26.Comparison of Pc with respect to related work [18] for the facial.
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Paper 8

Securing Hardware Accelerators for CE Systems Using Biometric
Fingerprinting [19]:

>\

A novelhardwaresecurityapproactbasednthefingerprintbiometric

N

Recapturingf fingerprintimageis notrequiredat thetime of verification(authenticatiorof IPs)

N

A digital template/figerprint biometric basedsignatureis generatedbasedon the authentic
fingerprintbiometricimage

A Minutiea points featureof the fingerprint biometric has beenusedto genretecovert fingerprint
basedsignature

A Generatedfingerprint biometric basedsignatureis convertedinto its correspondinghardware
secuirtyconstraintdasedn IP vendor/designeselectednapping/embeddingnechanism

A Generatedgecretpalmprintbiometricbasedsecurityconstraintsareembeddedn DSP(likeFIR, 8-
piontDCT) designto detectcounterfeitedrersions

[19]. A. SenguptandM. Rathor,fi S e ¢ WHardwargAcceleratordor CE SystemdJsingBiometricF i n g e r pin IEEETiamsactiodon Very
Large Scalelntegration(VLSI) Systemsvol. 28, no. 9, pp. 19791992 Sept 2020
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Advantages and limitations of the fingerprint biometric based approach [19]:

Advantages

Ve

Thedigital templategeneratedhereis uniqueasfingerprintbeingbiologically uniquecannotbereplicated
Recapturings notrequired

> > >

Havingno dependenciesn secrekeysandcontactlessin nature
Hugecombinationof setof minutiaepoints

>\

Limitations :

0 Here,anopticalscanners requiredat startingto capturethefingerprintbiometricimage
0 Getsaffecteddueto externalfactorslike greaseanddirt.

0 More complexthanfacial biometric[10], palmprintbiometric[11].
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Flow chart of the proposed approach [19]:

i T
i I_nput f!ngerprlnt

i biometric image o
i IP vendor P
S ;— --------- LT FFT Enhancement

Preprocessing

S
~
~.
~.
~,
~o
~.

! ~,

Binarization

Minutiae extraction T winning

¥

Minutiae
conversion to
digital template

v Implanting secret
Diaital templat constraints into
gitar lempeis mp hardware during mP Datapath synthesi

corn\t/ersrllo?rtci)n N register allocation
g CEt constraliy phase of HLS

Fingerprintsignatur
embedded secure

Fig. 30. Flow chart of
fingerprintbiometric
approach [19]
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Preprocessing step [19]:

C FFT Enhancement

The use of FFT on setsof pixels of the fingerprint image allows the reconnectionof brokenridges, finely
separatetheparallelridges,andalsomakestheridgesthick.

C Binarization:

The imagewith only two intensity valuesis called asbinary image This imageusually showsonly black or
white, where black is representedoy 0 and white is representedoy 255 The elementaryprinciple of
binarizationis to comparethe pixel intensitieswith the threshold,and settingthe pixels whoseintensitiesare
lessthanthreshold{o 0 andtheotherto 255,

C Thinning:

In this processthe thicknessof ridgelinesis reducedo onepixel width by deletingpixels at the edgeof ridge
lines
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Feature generation on fingerprint buiometric image [19]:

4 \ o -~
250 -h",@' AR
300 " \%\%‘\\\‘\n
AR
350 SINEEE

- $5Q:L
50 ———a A
. = ‘H“‘\\:\ o

.

100 200 300

| Original fingerprint sample |

| Binarized image

Thinned image sample

| Generation of minutiae pointg

Fig. 31. Feature generation (Minutiae points)forgerprintimage
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Feature determination [19]:

C Co-ordinatesof minutiae'spointsandits angleactsasfeaturedimensionandis further convertednto

its equivalenbinaryform to generatdinal fingerprintbasedsignature

No.

216

190

146

247

173

302

46

49

64

80

86

93

Minutiae
type
number
3

Minutiae
type name

Ridge
bifurcation

Ridge ending

Ridge ending

Ridge ending
(short ridge)
Ridge ending
(short ridge)
Ridge ending
(short ridge)

Minutiae

type color

Pink

Red

Red

Red (brown)

Red (brown)

Red (brown)

Angle in
radian

0.503045247
761871

3.582731305
05241

3.268354823
66637

0.700240286
597619

0.366566654
990681

0.837181054
258808

Angle in
degree

28.8

205.3

187.3

40.1

21.0

48.0

Table 27.Determination of features corresponding to minutiae points.

Fig. 32.Determination of
ridge direction/angle of a
minutiae point.
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Signature generation [19]:

No. X y Minutiae type Angle in Binary bits
number degree
1 216 46 3 29 110110001011 21
101111101 Final generated signature:
2 190 49 1 205 101111101100 23
01111001101 "1101100010111011111011
01111101100011110011011
3 146 64 1 187 100100101000 24 00100101000000110111
000110111011 01111110111101000011010
4 247 80 1 40 111101111010 22 00101011011010110110101
0001101000 10010111010111011110
000",
5 173 86 1 21 101011011010 21
110110101
6 302 93 1 48 100101110101 23
11011110000

Table 28.Binary representation of features corresponding to minutiae points.
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Mapping rules:

Bit Mapping rules

0  Embed an edge between node pair (even, even) into
the CIG (during register allocation of ESL synthesis)

1 Embed an edge between node pair (odd, odd) into
the CIG (during register allocation of ESL synthesis)

Table 29.Palmprint signature to security constraints mapping rules.
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Results compared to [21]:

Approaches Total constraints Pc Appmx‘lmate

run time
W=20 3.0e-1
W=40 9.8¢-2

Relat;cli] work W=60 (e K
21 | W=80 3.7e-3
W=100 1.7e-3

Proposed work M=35 4.35¢-6 TR 6

Table 30.Comparison of the proposed approach with related work [21].
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Exploring Handwritten Signature Image Features for Hardware
Security [22].

A
A

A novel approach based on handwritten signature is used for securing DSP hardwares.

During verification process, it is not again required to aquire and capture the handwritten signature
image.

A digital template/ handwritten signature based template is generated based on the authentic
handwritten signature image.

Generated handwritten signature biometric based signature is converted into its corresponding
hardware secuirty constraints based on IP vendor/ designer selected mapping/ embedding
mechanism.

Generated secret handwritten signature biometric based security constraints are embedded in
DSP(like FIR, 8piont DCT) design to detect counterfeited versions.

[11]. M. Rathor,A. SenguptaR. Chaurasiaand A. Anshul, "Exploring HandwrittenSignaturelmage Featuresfor HardwareSecurity,"in IEEE
Transactionon Dependableand SecureComputing 2022
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Advantages of the handwritten signature biometric based approach [22]:

>\

Thedigital templategeneratedhereis unigueashandwrittensignaturebeingbiologically uniqguecannot be
replicated

Recapturingpf handwrittensignaturamageis notrequired

Thereis no needof opticalscanneaslike in fingerprintbiometricmethodology19].
Inertfrom effectsof externalfactorslike greaseanddirt.

Havingno dependenciesn secrekeysandcontactlessin nature
Lesscomplexthanfacial biometric[10] andfingerprintbiometric[19].

v v >y D> > D

Hugecombinationof featuregpossible
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Overview of the proposed approach [22]:

representation

(C/C++tftransfer |~
function) of DSP

(B |
(B |
(B |
Algorithmic %
: : Embedding signatur

constraints into design
during register binding

D

Signature template to
constraint mapping ruIT """""

Proposed algorithm of
generating corresponding

signature digital template

(B | :
application % .
PP X phase of HLS :
_ = 1 | Handwritten
Resource constraints | —> signature
i Proposéd approach 1 || embedded
! c P 1 1| (secured) DSP
Moduledibran; : onverting into secref |, core
1 constraints b
1 1
1 1
1 [
1
1
1
1
1

Input handwritten
signature image

R
| —

Fig. 33. Overviewof handwritten signaturbiometric approach
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Flow chart of proposed approach [22]:

Signature features extractio

Handwritten Pre
Signature processing
acquisition
7\
/7 N\
/7
7/
Input
signature

Binarization

Identifying segments df
the signature

|

I

Thinning

|

Cropping

Sampling each segment
based on sampling perio

I

UT

|

Collecting sample co

ordinates as signature featyr

Creating digital
template security constrain

Concatenate binary
encoded value of all
samples of each segm

Concatenate all segme
of the signature

—_pm - —

Conversion into J\

Signature
embedding -V embedded
into design
during HLS

Signature

hardware IR

1
1
1
1
1
1
1
1
1
| digital template|;
1| into security |1
} constraints basgH
| 5
1 1
1 1
S 1
1 1
1 1
1 1

VRS
e RN ’,\\
., N 4 (N
, N ’ N
’ ~ ’ ~
’ ~ ’ N
o o o e - N - ———— 5
! 1
! 1
. 1
Binary tree based | :
encoding of sampleq : 1
1
1 .
/| Mappin Q:
: 6106s andg
1
1
0

on mapping rule

1
DFG representation f:
target application

00
Schgdylling, gllocatip
and binding

o)

'

Creating CIG

'

Adding constraint edg

B o e

Fig. 34. Flow chart ofhandwritten signature based hardware security methodology[22]
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Preprocessing step [22]:

C Binarization:

The imagewith only two intensity valuesis called asbinary image This imageusually showsonly black or
white, where black is representedoy 0 and white is representedoy 255 The elementaryprinciple of
binarizationis to comparethe pixel intensitieswith the threshold,and settingthe pixels whoseintensitiesare
lessthanthreshold{o 0 andtheotherto 255,

C Thinning:

In this processthe thicknessof signaturelinesis reducedto one pixel width by deletingpixels at the edgeof
ridgelines

C Cropping:

This processropsthe thinnedsignaturamagehorizontallyin betweerthe leftmostandthe rightmostpixel and
verticallyin betweerthe uppermosandthe bottommospixel.
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Segmentation [22]:

C Segmentation In this step,the processedignaturas segmentedto chosemumberof segmentsTo
do so,the connecteccomponentsn the handwrittensignatureareidentified A largesegmentanalso
bedividedin furthersegment®y dividing it basedon chosemgrid spacing

2%

(a) Input signature

(b) Postbhinarizationandthinning

118

6 A 6B o 6Co 6Do
(d) Segments\, B, C andD of thesignature (c) Postcropping

Fig. 35. Preprocessing and segmentation of signature
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Sampling [22]:

C Segmentation The samplingis performedbasedonthed e s i gchosensamsplingperiodwhich is
definedasthe distanceof two samplepointsin termsof the numberof pixelsthe secondsamplepoint
Is situatedfartherfrom the first. The proposedsamplingprocessstartsto samplefrom the uppermost
endpoint (pixel) of asegment

Fig. 36. Segmentation of signature
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Features generation and their repective cordibates after sampling [22]:

"Y =50,"Y =20,"Y =70,"Y =14

Fig. 37. Sampling of signature based on chosen sampling peiNody ,"Y and"Y for segments A, B, C and D
respectively

F={{a1,a2,a3,a4,35,86},{b 1,b2,b3,b4,b5,b6,b7,b8,09,b10,b11,b12},{c 1,c2,c3,c4}.{d 1}}
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Paper 9

Binary tree encoding [22]:

Encoding. To encodethe samplesof a segmentinto binary values, the list of all 6 xamd 6 y 0
coordinate®f thesamplesarefirst sortedin theincreasingprderandthenabinarytreeis created

For example, sortedlist 6 Labeatedusingthe 6 xatd 6 ycoordinatesof the samples(al to ab) of
segmen Aié asfollows: L={5,6,27,29,32,50,55,57,67,98,105106} . Here, since E=12 thereforethe
element(55) at the 6th index becomeshe root node All the parentnodesand correspondinghild
trees(or elementsparechosernin the samefashion

Sampl es of Cookdinates (x,y) Encoded value
al (105,6) 1110,100
a2 (55,32) 1,1010
a3 (5,67) 1000,110
ad (50,57) 101,1100
ad (98,27) 11,1001
a6 (106,29) 111,10

Fig.38Bi nary tree for segment O0AO6 and encoded values

of
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Final signature and Mapping rules:

W=

Final generated signature:
100.110101001

f11001011.110101. 11 11
110.111001. 11 1 0.

1 101
0.10 11

|—\o
= o
or
oo
N
=
or
o
oo
=P
or

00
00

It is importantto note herethatthe inter segmenandintra segmentoncatenatiopointsare codedas
binarypointsfor creatingthedigital template

Bit 616 | encoded as an edge between node pair (even, even) into the CIG.
Bit 606 | encoded as an edge between node pair (odd, odd) into the CIG.

Bi nar y pencoded astan édge between node pair (even, odd) into the CIG.

Table 31.Handwritten signature to security constraints mapping rules.

= O
]

= O
= O

o P
o P

97



Paper 9

Results compared to [19], [10], [18], [13]:

[13]

DSP bench- Proposed [19] [10] [18]
mark #u Pe #u Pc #u Pc #u Pc #u Pc
IR 172 2.9e-6 169 3.6e-6 34 1.9¢-3 57 14e-2 151 1.3e-5
DCT 128 3.7e-8 121 9.6e-8 84 1.3e-5 43 3.2e-3 111 3.6e-7
IDCT 128 3.7e-8 121 9.6e-8 34 1.3e-5 43 3.2e-3 111 3.6e-7
FIR 235 23e-14 225 8.9e-14 34 1.3e-5 57 4.9e-4 206 1.1e-12

Table 31.Comparison of Pc for proposed with related works.
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Paper 10

IP Core Protection of Image Processing Filters With MultiLevel
Encryption and Covert Steganographic Security Constraints [31]:

A The proposedapproachbasedon multi-level encryptiontechniqueusedfor securingimage processing
filters IP cores This paperdiscussesignaturebasechardwaresecuritymethodologyon imageprocessing
IP coresfor thefirst time.

A The proposedapproachusesthe registerallocationtable of the imageprocessingapplicationto generate
secretdata,whichis usedfor multi-level encryptionto determinehardwaresecurityconstraints

A Thegeneratedhardwaresecurityconstraintthenembeddedn theimageprocessindilter IP Coresdesign
to authenticatgenuinelP Maker.

A The huge variation in the key selection at different levels of encryption and the use of secret
steganographidatafor signaturegenerationincreaseghe robustnes®f the proposedhardwaresecurity
methodologyfor imagefilters.

A Generatednulti-level encryptionbasedsignatureis convertedinto its correspondinchardwaresecuirty
constraintdasedon IP vendor/designeiselectednapping/embeddingnechanism

[31]. Aditya Anshul, Anirban Sengupta,"IRCore Protectionof Image Processing-ilters With Multi-Level Encryptionand Covert Steganographic
SecurityConstraints"Proceedingsf 8th IEEE International Symposiunon SmartElectronicSystemg¢lEEE i iSES), India, Accepted,Dec2022



Paper 10

Image processing filters:

>

>

>

Image processingfilters are mainly usedto suppresseither the high frequenciesin the image, i.e.
smoothingheimage,or thelow frequenciesi.e. enhancingr detectingedgesn theimage

Themainobjectiveof imageprocessings to extractsomeusefulinformationfrom animage

From detectionand recognitionof license platesof vehicleson tolls (characterrecognition),advanced
medicalimagery(imageanalysis) biometricfingerprinting, roboticsvision, and military operationdo car
driving automationjmageprocessinglaysa crucialrole everywhere

Due to globalizationof designsupply chain, the designprocessof theseimage processindfilters as a
dedicatedntellectualproperty(IP) coreinvolvesvarioushardwarehreatq 27).

Image processing
filters

O it Image (Sharp)

Output Image (Blur)

Fig. 39.Image processing operations 100




Paper 10

Flow chart of the proposed approach [31]:

Input: Scheduled dataflow graph of
obfuscated 3*3 image processing
filters (blur, sharpening, and Laplace
edge detection filter) based on given
resource constraints

-
Generation of register allocation table
based on the scheduled data flow
graph of corresponding image
processing filters

A
Extraction of secret design data from
register allocation table (set ofall
storage variables pairs allocated to
same register)

v

Hardware security constraints
generation based on mapping rule.

Embedding of hardware security
steganographic constraints into the
design of respective image processing
filter, generated from multi-level
encryption

Output: Multi-level encryption and
steganographic hardware security
constraints secured obfuscated 3*3
mmage processing filter

Multi-Level Encryption

Initial state matrix seneration- Key-bits Chosen mode of initial state matrix formation
= 2 00 Select 2 elements and skip subsequent 2.
— Chosatadgubsetdst ﬁ;JDm Sdﬂt St 01 Select 4 elements and skip subsequent 4.
SECICL OCs1E i i3 hasca.ond 10 Select 8 elements and skip subsequent 8.
key value 1. 11 Select 16 elements and skip subsequent 16.
A 4

Bit manipulation: Using forward AES-128 s-box, compute bit manipulation corresponding to
each element of state matrix.

Row diffusion: execute row
diffusion among the elements
of bit manipulated state matrix

based on key value 2.

Key-bits Description of selected mode of row-diffusion
00 Perform circular right shift operation by 1 element.
01 Perform circular right shift operation by 2 elements.
10 Perform circular right shift operation by 3 elements.
11 Perform circular right shift operation by 4 elements.

v

Compute TRIFID cipher: Compute Trifid cipher on each unique alphabet of row-diffused state
matrix (with unique key value corresponding to different alphabet).

v
Alphabetic substitution- Key-bits Description of rule to get digit equivalents
By
Perform alphabetic substitution gg? :_'_E_'_E
to get corresponding equivalent
i 010 |b+c-a|
digits based on key value 3 (a 011 Ja-bre|
particular rulg. is applied on 100 (atbyic
output of trifid cipher). 101 (a+b) *c
v
Matrix transposition: Perform transpose operation on updated matrix. |
¥
Bvte concatenation: Key-bits Description of rule for byte concatenation
Concatenate each element of 000 (€0,€2, €1, C3)
. 001 (C0.C1, C3,C2)
update state matrix as per rule
decided usingkey value 4 and 010 LA bl L)
! gth‘ ; 011 (C0,C2. C3, C1)
conv ert ep:{ into 100 (€0, C3, CL, C2)
corresponding equivalent bytes. 101 (CD.C3, C2,C1)
v
Further, the byte sequence is truncated based on designer’s choice and used for corresponding
hardware security constraints generation. i

Fig. 40. Flow chart of
multi-level encryption
based approach [31]
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Paper 10 (Extraction of secret design data from SDFG of image processing application)
Determination of secret design data based on scheduled data flow

graph of image processing applicatiof31]:

Pi:pa, L

CS | Red(R) Green Indigo | Blue | Yellow | Black | Violet | Pink | Lime | Olive Aqua | Teal | Gray | Maroon | Silver | Khaki | Lavender | Crimson | Wheat | Beige

P;:Zp;;P:IZIF z19
Sl A (G) M [(BL) | B) M | ®|a|© @O M) 8) K) 1] ) W) | ®
{ s o 0 20 zl i A} 7] 5 z6 |z | z8 | 7 [zio [zn [ z12 | 73 g | 715 216 7 718 | 719
1 720 20 Yl 3 4 5 6 YA Z8 yil Z10 Z11 212 Z13 Zl4 Z15 Z16 Zl7 Z18 Z19
< 2 | Doz | oy |- 7] 5 26 |z |z | 7 [zio [z [ 212 | 73 4 | 7S 716 7 Z18 | 719
3 722 2 - 24 Z5 6 z Z8 9 Z10 Z11 Z12 Z13 Z14 Z15 Z16 ZL7 Z18 Z19
== 4 3 - - 6 z Z8 il Z10 ZI1 12 Z13 Zl4 Z15 Z16 Z17 Z18 Z19
3 724 724 | - - - - Z8 9 Z10 Zl1 Z12 Z13 Z14 Z15 Z16 Z17 Z18 Z19
= 6 | 8 | 79 | zi0 [zin [ z12 | 713 4 | 7S 716 17 718 | 719
7 8 | 79 |zi0o [zin [ 712 | 713 Zi4 | 715 716 717 718 | 719
8 - 79 [ zio Jzn [ z12 | 73 4 | 715 216 z17 Z18 | 719
e 9 - - - |z | o3 4 | 715 716 7 718 | 719
10 - - - - - - - - - - - - 4 | 715 716 7 Z18 | 719
cs 1| ml - - -1 - - - - - - - - - - 4 | 715 216 7 Z18 | 719
12 731 732 8 = = = - = = = . = Z16 717 718 Z19
<7 13 731 732 733 - ) = = " = 2 s 718 Z19
14 731 734 - . g - - = = 5 - . = 2 . = 2 = 718 Z19
= 15 735 5 . = - . - 5 = . . = = = = . = = 718 Z19
- 16 | 736 - - - - - - - - - - - - - - - - - - 719
1| m7 - - - - - - - - - - - - - - - - - -
T <1 Table 32.Register allocation table of 3*3 blur filter depicted in Fig. 41.
Z3 _-_ €11
S ={(0,20), (0,22), (0,26), (0,27), (0,28), (0,30), (0,31), (0,35), (0,36), (0,37), (20,22),
(20,26), (20,27), (20,28), (20,30), (20,31), (20,35), (20,36), (20,37), (22,26), (22,27),

j a  (2228), (22,30), (2231), (22,35), (22,36), (22,37), (26,27), (26,28), (26,30), (26,31),
= o (26,35), (26,36), (2637), (27,28), (27,30), (27,31), (27,35), (27,36), (27,37), (28,30),
e w  (2831), (28,35), (2836), (2837), (30,31), (30,35), (30,36), (30,37), (31,35), (31,36),
o) «  (31,37), (34,36), (3537), (36,37), (1,21), (1,23), (1,25), (1,.29), (1,32), (1,34), (21,23),
(21,25), (21,29), (21,32), (21,34), (2325), (2329), (23,32), (23,34), (25,29), (25,32),
(25,34), (29,32), (29,34), (32,34), (2,24), (2,33), (3324)}. 102

Fig. 41. Scheduled data roW graph of 3*3 blur filter
with 1(+), 1¢) and 2(*) as resource constraints



Paper 10 (Implementation of multi -level encryption)

Generation of initial state matrix and implementation of multi-level
encryption on generated state matri¥31]:

S={(0,5), (G,7), (0,B), (0.C), (0.D), (0,1), (0,5), (0.,6), (5,7), (5,B), (5,C), (5,.D), (5.1), (5.6), (5.7), (7.B),
(7.0, (7.D), (7.1), (7,6), (B,C), (B,D), (B.1), (B,6), (C,D), (C.1), (C)), (D.1), (D.6), (1.6), (1.8), (LA),
(LE),(1.2), (14), (6:8), (6,A), (6,E), (6,.2), (6:4), (8.A), (8E),(8.2), (8:4), (A.E). (A.2), (A4), (E2), (EA),
(2/4), (2,3), (3,9)}.

Table 33 Table 34 Table 35
Generated 1n1tial state State matrix after bit State matrix after row
matrix manipulation (s-box) diffusion

05 | 07 | OB | OC|j||6B | C5 | 2B | FE|||C5 | 2B | FE | 6B
57 | 5B | 5C | SD||5B | 39 | 4A | 4C|||4C | 5B | 39 | 4A
7C | 71D | 71 | 76 10 | FF | A3 | 38]||]10 | FF | A3 | 38
ICD | Cl |16 | DI|||BD | 78 | B4 | 3E|||B4 | 3E | BD | 78
1A | 1IE | 12 | 14 || |JA2 | 72 | C9 | FA||JFA | A2 | 72 | C9
64 | 8A | 8E | 82||[|43 | 7TE | 19 | 13]]|]43 | 7E | 19 | 13
E2 | E4 | 24 | 23 98 | 69 | 36 | 26]1169 | 36 | 26 | 98
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Paper 10 (Multi-level encryption)

Trifid cipher computation and alphabetic substitution

C ComputingTRIFID cipheron"A":

Let IP vendorselectekey. EDRFTVSQAWSZMXNCBGYHUJIKOLP

Here, row number(a) is 3, column number (b) is 3, and squarematrix (c) numberis 1. The state
correspondingo "A" is 331 Similarly, the statecorrespondindo the remainingalphabetss computed
basedn choserkey.
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