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Introduction

Image processing filters:

Image processing filters are mainly used to suppress either the high frequencies in the image, i.e.,
smoothing the image, or the low frequencies, and enhancing or detecting edges in the image.

The main objective of image processing is to extract some useful information from an image.

From detection and recognition of license plates of vehicles on tolls (character recognition), advanced
medical imagery (image analysis), biometric fingerprinting, robotics vision, and military operations to
car driving automation, image processing plays a crucial role everywhere.

Due to globalization of design supply chain, the design process of these image processing filters as a
dedicated intellectual property (IP) core involves various hardware threats [1], [2].
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Figure 1: Image processing operations




Introduction ; Hardware Threats

Security Issues associated with image processing filter IP Cores [3]- [6], [8]

IP Piracy
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IP Counterfeiting: Selling copied design
under same brand name by attacker. Here,
the counterfeited design is sold under same

brand name.
— )

Presence of malicious logic (Hardware Trojans) : Counterfeited IPs are not rigorously
tested as genuine ones. Therefore, it may contain malicious logic which can cause safety
hazard for both IP vendor and end consumer (such as leaking sensitive information,
incorrect functional computation (wrong diagnosis of disease in case of medical imaging,
loss of esteem for IP vendor, etc.).

IP Cloning: Selling the copy of the IP
core under with different brand name by
attacker.

\4

Fraudulent claim of IP ownership: An adversary tries to fraudulently claim the ownership of the IP.

Therefore, it is essential to secure these image processing filter IP cores from these hardware threats.



Previous works

Related Work :

2. F. Koushanfar, | Hardware watermarking using | Weak watermarking mechanism due to involvement of
I. Hong, and M. | two-variable (0, 1) signature | only two variable signature encoding process. The
Potkonjak [4] encoding process. watermark  (original  signature) inserted becomes
(2005) vulnerable if relevant information (like signature size,
digit encoding, and digit combination) gets leaked.




Proposed work

Proposed Work

* The proposed hardware security methodology harnesses the combined power of fingerprint and
amino acid chain based biometric to generate a fingerprint biometric encrypted IP seller's amino acid
signature.

= The generation of encrypted amino acid signature associates unique natural identities of IP seller
body samples due to the involvement of fingerprint and amino acid chain based biometric.

= Further, the secret hardware security constraints are determined using obtained encrypted signature,
which are embedded into the design of digital image filters IP cores using the register allocation
table (RAT) framework of HLS process.

* The embedding of the IP seller’s/vendor’s authentic encrypted amino acid based signature into the
design of digital image filters protects it from hardware security threats such as false claim of IP
ownership and IP piracy.



Proposed Work : Flow Diagram

Detailed flow diagram of the proposed approach
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Figure 2: Details of the proposed security approach




Proposed Work Contd.

Generation of pre-encrypted amino-acid digital template from IP vendor’s
body insulin sample using protein sequencing [7]

Input: TP seller’s body amino acid Amino acid abbreviation: Ser: Serine (S),Ala: Alanine (A),Asn: Asparagine (Y),lle:
sample (example: insulin sequence) Isoleucine (I),Phe: Phenylalanine (P), Trp: Tryptophan (T),Tyr: Tyrosine (Q),Asp:
v Aspartic acid (K),Cys: Cysteine (C),Glu: Glutamic acid (R),Val: Valine (V),Thr:
[ Through sequencing | Threonine (W),Leu: Leucine (L),Lys: Lysine (D), Met: Methionine (M),Pro: Proline
v ‘ (F),Gln: Glutamine (G),Gly: Glycine (N),His: Histidine (H),Arg: Arginine (E)
Amino acid structure or chain
(seguence)

Conversion of alphabets into their corresponding digit equivalent based on IP seller specified conversion rule (i.e., ‘A’:1----- ‘27:26)

2

Generated digital template (pre-encryption):
111010011011010010111111110111100111001111001111001000111111001001011001100011111001100001011011001111100011
001111101001110001100101101001011100100011100101101111101001010111101000010000100011011111010010111 (207-bit)

Figure 3: Generation of pre-encrypted amino acid digital template from IP seller’s amino acid insulin sequence




Proposed Work Contd.

Generation of IP vendor’s Fingerprint biometric template

(a) Original fingerprint
biometric image of IP seller

(b) Binarized image

(d) Minutiae point generation

Generated fingerprint biometric template:
1010 0001-11 1111-1-1001 1001 ------------
-------------- 111 1101-100110100-11-101
1000 (538-bits)

No. X y Minutiae | Angle Binary Total bits
type in representation
number | degree
1 V& 25 , 153 1010 0001-11 1111-1-1001 23
- 171 106 3 2 N i 26
3 143 118 3 o i T 235
a 207 152 I = N T 25
71 - - : 38 111 |10:'—]110?E1$3100—|1— 25

Figure 4: Template generation using IP seller’s fingerprint biometric




Demonstration

Demonstration of the proposed approach on Blur Filter
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Demonstration Contd.

Generation of Scheduled Dataflow Graph (SDFG) from mathematical
function and AES encryption
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H \l{ \ !' S = The obtained amino acid template is divided into block
= ] %A = size of 128-bits each.
/ R "
/ B = =  The obtained fingerprint template acts as AES-128
/ r ?P ‘: encryption key.
/ / o
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S 2 "0101110.....ccevveennenn.n.. 000000011"
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Demonstration Contd.

Generation of security constraints and security constraints embedded
Register Allocation Table (RAT)

= Security constraints are derived from generated encrypted signature based on Ip vendor selected
mapping/embedding rule: Implant an additional (i.e., artificial) edge between (even, even) storage
variables pair in the RAT framework in case of bit '0', otherwise embed an edge between (odd, odd)

storage variables pair. The determined secret security constraints are as follows: (L0,L2), (L0,L36),--
-, (L6,L20), (L1,L3),--, (L9,L37).

Table |
Register allocation table of 3*3 blur filter depicted in Fig. 3
Ccs Red(R) Green Indigo Blue Yellow Black | Violet | Pink Lime | Olive Aqua (T) G) (M) (S) (K) (L) (C) (W) (B)
(G) (1)) (BL) (Y) (B) M) ) (LD (©O) (A)

0 L0 L1 L5 L3 L4 L2 L6 LIl L7 Lg L9 L14 L10 L15 L12 L18 L13 L19 L16 L17
1 120/1.21 L1 L20 L3 L4 - - - L7 L8 L9 - L10 - 112 - L13 - Ll6 L17
2 L20/L.21 L21 L20 L3 L4 - - - L7 L8 L9 - L10 - L12 - L13 Ll6 L17
3 120/1.21 L21 L20 123 L4 L23 - - L7 L8 L9 - L10 - 12 - | E3] - Ll6 L17
4 1.20/1.21 21 L20 123124 1.24 23 - - LT L8 L9 - L10 - L12 - L13 - L16 L17
i 1.20/1.21 L21 120 1.231.24 1.24/1.29 L23 - - L7 L8 1.29 - L10 - L12 - L13 - L16 L7
6 1.20/L.21 121 L20 1.231.24 1.24/1.29 L23 L30 - L7 L8 129 - 130 - T2 - L13 - L16 L17
7 120/L.21 L21 L20 123124 1.24/1.29 L23 L30 - L7 L8 129/1.32 - L30 - 132 - L13 - Ll6 L17
8 1.20/1.21 L21 L20 1.231.24 1.24/1.29 L.23 L30 - L7 L8 1.29/1.32 - 130 - 132 - 133 - L16 L17
9 1.22 121122 - L23L.24 1.24/1.29 L23 L30 - L7 Lg 1.29/1.32 130 - 132 - L33 - L16 L17
10 L22/1.25 L22 - 25 L29 - L30 - L7 L8 129/1.32 - L30 - 132 - L33 - Ll6 L17
11 L26 126 - L29 - L30 - L7 L8 L29/L.32 - L30 - L32 - L33 - L16 L17
12 127 - - - 129 - L30 - - L8 1.29/1.32 - 130 - 132 - 1.33 - L16 L17
13 1.28/1.31 128 - - - - - - - - 131132 - - - 132 - L33 E L16 L17
14 L31 134 - - - - - - - - L31 - - - 134 - - - L16 L17
15 L35 - - - - - - - - - L35 - - - - - - - L16 E1T
16 2 136 - - - : ; } - - 136 - } } ; - } : N L7
17 37 g ; 0 ; 0 } ] 0 g L37 :
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Security metrics

Evaluation parameters:

>

Evaluation of Robustness Using Probability of Coincidence:

1 zZ
Ic:<1——>
X

Tamper tolerance:

t

Lo =q

Design cost:

Where x’ denotes the number of registers used in the CIG and ‘z’ denotes the number of hardware
constraints added.

Where ‘q’ and ‘t’ are types of encoding bits present in the mapping rule and strength (size) of
generated security constraints respectively.

rea
Cost=t1 * ————
Max area

Latency

*
Maximum latency

Where ‘area’ and ‘latency’ represents the total area and latency (delay) of the proposed methodology-
based secured IP core design; ‘max area and max latency’ depict the maximum area and latency of the
proposed secured design of IP core using maximum resource constraints possible. ‘tl and t2’ are the
weighing factors (weightage given to are and delay), which in the proposed approach is 0.5 each.

12



Results

Results
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Figure 6: Probability of coincidence (/c) Figure 7: Tamper tolerance (Lo ) comparison
comparison between proposed, [9], and [10] between proposed, [9], and [10]
Table I
Comparison of /c For blur filter between proposed and facial biometric [11] based security approach
Facial biometric image # of hardware Ic of facial Proposed chain # of hardware Ic of proposed % Reduction of Ic
security constraints biometric [11] length of amino-  security constraints approach obtained using
generated using acid generated using proposed
facial biometric proposed approach approach
Facial image 1 81 1.56E-02 25 98 6.56E-03 57.95%
Facial image 2 84 1.34E-02 33 128 1.40E-03 89.55%

Facial image 3 83 1.41E-02 51 207 2.44E-05 99.82%




Results Contd.

Results
Table III
Comparison of Lo corresponding to blur filter between proposed and facial biometric [11] based security approach
Facial biometric image # of hardware Lo of facial Proposed chain # of hardware Lo of proposed
security constraints biometric [11] length of amino-  security constraints approach
generated using acid generated using
facial biometric proposed approach
Facial image 1 81 241E+24 25 98 3.16E+29
Facial image 2 84 1.93E+25 33 128 3.40E+38
Facial image 3 83 9.67E+24 51 207 2.05E+62
Table [V
Resource configuration, latency, area, and cost of proposed security methodology pre and post implanting
hardware security constraints
Benchmarks Baseline design (before signature Amino acid signature implanted
embedding) design Design cost
Design Design Design Design Design Design  overhead %
area (um’)  latency (ps) cost area (um’)  latency (ps) cost
Blur filter (BF) 110.10 1523.58 0.67 110.10 1523.58 0.67 0
Sharpening filter (SF) 111.67 1921.04 0.67 111.67 1921.04 0.67 0
Laplacian filter (LED) 105.38 1258.61 0.72 105.38 1258.61 0.72 0
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