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Challenges in Embedded and loT Devices

loT Device

Energy-
Efficiency

Security

Design Challenges in loT devices

Cyberattacks are threat to reliability,
safety, consumer’s personal information
and piracy or cloning of intellectual

/

property (IP) core.

- Typically battery operated

- Energy-efficient design

- Vulnerable to hardware/malware

attacks
- Power analysis attacks

- |C piracy, IC counterfeiting,
Hardware trojan



Consumer Electronics (CE) Device Vulnerabilities

Chip Design
(Watermarked IP Cores to System Chip Fabrication
Integration Schematic to Chip Layout)

Anirban Sengupta et. al "IP Core Protection and Hardware-Assisted Security for Consumer Electronics", The Institute of Engineering
and Technology (IET), 2019, Book ISBN: 978-1-78561-799-7, e-ISBN: 978-1-78561-800-0



INTRODUCTION

e Hardware Security and Intellectual Property (IP) Core protection is an emerging
area of research for semiconductor community that focusses on protecting
designs against standard threats such as reverse engineering, counterfeit,
forgery, malicious hardware modification etc.

* Hardware security is broadly classified into two types: (a) authentication based
approaches (b) obfuscation based approaches.

* The second type of hardware security approach 1.e. obfuscation can again be
further sub-divided into two types: (i) structural obfuscation (i1) functional
obfuscation. Structural obfuscation transforms a design into one that is
functionally equivalent to the original but is significantly more difficult to
reverse engineer (RE), while the second one is active protection type that locks
the design through a secret key.

Anirban Sengupta, Saraju P. Mohanty "IP Core Protection and Hardware-Assisted Security for Consumer Electronics", The Institute of
Engineering and Technology (IET), 2019, Book ISBN: 978-1-78561-799-7, e-ISBN: 978-1-78561-800-0

Anirban Sengupta, Mahendra Rathor "Protecting DSP Kernels using Robust Hologram based Obfuscation", IEEE Transactions on
Consumer Electronics, 2019



Approaches for |IP Protection

False claim Computational
of Forensic Engineering
Ownership (CFE)

Digital
Watermarking

Ownership

AbuSe IP metering

Trojan
Insertion

Logic/Structural
Obfuscation

Anirban Sengupta, Dipanjan Roy, Saraju Mohanty, Peter Corcoran "DSP Design Protection in CE through Algorithmic Transformation Based
Structural Obfuscation”, IEEE Transactions on Consumer Electronics, Volume 63, Issue 4, November 2017, pp: 467 - 476



I[P Core Protection and Hardware Security
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Deployment

Insert h/w Trojan;
hidden backdoor

IP piracy (e.q.

Trojan in design

(e.g. by tools)

Implant Trojan

Overproduction & &

cloning

Leak secret info.

RE and cloning

Design /Test Solutions

Trojan-res. design;
improve. detectability;
trust validation

Hardware

oY Obfuscation; Protect

IP Eval. Copy, PUF,
Low-cost
authentication

SCA resistant
Design; Prevent
scan-based attack;

variable ECC



Real World Applications

Hardware Accelerators for

popular DSP and Image
processing applications
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Finite Impulse JPEG ” ; . ] .
P . . Convolution Discrete Fourier Discrete Cosine
Response Filter Compression/ A
g Filter Transform Transform
(FIR) Decompression

Image
Brightness and
Contrast Filter

Image
Sharpening
Filter

Image Blurring Image Image Edge

Embossing Filter Detection Filter

Filter

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation techniques", The
Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9
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Example of CE Device : Digital Camera

v' Simply converting an analog image that is captured by the CCD into digital data does not create a
digital image.

v" Only after the image processing engine and CODEC engine performs a variety of calculations on a
huge amount of digital image data can we see a completed color/grayscale image.

Mo comprassion

Subject Lens @ A-D conversion e TFF  F----1
{quantization) ' '
@Digital data Image processing engine : i‘
]
1
i
AD . Centrast || | Compression|_,| Memory
— Enghtnass | | - pauney | ~OMPression |
converter [ | agmstmant | | o iment m adpstment processing card
Output @Using a format such as
@RGE filter zeparates without JPEG, image datais
light inte colars and conversion Individual RGE color signals are compressed by a special LSL
converts the light used to create the RGB image.

strength of each color RAW data
into an electrical signal.

Recorded as HAW data




Example of DSP Core in Digital Camera

v" But when you’re recording video, if the videos are not processed fast, then you start missing frames.

v This is why digital video cameras almost always have a second microprocessor built-in, dedicated to
video calculations. This is a Digital Signal Processor or DSP — the job of which is to perform
repetitive mathematical tasks in real time.

v" So, while your iphone’s main microprocessor is checking to see if you have an incoming call,
running your email in the background and managing your Wi-Fi signal, when video is coming
through the lens, those calculations are handed off to a second microprocessor.

Nikon EXPEED, a system on a chip including an image processor, video processor, digital signal
processor (DSP) and a 32-bit microcontroller controlling the chip



Another example of DSP in CE

The MP3 encoder chain

Audio Data . antizatio _ _ Datastream |Data Stream
(PCM-Signal) : i 2*16 to

2768 Kbit's | Eier Bank >t 2| Huffman- | 2160 Kbit's
- 32 Subband : ol =Nco »| Frames etc.

Additional Data
(optional)

Psychoacoustical
Model




Hardware Security Algorithms integrated with HLS and Logic Synthesis

phases
/ High Level Synthesis \
(HLS) Framework
DSE System

/ Hardware Security \

Module
Library Framework
Security Algorithm
DSP Core Scheduling
(DFG/C IP Vendors secret information
code) Hardware and Register (e.g. Key, constraints etc)
Allocation K o /

Specs and Binding

constraints

Multiplexing Process
\ Datapath and Controller J

RTL DSP Gate level
circuit DSP circuit

RTL/Logic
Synthesis

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation techniques", The
Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9
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Securing hardware accelerators using biometric fingerprinting: Forensics

IP vendor’s
fingerprint
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Digital template | 101011001111000100011101110
....110010101000011

Secured hardware
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fingerprint 5 ownership
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Anirban Sengupta, Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric
Fingerprinting", IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Accepted, 2020



Securing hardware
accelerators using
biometric
fingerprinting:
Forensics

Input fingerprint of IP vendor
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Anirban Sengupta, Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric
Fingerprinting", IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Accepted, 2020



High level overview of triple phase watermarking

7 variable vendor
signature
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Anirban Sengupta, Dipanjan Roy, Saraju P Mohanty, "Triple-Phase Watermarking for Reusable IP Core Protection during
Architecture Synthesis", IEEE Transactions on Computer Aided Design of Integrated Circuits & Systems
(TCAD), Volume: 37, Issue: 4, April 2018, pp. 742 - 755



Watermarked FIR Vs Non-Watermarked FIR at RTL

‘

Anirban Sengupta, Dipanjan Roy, Saraju P Mohanty, "Triple-Phase Watermarking for Reusable IP Core Protection during Architecture
Synthesis", IEEE Transactions on Computer Aided Design of Integrated Circuits & Systems (TCAD), Volume: 37, Issue: 4, April
2018, pp. 742 - 755



GENERIC DESIGN FLOW OF THE OBFUSCATION PROCESS
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Anirban Sengupta, Saraju P
Mohanty, Fernando Pescador,
Peter Corcoran "Multi-Phase
Obfuscation of Fault Secured
DSP Designs with Enhanced
Security Feature", IEEE
Transactions on Consumer
Electronics, Volume: 64,
Issue:3, August 2018, pp: 356-
364



How Hardware of a CE device can be compromised ?

Functional Locked
Original netlist obfuscation n(;ihzt CE device- Layout o
DSP APPLICATION |» riginal netlis —» Locked netlist "Y1t e ppp — »  GDSI Fabrication Mask
of IP core of IP core
netlist
Reverse Engineering
Deciphered Netlist |‘ Attack IC (market IC Packaging Non-

ready) Activation functional IC

- Reverse engineering (RE) of a DSP core is a process of gaining the
complete understanding of its functionality, design and structure.

- However, RE can be used for dishonest intention such as overbuilding,
piracy, or counterfeiting a DSP core or inserting a hardware Trojan.

Anirban Sengupta, Deepak Kachave, Dipanjan Roy "Low Cost Functional Obfuscation of Reusable IP Cores used in CE
Hardware through Robust Locking", IEEE Transactions on Computer Aided Design of Integrated Circuits & Systems
(TCAD), 2019



Conclusion

The future of CE system / loT design /
CPS design / Autonomous vehicle design

IS Energy-Security Tradeoff !
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