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 Introduction

» In electronic system designs, system-on-chips, comprising of several reusable
intellectual property (IP) blocks.

» These are fundamental as they provide efficient optimized solutions for critical
applications ranging from 1mage processing, video compression, signal
filtering, to machine learning, medical image analysis etc.

» To satisfy these market needs, IP designers heavily depend on reusable IP cores.

» such hardware IPs are prone to external hardware threats due to globalization in

the design supply chain.
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e Threat Model

IP Piracy: Unauthorized copying False Claim of IP Ownership:

and selling of IP design under a
different brand name by an attacker.

When attacker wrongly claims
they created or own original IP.

» Attacker = An untrustworthy entity
» Defender - A genuine IP designer
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Related Works

J. Chen and B. employs pragma insertion  [1] technique 1s ineffective for
C. Schafer, [1]  within the allocation stage of  generating extensive/large
(2021) functional units watermark constraints
2.  A.Sengupta Facial biometric based [2] preprocessing steps for
et.al.,[2] (2021) hardware watermarking watermark generation
3. M. provide a detailed catalogue [3] However, it fails to discuss
Rostamiet.al., of different hardware security optimization of secure IP
[3] (2014) techniques along with designs.
countermeasures.
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The Proposed Methodology
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Fig. 1. Proposed secure and optimized HLS watermarking methodology
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* The Proposed Methodology
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Fig. 2. The proposed FA-DSE integrated with the HLS IP watermarking framework
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* The Proposed Methodology

The first firefly position 1s initialized as:

F,=(S1,S2 . eeevrnnn.. ,Sn_ . ) (1)
The second firefly position is initialized as:
(S lmax9 2max9 S3max9‘ * ‘9snmax) (2)

The third ﬁreﬂy’s position 1s initialized as:

— [((Slml max)/z) ((Sz max)/z) ((83 max)/z)
((Snmin+snmax)/ 2max)] (3)

The rest of the fireflies (F,, ..., F,) are initialized as:

M, = (c+d)/2+ a (4)
where ‘c’ 1S minimum resource value, ‘d’ 1s maximum resource value and ‘o’ 1s
a random value between ‘c’ and ‘d’.
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* The Proposed Methodology

Each firefly position is updated using eqns. (5), (6), and (7) respectively.

1
Hl=0f+ (,B(Qj + Qi) +a (rand — E)) (5)
where the attractiveness b 1s given by,
B = Boe MU (6)

The distance between any two fireflies 1 and j, located at positions Q1 and Qy,
respectively, 1s calculated using the Cartesian distance, defined as:

r; =10 — Q| = \/Zﬁ=1(Qi,k —Qjr)* (7)
The firefly positions (F,F,,...,F,) are utilized for scheduling of CDFG. The
scheduled information, along with the register count after watermarking, 1s

employed to compute the cost. The cost (fitness) function comprises of the
watermarked IP area (A) and latency (L) as shown in eqn. (8).

Cr = 0.5 (AAW = ) (3)
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The Proposed Methodology

I[P vendor — Raw signature: “ABCDIIASECURITY”
v
Trifid cipher substitution on raw signature using IP vendor’s key (K, ):

“VSQAWSEDRFTGYHUJIKOLPZMXNCB”

Enciphered bitstream of the RAW signature using Trifid cipher:

A—211—-11010011, B—333—101001101, C—323—101000011, D—321—101000001, I—-322—101000010,
[—>322—101000010, A—211—11010011, S—»231—11100111, E—>311—100110111, C—323—101000011,
U—232—11101000, R—331—101001011, I—-322—101000010, T—122—1111010, Y—212—11010100
!

Enciphered signature:
11010011101001101101000011101000001101000010101000010110100111110011110011011110100001111101

¢ 000101001011101000010111101011010100 :

| SHPI-S 12 | IP vendor selected key (K,) — AlES

Processed signature 1 (512-bits): Processed signature 2 (128-bits):
00010110011110001000011101010101101000001011| |00001010010111100101100101011010001101000011

0l....... 11010111010000011 0010111....... 0011011001110
! v
Concatenated final watermark signature (640-bits):

000101100111100010000111010101011010000...... 0011011001110

Fig. 3: Demonstration of the proposed approach
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The Proposed Methodology

Pl P2 P3 P4 P5P6 P7

(‘Q+R1 R?AFQQ DAAVRW/PA \\127{ RS

M] * 1 M2 * 2M3 3M4 * 4P8 P9 P10
\ /
CSI+ Pl6 j-D17P18+P19 N D \R]%L“ 2 14/ RI1A ].%
nY J RNTT \ J 1\13\ ,Z l\LJ\ j
Al 9 MI = s M2 gM3(x 7 M4 % §
CS?2 P24 P20 P21 == P22 | P23 ===

CS3 P
dn/

i

#

CS4 P26
CS6 + ng

i/

' 0l

Fig. 4: SDFG of 8-point DCT with 1A (+) and 4M (*)
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* Results and Analysis
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. 5: RAT for 8-point DCT before & after embedding security constraints

Table 1: Comparison of the proposed approach with similar approaches

C

Security (Watermarking) approaches

T

Dg

Proposed approach

4.56E+192

Genomic Signature,

2024 [3]

Pragma based watermarking, 2021 [1]
Facial biometric, 2021 [2]

FSM watermarking,

2022 [4]

3.4E+38

NA
9.67E+24
3.40E+38

2.79E-104
2.93E-39
1.73E-18
NA
2.93E-39

4.94E-07
2.58E-04
1.02E-02
4.72E-03
2.58E-04

8-Point Sharpening
DCT Filter

7.26E-05
7.26E-05
1.15E-03
3.67E-04
7.26E-05

9.1E-03

3.9E-01
5.94E-01
5.44E-01
3.92E-01

p
JPEG- Cardiac
CODEC Pacemaker

2.0E-07

4.58E-02
1.81E-01
1.35E-01
4.58E-02
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The Proposed Methodology
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m Pre Watermark IP Design Area (um2) m Pre Watermark IP Design Latency (ps)

m Post Watermark IP Design Area (um2) m Post Watermark IP Design Latency (ps)
Fig. 6: Comparison of pre watermark IP area vs. post watermark IP Fig. 7: Comparison of pre watermark IP latency vs. post watermark IP
area for different benchmarks latency for different benchmarks

(indicating zero area overhead post embedding proposed watermark)  (indicating zero latency overhead post embedding proposed watermark)

Table 2: The convergence time and exploration time of the proposed DSE

based watermarking approach
0.103 sec 0.944 sec
0.002 sec 0.305 sec
13.797 sec 82.999 sec
0.302 sec 3.906 sec
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THANK YOU
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