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Hardware Security and IP Core Protection 

• Hardware Security and Intellectual Property (IP) Core protection is an emerging 

area of research for semiconductor community that focusses on protecting 

designs against standard threats such as reverse engineering, counterfeit, 

forgery, malicious hardware modification etc.  

 

• Hardware security is broadly classified into two types: (a) authentication based 

approaches (b) obfuscation based approaches.  

 

• The second type of hardware security approach i.e. obfuscation can again be 

further sub-divided into two types: (i) structural obfuscation (ii) functional 

obfuscation. Structural obfuscation transforms a design into one that is 

functionally equivalent to the original but is significantly more difficult to 

reverse engineer (RE), while the second one is active protection type that locks 

the design through a secret key.  

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation techniques", The 

Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9 
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Affected Parties 

 Distinct design houses involved in 
an IC design chain may not be 
trustworthy. 

 Hence, due to globalization of IC 
design chain, the reusable IP cores 
or ICs are susceptible to various 
hardware threats such as: 

 Hardware Trojan insertion 

 IP piracy (Counterfeiting, 
Cloning, False claim of IP 
ownership) 
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Why is Hardware Security Important ? 



Why hardware Security is an important emerging need? 



A Case Study in Fake Chips 

In 2010 the United States prosecuted its first case against a 

counterfeit-chip broker. The company, VisionTech, sold thousands of 

fake chips, many of which were destined for military products. 

Gorman, Celia. (2012). Counterfeit Chips on the Rise. IEEE Spectrum. 49. 16-17. 10.1109/MSPEC.2012.6203952.  



• Data provided by IHS (Information Handling Services, Englewood, CO, 

USA), shown in the figure below, shows that reports of counterfeit 

parts have quadrupled since 2009. 

• Legitimate electronics companies miss out on about $100 billion of 

global revenue every year because of counterfeiting. 

• Around 1% of semiconductor sales are estimated to be those of 

counterfeited units 

U. Guin, K. Huang, D. DiMase, J. M. Carulli, M. Tehranipoor and Y. Makris, "Counterfeit Integrated Circuits: A Rising Threat 

in the Global Semiconductor Supply Chain," in Proceedings of the IEEE, vol. 102, no. 8, pp. 1207-1228, Aug. 2014. 



Hardware security is important for national 

security 
• The deployment of hardware modules in consumer applications and life critical 

applications such as aerospace, military and healthcare entails securing them against 

potential hardware threats and ensuring trust.  

 

• A failure of an electronic chip or generating erroneous output by a functional module in 

the chip during its operation may wreak havoc on people’s life. For example, a Syrian 

radar failed to alert an incoming air strike in 2007.  

 

• The possible cause was projected to be the presence of hardware Trojan (a malicious 

logic which is a backdoor entry in the design and remains stealthy in normal condition) 

in the chip. 

 

• Additionally, a potential Trojan into the hardware design may leak secret information 

such as private keys; and, it may also cause excessive heat dissipation that may 

result in battery explosion.  

 

• Counterfeit/pirated designs/IPs may contain such malicious Trojan logic as they are 

not obtained from a genuine or authentic and reliable source or IP vendor 



What work has been done in this in IEEE-CS 

• Major IEEE-CS Publications has published few papers on this: 

 

1) IEEE Transactions on VLSI Systems (TVLSI) –periodical of IEEE-CS 

2) IEEE Letters of Computer Society (LOCS) –periodical of IEEE-CS 

3) IEEE-CS ISVLSI – Conference of IEEE-CS 

 

Some examples: 

Anirban Sengupta, Mahendra Rathor "Facial Biometric for Securing Hardware Accelerators", IEEE 

Transactions on Very Large Scale Integration Systems (TVLSI) , Volume: 29, Issue: 1, Jan. 2021, pp. 

112 – 123 

Anirban Sengupta, Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric 

Fingerprinting", IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Volume: 28, 

Issue: 9, Sep 2020, pp. 1979-1992 

 

• Special Issues on hardware security was commissioned in IEEE Transactions on VLSI Systems 

(TVLSI) –periodical of IEEE-CS: 

Anirban Sengupta, Sandip Kundu "Securing IoT Hardware: Threat models and Reliable, Low-power Design 

Solutions", IEEE Transactions on Very Large Scale Integration (VLSI) Systems, Dec 2017, Volume: 25, 

Issue:12, pp. 3265 - 3267. 

 



What more can be done in IEEE-CS ? 

• Other major IEEE-CS Publications / technical committee such as following needs to 

take initiative to involve/ recruit experts from this area as well as promote this area: 

 

1) IEEE Symposium on Security and Privacy (S&P) – Still has no expert from hardware 

security 

2) IEEE Security and Privacy (S&P) Journal - Still has no expert from hardware security 

3) IEEE Computer Society's Technical Committee on Security and Privacy - Still has no expert 

from hardware security 

 

               I have expressed my interest - Sean Peisert, IEEE Security & Privacy Editor in Chief 

 

4) IEEE-CS Conferences such as IEEE Symposium on High-Performance Computer 

Architecture (HPCA), IEEE Computer Society International Conference on Computers, 

Software, and Applications (COMPSAC) etc. needs to recruit experts at the organizing 

committee level. 

5) Flagship Journal such IEEE Transactions on VLSI Systems (TVLSI) shoud emphasize more 

on publishing research work on hardware Security including from acknowledged experts in this 

area who are on the board. 

 

   

 



Thank you for your valuable time ! 
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Securing hardware accelerators using biometric fingerprinting: Forensics 

Anirban Sengupta, Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric 

Fingerprinting", IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Accepted, 2020 
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Anirban Sengupta, Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric 

Fingerprinting", IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Accepted, 2020 
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Flow of the proposed Face Biometric 
Approach 



Determining Facial Features 

Plotting the selected features 

on the Facial Biometric. 



Measuring Facial Feature Dimensions and 
Conversion into Binary Representation 

Skeleton of the vendor’s 

selected eleven facial 

features on facial 

image.  

Notice the varying lengths of feature dimensions in their 

binary representations. This lack of uniformity is an 

advantage as the adversary has no clue about the 

points of concatenation, making extraction of individual 

dimensions impossible. 



Deciding Feature Order and Generating 
Digital Template 

11 facial features 

 

HFH  &  IPD  &  BOB  &  IOB  &  OB  &  WNR  &  WF  &  HF  &  WNB  &  NB  &  OC 
 

101111110000010110100101001011100011011010011111111110110001110100010010111101110 

11 features, 81 bits (34 zeroes and 47 ones) 

 

OB  &  HF  &  WNB  &  IPD  &  OC  &  NB  &  IOB  &  BOB  &  WF  &  HFH  &  WNR 
 

100011010110001110100010000010110111010010111001011110100101111111110111111101001 

11 features, 81 bits (34 zeroes and 47 ones) 

 

WNB  &  WNR  &  HFH  &  OC  &  HF  &  IOB 
 

1010001101001101111111011101011000111001011 

6 features, 43 bits (17 zeroes and 26 ones), sufficient enough to secure small designs. 

 

 
 



Embedding Security Constraints into the CIG 

 

101111110000010110100101001011100011011010011111111110110001110100010010111101110 

34 zeroes        34 even-even edges         (0,2), (0,4),  .  .  .  (0,22), (2,4), (2,6),  .  .  .  .  .  (6,12), (6,14) 

47 ones         47 odd-odd edges         (1,3), (1,5),  .  .  .  (1,21), (3,5), (3,7),  .  .  .  .  .  (13,15), (13,17)  

Original CIG 
CIG after embedding the above mentioned 

edges (shown in red) 

Changed registers to ensure no 

edges exist between registers in 

the same time span  

Original Edge 

Newly Embedded Edge 
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