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Introduction

A HardwareSecurityandintellectualProperty(IP) Coreprotectionis anemerging
area of researchfor semiconductorcommunity that focusseson protecting
designs against standard threats such as reverse engineering, counterfeit,
forgery,malicioushardwaremodificationetc

A Hardwaresecurityis broadlyclassifiedinto two types (a) authenticatiorbased
approachefb) obfuscatiorbasedapproaches

A The secondtype of hardwaresecurity approachi.e. obfuscationcan againbe
further subdivided into two types (i) structural obfuscation(ii) functional
obfuscation Structural obfuscation transforms a design into one that is
functionally equivalentto the original but is significantly more difficult to
reverseengineer(RE), while the secondoneis active protectiontype thatlocks
thedesignthrougha secretkey.

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation techniques ", The
Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9

Anirban Sengupta, Mahendra Rathor "Protecting DSP Kernels using Robust Hologram based Obfuscation", IEEE Transactions on
Consumer Electronics , 2019
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Hardware accelerators: Example

Hardware Accelerators for

popular DSP and Image
processing applications

;g;'t%:::gl::li;r Cor;mjprEe(;sion / Convolution Discrete Fourier Discrete Cosine
P P . Filter Transform Transform
(FIR) Decompression

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation technigues ", The
Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9
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Hardware security technigues for securing hardware
accelerators

Security
techniques/Algorithms/Modules for
Securing Hardware Accelerators

Integrated Crypto
Steganography and Structurg
Obfuscation

Key-based hash
chaining

Crypto Integrated Watermarking and ke
Steganography based Structural Obfuscation

v

Biometric
Fingerprint
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Our inrhouse hardware security tools for designing
secured accelerators

Released publicly from our group in Sep 2020 !

http://www.anirban-sengupta.com/Hardware_Security _Tools.php

Crypto-stego tool KSO-PW tool KHC -Stego tool POM-SO tool
Crypto-steganography  Key-driven structural Key-triggered Hash Pseudo operation mixing
tool for DSP hardware obfuscation and physical chaining Driven based structural
accelerators level watermarking tool Steganography tool obfuscation tool
Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation technigues ", The

Institute of Engineering and Technology (IET), 2020, ISBN-10: 1-83953-031-6, ISBN-13: 978-1-83953-031-9
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IP Protection of DSP cores$-orensic Detective Control
Mechanisms

IP Protection of DSP cores
Forensic Detective Control

Mechanisms
SRS Multi-Phase Multi-Level
Sl Watermarkin Watermarkin
Watermarking J ’

Digital Signature based

Watermark

Hardware

Steganography

Anirban Sengupta, Saraju P. Mohanty "IP_Core Protection and Hardware -Assisted Security for Consumer

Electronics ", The Institute of Engineering and Technology (IET),

78561-800-0

2019, Book ISBN: 978-1-78561-799-7, e-ISBN: 978-1-
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Hardware Security of DSP applications using Obfuscatic

Obfuscation of DSP applications

Compiler Highlevel transformation Hologram based Functional obfuscation
transformation based based structural structural of DSP circuits using
structural obfuscation obfuscation of fault obfuscation of DSHEM locking logic / IP locking

of DSP circuits secured DSP circuits circuits blocks

Anirban Sengupta "Frontiers in Securing IP Cores - Forensic detective control and obfuscation technigues ", The
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Hardwaresecurity Algorithms integrated with HLS anad
Logic Synthesis phases

High Level Synthesis
(HLS) Framework
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Securinghardware accelerators using biomeftimgerprinting: Forensics

I P veni
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Anirban Sengupta , Mahendra Rathor "Securing Hardware Accelerators for CE Systems using Biometric
Fingerprinting”, IEEE Transactions on Very Large Scale Integration Systems (TVLSI) , Accepted, 2020
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Secretiometric constraints for various fingerprint image
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Secretiometric constraints for fingerprints of different fingers ofirashvidual

Fingerprintimage:Little_R Fingerprint imageMiddle_R Fingerprint imageRing_R
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Secureddatapath of JPEG compression hardware accelerator implanted with
biometric fingerprint
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Detecting Biometric Fingerprint in a hardware accelerator

Counterfeited design
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Fig. 9. Proving true IP ownership using proposed detection approach
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Variationin number of minutiae points for different fingerprint images
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Variationin total number of constraints (k1) for different fingerprmages
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Variationin probability of coincidence for different fingerprint images
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Comparisorof design cost of JPEG compression hardware accelerator before ¢

after implanting fingerprint constraints
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Counterfeiting/cloningletection using proposed
steganography

Counterfeiting detection Cloning detection
| Cs/ I Ps of brand 6AO | Cs/ I Ps of brand 06B6
Brand Brand  Brand Brand Brand| [Brand| [Brand| [Brand
OAO | 6A0 | 6AD O0AD 6B6 | 6B6  6BO6 | 6BO

’ Stegemark ‘

Yes No
Probably not_ Verification .. ——>_ Verification ™~~~
a counterfeit S Probably not a

No \LYes cloned IP

Probably a counterfeit IP Probably a cloned IP

Anirban Sengupta , Mahendra Rathor "IP Core Steganography for Protecting DSP Kernels used in CE Systems", IEEE
Transactions on Consumer Electronics (TCE) , Volume: 65, Issue: 4 , Nov. 2019, pp. 506 - 515



Basic Steganography Model
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SecuringDSP cores using ketyiggered haslthaining basedteganography

The length of the bitstream is equal to the
number of operations (m) present in the
respective DSP application. Further, 6 midts
of the encoded bitstream is converted into
1024 bits using following preprocessing rule:
(@ m-bit chunk
followed by sequence of &6 bits to
generate 896 bits (b) the 896-bit chunk is

is appended with &6

appended with 128-bit representation

the length 6 méf encoded bitstream

of
to

obtain 1024 bits. The 1024 bits are fed to

first hash-block of hash-chaining.
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SB2

00
2

SBk

n _r
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Anirban Sengupta ,
Mahendra Rathor, "IP Core
Steganography using Switch
based Key-driven Hash-
chaining and Encoding for
Securing DSP kernels used in
CE Systems", IEEE
Transactions on Consumer
Electronics (TCE ), 2020
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‘ proposed rule:
. 1024 bit = (512-bit output of
Applying X < \
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Encoding insteganography

ENCODING RULES TO CONVERT DSP APPLICATION INTO BITSTREAM REPRESENTATIONS

Proposed Encoding rule
encoding (Condition and encoded bit)
If opn# and corresponding CS # are both even 0O
El -
Otherwise 1

If opn# and corresponding CS# are of same paritéj
(both even or both odd parity)

= If opn# and corresponding CS# are of different 1
parity
If opn# and corresponding CS # are both odd 0
E3 -
Otherwise 1
If opn# and corresponding CS# are of different 0
E4 parity
If opn# and corresponding CS# are of same parity
If opn# and corresponding CS# are both prime 0
E5 -
Otherwise 1
If opn# and corresponding CS# are both prime 1
E6 -
Otherwise 0
£7 If GCD of opn# and corresponding CS#is1 0
If GCD of opn# and corresponding CS# is not 11
E8 If (opn#) mod (corresponding CS#) is O 0
If (opn#) mod (corresponding CS#) isnot0 1
E9 If CS# is equal td'@odd sequence of opn# 0

Otherwise 1

Anirban Sengupta , Mahendra Rathor, "IP Core Steganography using Switch based Key-driven Hash-chaining and Encoding for Securing DSP
kernels used in CE Systems", IEEE Transactions on Consumer Electronics (TCE ), 2020



Detectionprocess of steganography
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CIG of FIR filter hardware accelerator (IP core) before steganography
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CIG of FIR filter hardware accelerator (IP core) after steganography
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RTL datapath of $oint DCTafter Steganography
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IP core protectiomusingDigital Signature

Consumer Electronic deV|ces SOC W|thh|rd party IPS

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



|P core protectiorusingDigital Signhature

U A novel crypto digital signature approachis presented
which incorporates following securitymodules

A Cryptohash functionSHA-512

A Cryptoencryption functionRSA

A Encoding

U The generic steps of generatindigital signature:
A Generate a Bistream representatiai DSPCore.

A PerformingSHA-512

A Postprocessingtepl

A RSAEncryption

A Postprocessingstep 2

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



High-level process of creating digital signature for IP cores

IP/IC Vendor

Fal
[.11001011100010110..) Watermark ElE
| Information [

=M=
_____________ —_———
[ Crypto Hash Function}
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Vendor Crypto Enpryption @
Secret Key Function thililn
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10101011
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Digital Signature of
the IP/IC Vendor

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



Flow of theapproach

INPUTS DFG of the DSP application Resource configuratio

I S—— .

Pre-processing block 1 Construct SDFG and assign storageiables

Anirban Sengupta , E. Ranjith

"""""""""" l:“““"““""" Kumar, N. Prajwal Chandra
_ e ———————— H "Embedding Digital Signature
Encodingrule-1 ! Generate ait-stream : using Encrypted-Hashing for
e s . Protection of DSP cores in
SHA-512 ' | Calculatedigestof thebit-stream : CE", |EEE Transactions on
g g ! Consumer Electronics (TCE)
Fem--- mmmmmm-- ----- ‘I'.“".““““""". Volume: 65, Issue:3, Aug 2019,
_ ! Divide the bitstream digest intm blocks of ! pp. 398 - 407
Postprocessingblock 1 sizen-bits each !
1 1
1 [}

Convert eac-bit block into decimal value

Embe_dding digital | Embed the digital signature in register allocation phase
signature F-mmmmmmmmmmmmmmmmmmmofemmmmmmmmmoommmm e

OUTPUT Digital signature embedded DSP




Performing SHA12 and Post ProcessHig

U Performing SHA-512

A Generateslecimaldigestof DSPcore

A Thecollision resistanc&nddeterministigpropertiesof SHA-
512 ensureghat the generatechashdigestcarrying vendor
secret mark is wunique for an I[P core design

U PostProcessingl
A Divide thebitstreamdigestinto m blocksof sizen bits each
A Converteachn-bit blockinto decimalvalue

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



RSA Encryption

U RSA is an asymmetrickey encryption algorithm in which two
distinct keys (private key and public key) are involved in the

cryptography
U It is usedto signthe hashdigestof vendorsecretmark information

to ensureauthenticatiorof the genuineownet

Inputs (128 bits) and outputs of RSA module

RSA Decimal Input Encrypted Decimal Output Encrypted Binary Equivalent
ChclsyAsANe Vs 0 lslsracionds]: 25926923236759495502260651 MM A A A A MMA A NN MM
016780722176 388222677830 101000110

Crie Sy Ry srsagchisys 10330442221472193982832191 M A A MM T MM MM T MM
804913696768 365106451481 000011001

sleloraiiie Sl il Slesic sl 2468224786302243196551204z M M aManmMnnnmMmmm
03599240546 30223003075 111000011

(lep A Acie kRIS AR iciszk 289411 796889479622387067/6/ MM T MM A T MM/ MMM
85020455483 582110256178 000110010

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.

398 - 407




Postprocessing Block 2

A The encrypteddecimal value$2 output of RSA modulés are
providedasinputto the postprocessindlock 2.

A Eachdecimalvalue is convertedto binary and theseindividual
binary streamsareconcatenatetb form a singlebit-stream

A This encrypteehashed bit-stream is referred to as Digital
Signature. The digital signaturesize can be selectedbasedon
v e n danhaicéfiom the continuoudit-stream

A Forinstanceijf thevendorselectdigital signaturesizeas15, then
thefirst 15 bits of the bit-streamis the digital signature

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



Embedding Digital Sighature

Having createdhe digital signaturethe nextstepis to embedit in the
design Thestepsto implantthedigital signaturearestatedoelow.

Mapping the digital signature bits to watermarking constraints

Usingthefollowing encodingule:

If bit = @6 then additionaledgeis addedbetweennode pair
(prime,prime)in a coloredintervalgraph

If bit = dlé then additionaledgeis addedbetweennode pair
(even,even)in acoloredintervalgraph

Embedding the watermarking constraints.

C Watermark constraints are embeddedin register allocation step
during HLS (And it is performedthrough colored interval graph
framework)

C Thesehiddenconstraintsact as additionalconstraintso be imposed
besidegheregulardesignconstraint®of thedesign

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for

Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



Bit stream Generation

U Based on encoding rule

Operation number | Corresponding control step

(OPN) (CS) number

Even 0
Even 1
Odd 1
Odd 0

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for
Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



Generating the Bistream of DCT Core

Operation
Number

Control Step
Number

Bit
generated

| —

0

15

O WIN[WIOIN|JOIN][BAINIW|IFL[IN]|PEF

Rlr|o|lrRr|r|lo|lo|o|rRr|Oo|O|R|R]|R

L

N Scheduled DFG

@n

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for

Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE)

398 - 407

, Volume: 65, Issue:3, Aug 2019, pp.



Experimental Results

U Graphical Representation of Design Cost for different benchmarks

4136
4134
4132
4130
4128

Design cost(x 10%)

BPF

15 30 60 120240

Digital signature size (S)

2162

2160

2158

Design cost(x 10%)

JPEG IDCT

15 30

60 120 240

Digital signature size (S)

Design cost(x 10%)

Design cost
o0(w) f — f —

JPEG SAMPLE MESA MATRIX
MULTIPLICATION
4296 n
1993 L 2688
N
4290 S e
1287 3
2284 2 2686
15 30 60 120 240 8 15 30 60 120 240

Digital signature size (S)

Design cost(x 104

Digital signature size (S)

MESA FEEDBACK ARF
POINTS
3767
3146 o
= 3766
3144 g /
3142 | / 5
3140 8 3764
15 30 60 120240 A 15 30 60 120240

Digital signature size (S) Digital signature size (S)

U =designlatency
0 =hardwarearea

0 =maximum
execution latency
0 = maximum

hardware area.

f ,f represent the user
specified weights both
fixed at 0.5 to assign equé
preference

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for

Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE)
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Experimental Results

U  Evaluation of Robustness Using Probability of Coincidence (Pc)

P 6 adénotes the number of colowsed in the Cl@Gnd
P B 6 d ethe digitael signatursize

Size of Digital signature (S)

S=30 S=60 S=120 S =240
Benchmarks
I:)C I:)C I:)C PC
6 0.0649 4.2127x16 1.7747x16 3.1496x160 9.9198x1¥0
JPEG SAMPLE 10 0.2059 0.0424 1.7970x168 3.2292x16 1.0428x161!
JPEG IDCT 29 0.5907 0.3490 0.1218 0.0148 2.1999x16
HEST ISR 17 0.4028 0.1622 0.0263 6.9267x16 4.7979x160
POINTS

ARF 8 0.1349 0.0182 3.3150x1¢ 1.0989x1¢ 1.2076x164

MESA MATRIX
MULTIPLICATION 23 0.5134 0.2635 0.0695 4.8237x168 2.3268x16

Anirban Sengupta , E. Ranjith Kumar, N. Prajwal Chandra "Embedding Digital Signature using Encrypted-Hashing for

Protection of DSP cores in CE", IEEE Transactions on Consumer Electronics (TCE) , Volume: 65, Issue:3, Aug 2019, pp.
398 - 407



High level overview of triple phase watermarking

7 variable vendor signature
R d> K2 Al LX ¢X H

[

|

|

| ”

| o,

|

|

| Hardware
BIREY A ! Scheduling s Register Hardwar
CDFG | phase 1 allocation e library

| phase 2

I phase 3

|

|

Watermar

k for Watermar
Phase 1 k for

Phase 2

Watermark
for Phase 3

RTL

Triple phase Watermark description

Anirban Sengupta, Dipanjan Roy, Saraju P Mohanty, "Triple-Phase Watermarking for Reusable IP Core Protection during
Architecture Synthesis", IEEE Transactions on Computer Aided Design of Integrated Circuits & Systems
(TCAD), Volume: 37, Issue: 4, April 2018, pp. 742 - 755



Watermarked FIR Vs Non-Watermarked FIR at RTL

‘
W ——— | F-=j

Anirban Sengupta, Dipanjan Roy, Saraju P Mohanty, "Triple-Phase Watermarking for Reusable IP Core Protection during Architecture
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Biometric Fingerprint for Hardware Security

— Inputs
FFT enhancement

Input fingerprint of [P vendor

Algorithmic description (C/C++/transfer rd

function) of hardware accelerator

Pre-processing Binarization
Module library Resource constraints A \ '@
Minutiae extraction -
N Thinning
ESL : C N
Synthesis Control data flow graph (CDFG)
Minutiae conversion to

<L digital template
Performing biometric fingerprint security D

Digital template
conversion to secret constraints

Secured register transfer level (RTL) hardware \
accelerator using Biometric fingerprint Implanting secret constraints into hardware
' during register allocation of ESL synthesis

‘ Datapath synthesis

.

:

Lower level synthesis

() FFT enhancement: The use of FFT on sets of pixels of the fingerprint image allows reconnection of broken ridges; finely separates
the parallel ridges and also makes the ridges thick.

(i) Binarization: The image with only two intensity values is called as binary image. This image usually shows only black or white, where
black is represented by 0 and white is represented by 255. The elementary principle of binarization is to compare the pixel intensities
with the threshold, and setting the pixels whose intensities are less than threshold, to 0 and the other to 255.

(i) Thinning: In this process, the thickness of ridge lines is reduced to one pixel width by deleting pixels at the edge of ridge lines.



Processing the Biometric Fingerprint

w’f?;i\:ﬂ\ Binarization
REALERN k‘“\‘-ﬂ‘ —>
\ “xl:l\\\\:‘\:h:x
,‘ N Setting pixel intensity to
Oorl

Binary Image

Reducing ridge line
thickness to 1 pixel

Original Image
Thinning 1

Minutiae point
extraction

 —

Applying CN algorithm to
obtain ridge endings and
bifurcations

Minutiae Points Thinned Image



Extracting Minutiae Points

Crossing Number (CN)

alggrithm
- P, | P; P ci
Surrounding pixels\ Ps P P CN =05+ E?:l |F1' - F{'+1|
P, | P; \ P, )
0 is the pixel value of the surrounding pixel.
Pixel of interest O =0orland =0

CN = 3=== Ridge Bifurcation

CN =1=== Ridge Ending




Constructing the Digital Template

The ridge angle of first minutiae point has
been measured clock-wise from the
horizontal axis

X,y

190, 45

139, 46
126, 54
79, 64

181, 83

219, 84
159, 98

136, 110
118,115
248,130
192, 134
117,137
132,150
111, 164
149, 169

DIGITAL TEMPLATE OF INDIVIDUAL MINUTIAE POINTS REPRESENTING

HARDWARE SECURITY CONSTRAINTS
Minutiae position in binary
d (digital template representing
hardware constraints)
Z=(tyftmid

10111110 11100010

Minutiae
type name

bifurcation 34

bifurcation 9 10001011101110111001
ending 189 1111110110110110111101
ending 327 10011111000000110100 0111
ending 38 1011010110100111100110

bifurcation 225 1101101110101001111100001
ending 214 100111111100010111010110
ending 15 10001000110111011111
ending 334 lIlUIlUIIHJHIl 01001110

bifurcation 50 111110001000001011110010
ending 46 1100000010000 1]{J1 101110
ending 135 111010110001001110000111

bifurcation 138 10000100100101101TT0001010
ending 267 11(]111]]{}] HHHHIHHUHH'IH
ending 239 101101010 llll """"

{
Ul

X co-ordinate(x) / I\/Ilnutlae type(
Y co-ordinate(y) Angle(d)

Digital template obtained by concatenating templates of all 15 minutiae
101111101011011110001010001011101110111001121221110110110110111101100111110000001101
0001111011010110100111100110110110111010100111110000110011121110001011101011010001
0001101110111111110110111001111010011101111100010000010111100101100000010000110110
1110111010110001001110000111100001001001011011100010101101111101001001100001011100
1010110101001111101111

350 bits, 148 zeros and 202 ones



JPEG CODEC Compression Algorithm

mll m2l m3l mdl

cd 4 cd o4 cd c4 c:4
./_ Y ) (%)
(—\ 4/_\] \.__/ 6 l\h_/ 7(:/ g\

9. 0 @

@

15 . cd

dil
oY
|

16\5__/

Micro IP1 output

m51 mé | m71 mil

l]. 12.

14 @

ml2 ... m&2 ml
mll ... m81
(-,_.»—-e‘_\ “_'5\ /.-' '\-.
'\}_E_,LJI \_I_P_._le A% P%

(1.-.1

23 ml4 _ m84 mlé __m36 ml8 . m8&8
. ml5 ...m85 ml7 ...m87
—— } __h". ___.\ ’,'-""‘-\_\ .
) (1p4) (IP5) y (IP7) (g
— = ‘!Pﬁ/ — J_P 81/'

135.
q

DI
136(::i::|

D11’
pixel of the compressed image)

C, Cas C, C, C, C, Cs C,
c, c, c C, -C, -C c, -C,
c, c C c -C, = = =
C; -C, -C, -C5 C, C, C, -C5
C, -C, -C, C, c, -C, -C, C,
Cs -C, C, Cs -5 -C,; C, -Cs
Cs -C, C, -G -Cs C, -C; Cs
c, -Cq C, -C, c, -C, C. -C,

. 2D- DCT coefticient matrix ‘C’

A Postmultiplying the 1st pixel (D11) of DCT transformedmatrix
with the quantizationcoefficienté q the 1st pixel (D116 pf the
compressetmageis generated

A Postquantizationthe quantizedmageis convertedto 1-D array
using zigzag scanningand run length encodingis applied to
obtainbit streamof the compressednagefor storagepurpose

A In order to reconstructthe original image from the stored
compressednagedata,run lengthdecodingfollowed by inverse
zigzag scanning, inverse quantization and inverse DCT
transformation are performed in the JPEG decompression
process

A The JPEG compressionhardware comprisesof 8 micro-IPs
underneath Each micro-IP performs 16 operationsand total
operationsn theentire JPEGCODECIP coreare136.

Deduced DFG of JPEG CODEC hardware accelerator



Embedding Security Constraints into JPE(
CODEC

DIGITAL TEMPLATE TO HARDWARE SECURITY CONSTRAINTS MAPPING
RULES
Bit Mapping rules
0 Embed an edge between node pair (even, even) into
the CIG (during register allocation of ESL synthesis)
1 Embed an edge between node pair (odd, odd) into
the CIG (during register allocation of ESL synthesis)

148 zeroes== 148 evenen edges= (0,2), (0,4), . . . (0,208), (2,4), (2,6), . . . . . (2,88), (
202 ones== 202 odutld edges== (1,3), (1,5), . . . (1,207), (3,5), (3,7), . . . . . (3,199), (3,

RESOURCES IN THE RTL DATAPATH OF JPEG COMPRESSION HARDWARE (PRE AND POST EMBEDDING BIOMETRIC FINGERPRINT CONSTRAINTS)

Resources pre-embedding security constraints Resources post-embedding security constraints
FUs  # of registers Multiplexers Demultiplexers FUs # of registers Multiplexers Demultiplexers
3M, 73 # 32x1 Muxes=10 # 1x32 Demuxes=5 IM, 73 # 32x1 Muxes=10 # 1x32 Demuxes=5
A # 16x1 Muxes=3 # 1x16 Demuxes=2 3A # 16x1 Muxes=2 # 1x16 Demuxes=1
# 8x1 Muxes =7 # 1x8 Demuxes=7 # 8x1 Muxes =9 # 1x8 Demuxes=9
#4x1 Muxes =24 # 1x4 Demuxes=24 # 4x1 Muxes =24 # 1x4 Demuxes=24
# 2x1 Muxes =32 # 1x2 Demuxes=32 # 2x1 Muxes =31 # 1x2 Demuxes=31

As JPEG CODEC is a huge hardware accelerator, there is
no overhead of registers.



Registers (R1-R73)

Control steps {0-30)

Notice that storage variables 196, 202 anc
208 had to be shifted from R1 to R2 to
accommodate edges (0,196), (0,202) &

(0,208).

Since the design is very large,
: hgnce t_here |_snot
register allocation and there is no
design overhead.

Register allocation of storage variable
== (0-208) post embedding during ESL synth
of JPEG compression hardware accelere




RTLDatapathof the Secured Design

- = = =

;’ 5 187 1411 730 30219,'4 ]_\‘ 134 61
207 147] 137 208 ]
i Y O e O A L N
: 8:1 mux 8:1 mux / :
" ¥ ¥ * (2] [&o]
The red box highlights the ! : -
changes in register i lisde“jjﬁ lﬁsd@m‘i \,f
. *'-_.+.+.++ ___—HH- - Y
allocation amongst R1 and Juter : A
nterconnection Box
R2. vy pie P R I T4y pee o Iy
i% / 32:1 wnuix 32:1 mux | 32:1 i / A 32:1 mux /

3)

Multrplser

Notice how rest of the
design hardware i/

unaffected. Further security

32:1 mux 32:1 mas

constraints can be added by ...
using much larger digital
signature templates.




Detection of Biometric Fingerprint

Counterfeited design
No

No match
with the
attacker’s
template)
Yes (correct
match with the
owner’s
template)
N N
False claim of Ownership awarded to

ownership proved true IP owner



Biometric Fingerprints of 5 different people

d-;_f—'"’t"“}‘_:;\:\ Digital Template Secret biometric constraints
;?-__::..::Q%\ (Total size =526 bits) for IC/TP
@S‘} = 110110001011101111101101 #0s=224
@R‘f 11110..........101001 100111 = #1s= 302
b AR 101

Notice how different SN
fingerprints have Original Image:101_1 Minutiac points=22
different sets of —\\

Secret biometric constrainis

Digital Template

Notice the varying

. . ] (Total size =350 bits) for IC/TP
minutiae points. 101T1T101011011110001010] gy | 0~ 14 number of bits in
= }??lﬂl]l........ﬂl[)ﬂlll]]i}ll #15=202 the digital
sighatures.

2 Minutiae points=15

2 Dhgital Template Secret biometric constraints
SRS (Total size =555 bits) for IC/TP
- : = 10010110101101101001 1101 #0ar= 242
As fingerprints are TN » ® o010, 1otoiniin] ™ | #1s=313
naturally unique, 10

there is bound to be
atleasione
difference at some

Original Image:101 8 Minutiae points=24

Digital Template Secret biometric constraints
(Total size =538 bits) for IC/TP

i it 1 10100001 1111111100110011 #0s=227
bc;t ptosllzlon I? the }IU..t....]]Om]Ulm] 110110 E:> :ils—_"rll
igital template, 0
thereby nullifying \ Notice the varying

claims for IP Original Image:102_3 Minutiac points=21 number of Os and 1s

OwnerShip. Digital Template Secret biometric constraints
(Total size =418 bits) for IC/TP /
101100111001 11101111011) gy | 205 133
= = [1100100......1111011111010 #ls=233
11

Original Image:103_8 Minutiae points=17




Biometric Fingerprint

s of 5 fingers of the

same person

Digital Template
(Total size =443 bits)

10111011000111110010010101
o11........_.101000111110010

Onginal Image: Thumb R Minutiae points=19
Digital Template

(Total size =640 bits)

Secret biometric constraints

100101101101001 11011000010
1 0001110111111 10000

=

Original Image: Little R Minutiae points=26
Digital Template

(Total size =644 bits)

1110110010111111011110000
011......00000111100111010

Original Image: Index R Minutiae points=26
Digital Template

(Total size =721 bits)

1000010110101111100001010
01 __.._.10011101111010000004

Original Image: Middle R Minutiae points=29
Digital Template

(Total size =893 bits)

111011001001 1111110011110
001 ..........101000101111100

Minutiae points=33

Original Image: Ring R

Secret biometric constraints
for IC/TP
#0s= 179

= | 1264

\ Notice how varied the

fingerprints of different fingers

for IC/TP
#0s= 274
#1s= 366

= of the same person are

Secret biometric constrainis

for IC/TP
#0s= 274
#1s5= 370

=

Notice that the Ring
finger has the most
minutiae points while the
Thumb has the least.
Hence, a design secured
using the Ring finger is
more secure.

Secret biometric constraints
for IC/IP
#0s= 202

Secret biometric constrainis
for IC/TP

#0s= 386
#1s= 509

=




Security Analysis

Probabillity of CoincidencePc = (1 - %)ﬂ * (1 — ;)ﬂ

m; , N(Fi)

R==> number of colors/ registers in original CIG,
f1==> number of additional edges embedded into the CIG (in register allocation

phese)
f2==» number of constraints embedded in the functional unit (FU) vendor allocation
phese.
n total tvpes of FU
VARIATION IN PC OF PROPOSED APPROACH FOR DIFFERENT FINGERPRINTS
SELECTED FROM DATABASE IMPACT OF FINGERPRINT OF DIFFERENT FINGERS OF SAME PERSON ON PC
Fingerprint # Minutiae Total Probability of . o # Minutiae Total
image points (M) constraints (f1)  coincidence (Pc) Fingerprint image points (M) constraints (f1) Pc
1011 22 526 7.06E-4 Thumb R 19 443 2.22E-3
101 2 15 330 8.00E-3 Little R 26 640 1.46E-4
101_8 24 555 4.73E-4 Index R 2% 644 1 38E.4
102 3 21 538 5.98E-4 neex_ S
101 7 21 540 5.82E-4 Ring R 35 895 4.35E-6
Comparison of proposed approach with Cryteganography based approach [20]
. Approximate Note: The probability of coincidence
Approaches Total constraints Pc un fime represents the probability of
W=20 3 .0e-1 coincidently detecting hardware
- ’ security constraints in an unsecured
Related work W:-‘-H] J.8e-2 designSi nce we don
20] W=60 1.9e-2 ~400 ms coincidence between signatures of
W=80 3.7e-3 original IP vendor and adversary, it is
W=100 1.7e-3 desirable for Pc to be as low as

Proposed work M=35 4.35¢-6 ~185 ms possible.




Design Cost Analysis

Dt AT
+ WE

max Ama_:r

Design Cos Ca(F;) = ws

O Q0 == design delay and area respectively
0 andO == maximum area and delay
U andV == user defined weights (both kept at 0.5 to assign equal preference).

DESIGN COST OF JPEG COMPRESSION HARDWARE PRE AND POST EMBEDDING BIOMETRIC FINGERPRINT CONSTRAINTS

Resource # of registers In ~ # of registers in fingerprint Design cost of Design cost of fingerprint Estimated %
constraints baseline JPEG mmplanted JPEG baseline JPEG implanted JPEG overhead

3A, 3A 73 73 0214 0.214 0%

3A, 5SM 73 73 0.1917 0.1917 0%

5A, SM 73 73 0.1713 0.1713 0%

TA, IM 73 73 0.1718 0.1718 0%

9A, IM 73 73 0.1752 0.1752 0%
11A, 1IM 73 73 0.1785 0.1785 0%

Notice how there is no design overhead for JPEG,
Imblvina that the proposed approach is apt for



FaciaBiometric for Hardware Security

A Frstapproach in the literature that leverages unique facial
biometric information to secure hardware accelerators

A Qontactlessmechanism for securing hardwaagecelerators.

A Lowimplementationcomplexity anchigher robustness during
authentication/verificationprocess.

A Zerodependence on externddctors.
A Nonvulnerable and nomeplicable technique.



Overview of the Facial Biometric Approact

Face
Biometric

~z

Proposed algorithm

»
o)
=
s
=
=2
(=

Algorithm description
of DSP application

2

Embedding
secret

10101...01

Secret >

information

Module
library

in HLS
framework

information

Resource
constraints

7

RTL datapath of DSP hardware accelerator with facial biometric implanted




Flow of the proposed Face Biometric
Approach



