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ABSTRACT

HardwarelP corebaseddesignparadigm habecome popularfor its usage in
severalconsumer electronics and computing systefitss is because the
usage of hardware IP cores enablegher performance and efficacy by
accelerating thenderlyingprocessof the respectivapplication Further,due
to their data intensive naturand factors such asme to market pressure,
process turnaround time addsign complexityare some of the majoeasons
thathaveenforcel or encouragareusable IRorebasedsystem on chip (SoC)
designs This scenario leads to involvement of thpdrty IP vendorso match
demand and supply ratio or aocelerat the design procesthereby makingt
susceptible todifferent hardware security threatsAn adversary in the
untrusted offshore design house maypirate the IP corés) for their own
benefits or to satisfy malicious intensiprausing safety and integrity hazards

to end consumer.

The digital signal processingDSP, multimedia and machine learning
applicationsare thrivingin the modernconsumer electronics (CHharket
These IP cores arased for facilitatingseveral crucialapplicationsin the
domainof health care, roboticandartificial intelligence (Al) etcHence, they
have become an important and integral part ofleno electronic/automated
devices Therefore the currentgenerations of system on chip (SoC) designers
amalgamate reusable IP  cores imported from multiple IP
vendors/manufacturers. These IP cores are ymrashkiced, tested and verified

by various companies andighlP supply chain is distributed worldwide.
Therefore,due to involvement of muHlparty vendors their seurity concerns
cannot be undealued.Hence,anIP core designer needsemployrobust and
seamless securityeasurs againstsecurity threat$o ensure trust in hardware

IP. For DSE multimediaand machine learningased applications which are
highly complex or data intensive in nature, their realization as reusable
hardware IP cores is crucial. Further, to ensure their security against hardware
threats,a high-level synthesis (HLS) framework isonducivefor integrating
security mechanism#iLS offerslesser design complexity and flexibility to
integrate thesecurity mechanisms. Therefore, enabling an IP designer to

achieve robust security while incurring negligible or lower design cost

Vi



overhead concurrentlif.owards the security of IP corehjs thesiscontributes

the following: (a) contaciess palmprint biometric for securing DSP
coprocessors used in CE systems against IP piracy, (b) double line of defense
approach for securing DSP IP cores using structural obfuscation and
chromosomal DNA impressam (c) designing secured reusable convolutional

IP core inconvolutional neural networkC(NN) using facial biometric based
hardware security approach, (d) Retinal biometric based securedcHEG
hardware IP core design for CE systems using b8 (e) exploration of
securitycost tradeoff for signature driven security algorithms for optimal

architecture of datmtensive hardware IPs.
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Chapter 1

Introduction

We are the most privileged human generaasnve live in the era of smart
technology; Thanks to our scientists and researchers. In this era, contribution
of electronics systems has played a pivotal role in achieving the desired goal
and fulfilling the vison of availing smart and affordable technology to
everyoneIn this moderrerawhere everyone intends to have faster and low
cost processing of their tasks either in regards of an application or a
system/device, need of developing such systems/devicgevsiling. One

can easily observeeseral consumer electroniesd computingystems such

as smart phones, smart watches, taptégital camers, computersaand audio
headsets etc. are the part of our life style and lsds® becoméhe necessity.
Thesecomputing/CE systems are ubiquitously used for performing the various
taskgapplicationsbased onimage processing audiovideo processingetc.
However, underneath these compully systemsthere functions a system
onchip (SoC). A SoC is designed usiagrious modules such as functional
blocks, memory units and memory controller and different peripherals for
wireless and wired communication etc. In deployed practice, instead of
designing a SoC from scratch, its various modules/cores are purchased from
third-party IP (3PIP) vendors or designefnd, this kind of system design
paradigm is called as cebased design paradigi]-[11].

In computing devicesand systems, for performing datantensive tasks
hardware accelerators are used to achieve higgréormance and efficacy by
accelerating the underlying procg$&]. During the acceleration process of an
application, certain computing tasks are offloaded into specialized hardware
components typically known as hardware accelerators or intellectyzrpyo

(IP) core. A hardware IP is a reusable unit (block of data/logic) of
computational functionBoolean logic, register transfer level (RTL) or a gate
structure, and is also known as the intellectual propertyddgsegner.There

are variousapplicatiors for example, cryptographic applications are performed
using cryptographic IP cores while fingerprint, face recognition and handprint

biometric require digital signal processing (DSP) and image processing IP



cores. Further Artificial Intelligence (Al) appations require Al cores, sound
processing via sound card and digital signal processing via digital signal co
processor etcFurther, n computing and CE systemdifferent applications
such as image compressidacompression, audio aising and video
processingetc. (which are data intensive in nature) are facilitated using
different IP coresvith higher efficacy and dbwer design cost. ThE# cores
employ the execution of different algorithmsuch as discrete cosine
transformation (DCT), fast fourier transform (FFT), finite impulse response
etc., used for digital signal processing (DSP), machine learning and
multimedia processing etc., which are highly datansive in naturdg13],

[14].

Therefore, due to design complexity, design cost and time to market pressure,
theseapplications frameworkare realized as reusable IP cores. This therefore
enables cost reduction and elevates design turnaroundTimaesfore, current
generation system onhip (SoC) designers amalgamate reusable IP cores
imported from multiple IP vendors/manufacturers. These IP cores are mass
produced, tested and verified by various companies and the IP supply chain is

distributed worldwide.

Further, from the perspective mdsearcher as well as user, it becomes equally
crucial to understand the process of designing and developing such systems.
The design cycle of such systems involves several design phases and different
entities. The different design phases may be categbbased ondesign
complexity, designing cost and flexibility. Therefore, it becomes crucial to
have the understandings of different design phases. Further, the involved
entities can also be categorized in terms of tr@e in the design chain and
trustworthiness.Different entities (third party IP vendors, system integrator,
and foundry) get involvement in the IC design chain. This helps in sustaining
the IC design process at lesser cost, lower design complexity and lower time
requiremen{12]. However,it alsoenforcesto incorporate security measures

to safeguard the desigagainst security hazardisr ensuring theisafe usage

to end consumer.



However, the involvement of distineintities (oroffshore desigrhouses)in

the design chain raises the issue of trlidi]-[26]. This is because an
adversary or attacker in an untrustwortthgsignhouse may realize his/her
malicious intents of IPiracy. Additionally, security against fraudulent claim

of IP ownership, implaation of hidden malicious logic by reverse
engineering the design and protection of IP rights of IP buyer and seller are
crucial As the DSPmultimediaand machine learninigased IP coregossess
significant role in CE systems mission critical tasks, |oT deviceand
healthcare applications, therefore their security perspective cannot be
overlooked.This is because integration of a pirated IP version into SoCs of

such systems may lead safety and integrity hazards to end consumer.

This chaptein a nutsheldiscusses thbackground on the various key aspects
that the proposebardwaresecurity techniques are developed aroune firist
sectionprovidesthe background odifferent design abstraction level of #h
core Further, tle secondsection provides an overview &SP, machine
learning and multimedidased datintensiveapplicationsand corresponding
algorithmicrepresentations. The thigkctiondiscusseshe various threats to
reusable data intensive hardwdf cores The fourth section provides a
background orhigh level synthesigHLS) process andts role in designing
low-cost and secured of reusalblardware IB. At the end thefifth section

presents the thesis organization.

1.1. Different design abstraction levels andcorresponding form of

hardware IP core

Due to higher complexity involved, it is crucial tesign anlP corefrom
higher abstraction levebf IC design process. This is becausiee higher
abstraction level offers lesser complexity and higher flexibility to incorporate
thelow-cost architecture and robustcurity mechanism than the lower design
abstraction levelsThe design abstraction levels are as foll¢&4, [82]: (a)
sysem/behavioral level (b) register transfer level (c) gate level or netlist level

and (d) layout or transistor level.

The top most design abstraction level is behavioral level. At this level

design/application is described based on the respected ,imuupsit and



transfer function or behavioral description. The behavioral/mathematical
function of an application is accepted as input for transforming it into next
level design. Therefore, the algorithmic description of the design/application is
transformed ird register transfer level using high level synthesis (HLS).
Additionally, integrating the security mechanism during higher abstraction
also is less complex as well asnsures the security at subsequent lower
abstraction leveblesign versionsThe design otained post HLS (RT level
design version) is termed as soft IP. In otkards, IP coreswhich are
generally available as synthesizable register transfer level code in the form of
either schematic design (.bdf file) or hardware description language
(.vhd/vhdl file), are called as soft I®One of the advantages of the soft IP
cores is that, they offer a chip designer the flexibility to modify the design

parameters as per the requirement.

Further,the next design abstraction level is gate level or netlist level. IP design
at this level is obtained by transforming register transfer (RT) level design into
gate level design using logic synthesis or RTL synthdsigescribes the
design interconnectity in terms of various cells that are present with in it and
the output of synthesis process at logic leviégle gate level netlist of the
designis called adirm IP core This IP versions a technology dependesd

is lesser modifiable than a soft #8re.RTL and gatdevel netlist both allow

post synthesis processing steps such as placement, routing, and downloading
into reconfigurable platforms such as (field programmable gate arrays)
FPGAs.

Subsequently, the negesign abstraction level is trasr level. IP design at

this level is obtained by transforming gate level design into layout level design
using layout synthesis. The IP design version at this level is known as hard IP.
hard IP cores are generally available as a layout format (fixedeahdayout)

of chip designs in the graphic data system (GDS) or layout editor
documentation (LEF) format. Unlike soft IP cores, hard IPs cannot be
modified by chip designers or system integrators. Further, demerit of a hard IP
design is that it does not @ to be used in another foundry (for fabrication)
for which it is not targeted to. This is because, design at layout level comprises

of process foundries and a design rule, which incapacitates the use of layout in



another foundry except to whom it wasgeted. Therefore, due to more
flexibility (in terms of modifying functionality) and greater portability (can be
reused), soft IPs are preferred over Hard IPs. However, soft IP cores are
exposed to greater IP protection risk than hard IPs as they can beedhby
system integrators. Thui$,is interpretable thain IP core is designed and sold
into the marketn one of its forms such &8 soft IP core (ii) firm IP core (iii)

hard IP core.

However, based on the computational capability and design dies;, are
categorized into two different types: mielfds and macrdPs (are essentially
bigger logic). Logic gates, combinational and sequential circuits (register and
memory) are some of the examples of milf?e. On the other hand, digital
signal processs (DSPs), central processing units (CPUs) and application
specific cores such as joint photographer expert group (JPEG) engines,
moving picture expert group (MPEG) engines, digital filters like finite impulse
response (FIR) filter and infinite impulse pesise (lIR) filter, falls under the
category ofmacrcelPs. These DSP cordacilitate several applications like
image compressiedecompression, digital data filtration and audio processing

etc., which are computationally intensive in nature

1.2. DSP,machine learning and multimediabased applications and their

algorithmic representation

In the DSP ceprocessorsthere functions a DSP algorithm for performing the
corresponding to application/task. Some widely used DSP algorithms are
discrete cosine trasform (DCT) discrete Fourier transform(DFT), fast
Fourier transform (FFT)Haar wavelet transform (HWT), discrete wavelet
transform (DWT),inverse discrete cosine transform (IDCDCT is used
while converting an image from spatial domain to its frequedomain.
Further, it is the basic fundamental algorithm for performing image
compressiofdecompression in JPEGdec ceprocessors. DFT, FFT are used
for representing a discrete signal from its time domain to frequency domain.
HWT is used for transforminthe waveform of a signal from time domain to
time-frequency. It is widely used for both lossy and {tess signal and image
compressiofbased applications. DWT is used for performing the denoising of
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the real signal by decomposing it. It basically decomposes a digital signal for
obtaining finer frequency and coarser time resolution based on different sub
bands. It is the basic fundamental algorithm for performing image
compression in JPEG2000. Furtheigital filters like finite impulse response
(FIR) filter and infinite impulse response (IIR) filter have wide utility in
modern electronic systemBor example, they are used in speech processing,
telecommunication, removal of attenuation of selectedjuiacies etc.
Different data intensivéardwarelP cores and their usages are shown in Fig.
1.1

Further, machine learning IP cores are used for performing different tasks
related to it. On the other hansh multimedia processors, ttee functions
multimedia processing algorithms such jaint photographic experts group
compressiofdecompressiofJPEGcodec)and moving picture experts group
(MPEGQG) etc.JPEG is used for performing the image compression. In order to
do so, it firstly converts an input imadem spatial domain to frequency
design. Subsequently, by performing the quantization (discarding less
important frequency components) it results into a compressed image. It is

widely used in medical imaging, digital camera systems etc.

In order to geneta an application specific processor dataintensive
applicatiors, its algorithmic or behavioral descriptiongsocesseas inputfor
the synthesis proce§$2], [91]. The algorithmic description can be of various
forms such as a C/C++ code toansferfunction ora mathematicaéquation



representing inpubutput relationship etc. For example, an algorithmic
descriptionof FIR applicationn the form of a mathematfanctionis given as
follows [81]:

- B Qz=- (1.1

Where, N represents the order of the FIR filter. Further, the mathematical

equation based on the order of FIR filter, can be represented as follows:

8&)[’_’) Z—=mn dl
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(1.2)

Where, A[n] to B[n] represents the current inpotitput andA[n-1], A[n-2]
represents the previous input values aqdi hop 8 w0 indicates input
coefficients of the FIR. This mathematical description is exploited for

generating the application specific hardwaregoocessor design of FIR filter.
1.3. Threats to reusable data intensive hardware IP cores

As discussed earliein the deployed semiconductor design chawagrious
offshore entities such as a 3PIP vendor, a system integrator and foundry
houses are involvedhis is tospeed ughe design process for attaining the
goals of lowdesign cost, shorter design time and time to etar&tc.
Therefore, an IP cores may be sold/supplied by different IP vendors. Based
upon the design requirements, these IPs are supplied to an SoC integrator for
their integration into SoC design or else they are directly supplied to foundry
houses for falication as a standalone IC. Thus, after the integration of IPs at
SoC integrator house, it is supplied to foundry house(s) for their fabrication.
This renders the asymmetric nature of business model. In other words, the data
flow in the design cycle in udirectional e.g., from IP vendor to SoC
integrator house to foundry house. More explicitly, there can be multiple IP
vendors for providing the IP design and there can also be multiple foundry
houses, where fabrication can be doReis involvement of multiple entities

in the IC design chain, renders it vulnerable to different hardware security
threatq15]-[26], [27]-[36], [53], [54] The differententities involved in design

chain and possible hardware security threats are shokig.id 2.



In year 2007 and 2008, jointintellectual property rights enforcement
operatios (I and Il respectively) was carried out byited States Customs

and Border Protection (CBP) and European Union Customs. They seized lakhs
of counterfeited ICs and comger network components. However, this is not
the complete figure of the counterfeited parts that might have been supplied in
that period.In 201Q VisionTech company owner and itadministrative
managemwas charged for deliberately involving in trafficgiof counterfeited
goods [88]. They were found responsible for importing thousands of
shipments of counterfeited semiconductors into tated States They
targeted the US Navy and defense contractors. When this conspiracy got
detected, it was realizedahhow a rogue broker attempted to compromise
national security and life of countless individuals on risk nearly for half a
decade. It was estimated that VisionTechause the damage to 21
semiconductor companies by supplying them the counterfeited compolmen
2012, a market research firdHS iSuppld reported that the counterfeited
components cause multibilliesiollar loss to the global electronics supply
chain. In 2016, Dutch customs and Europian Union (EU) executed an
operation for targeting the seroimductors supply into EU from China and
Hong Kong. They seized more than one million counterfeited devices with in
few weeks span. Further, the report of world semiconductor council (WSC)
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published in 2018, states that counterfeited components significantl
jeopardized security and economy. Pirated components are responsible for
wastage of billion dollars of semiconductor companies per year to assure the
reliable operation of customer applicatiof@9], [90]. However, it is not
possible to accurately deteime the impact of semiconductor counterfeiting.
But the data or reports surface the criticality of the is3hés raisesserious
concern of trust in thglobal IC supply chain.A brief discussion on the
hardware security threaits as follows:

1.31 [P Core Piracy

The design process of an IP core for moitdal CE designs involves many
marthours of research, investment, validation and effort. Therefore, in the
modern design cycle, multiple offshore entities are involved to cut down the
overall design cst, design complexity and timte-market. However, this
involvement of offshore design houses or foundries in the design chain has
posed the serious hardware threats of IP piracy. A SoC integrator may
purchase IP cores (to be integrated) either directipnfan IP vendor or else
from a broker (acting as a middleman between IP designer and the SoC
integrator). However, a national interest or yearn of earning illegal income
may trigger a rouge IP supplier to infuse pirated or fake components (IPs) in
the deggn supply chain. The use the fake components (pretending to be
genuine) in the SoCs of CE devices may adversely impact both CE system
integrator and end user. Further, ensuring security against IP piracy threat is
highly important for consumers becausdatfowing reasons: (i) counterfeited
designs are not rigorously tested for ensuring reliability and safety (ii)
counterfeit IPs contain secret malicious logic (hardware Trojans) hidden
inside. These infected IPs or ICs are unreliable and unsafe for esdneers,

when integrated in CE systems. Therefore, it is crucial to discern between
authentic and fake IP versions for enabling the use of only authentic IPs in the
CE and computing systerfi3l]-[41].

1.3.2 Fraudulent Ownership Claim of IP Core

A deceitful IP buyer or an adversary (may present in founoiggent in the

IC supply chaimmay fraudulently claim the IP ownership. This may lead huge



financial loss for the original IP owner. Therefore, false claim of ownership is

a surging security conaoe The standard IP protection mechanisms such as
copyright, patent, trademark, industrial design rights etc. are not applicable for
reusable IP cores desigriEherefore, it is crucial to ensure the protection of
ownership rights of actual ownein such s enar i os, i mpl antin
signature secretly in the IP core during its design procassbe usefufor

proving the ownership right ain IP vendomand nullifying thefraudulent IP

ownership clainby an adversarf40], [41].

1.33. ReverseEngineering Attack

RE of an IP core is a process of identifying its design, structure and
functionality. Using RE one can identify the device technology, extract the
gatelevel netlist, and infer the I[P functionality. Though according to
Semiconductor ChigProtection Act of 1984 (SCPA) RE is not illegal for
teaching, analysis and evaluation purposes. However, an attacker can illegally
use RE process for IP piracy, insertion of malicious logic etc. Since the
modern design supply chain involves offshore dedmpuses, hence they
cannot be completely trustworthy. An adversary in these offshore design
houses may perform the alteration of original register transfer level description
or reverse engineering the design in order to implant malicious logic into it.
Therefore, the robust security against RE threat is amenable for ensuring the
trust in data intensive IPs before their integration into SoC systems, thereby

ensuring the end consumer security against safety &2&id[53], [57].
1.34. Infringing IP righ ts of Buyer and Seller

In the design chain of an IP core, two entities are involved viz., seller and

buyer. An IP seller also known as IP vendor is the creator of an IP, whereas an

IP buyer also known as IP user is the purchaser of an IP. In the supply cha
from buyer 6an ungustaortdypl® selhet may distribute/sell the

illegal copies of custom IP (designed based on the IP buyer specification).

This may lead to illegal use of IPs. It must be prohibited in case if some
hardware accelerator is signed for some specific purpose (mission critical
applications) corresponding to a spec

standpoint, a deceitful IP buyer may falsely claim the IP ownership rights, post
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receiving the IPTherefore, a unique orte-one mapping between both the
entities is amenableAnd, a secured IP core should facilitate detection of
unlawfully redistributed/resold duplicates of an IP core by a deceitful IP seller
as well as protect the design in case if IP buyer falsely claims th&rn€rship

[79], [80].

1.4. Background on high level synthesis and its importance in designing

securedand low-costreusable hardware IPs

In the IC design cycle, synthesis process is its one of the crucial aspects.
Synthesisprocessgenerically refers to buitdff or to transform the design
from its one form to another for analysis and verification. Furthemg to
higher design complexity, design cost and time constraintscruigal from

the designerds perspective toxbeegin
level of the design. However, an IP designer may choose to pedfesign
synthesis at different levels of design abstraction, depending upon the level of
information that is required to analyze and represent. Depending upon the
designtransformatio betweerdifferentabstraction leva| synthesis process is
categorized aqa) high level synthesis (b) logic synthesis (mysical
synthesis ¢orresponding fromop-level to lowerlevel designrespectively)
Among the other (or lower) levslof design abstraction corresponding to
synthesis process, HLS offers a designer with more flexibility while having
lesser complexityf83], [87]. High level synthesis transforms the behavioral
description (mathematical equation representing Hopitput rdationship of

the underlying functional daiatensive algorithm) of the design into register
transfer level design. In order to do so, HLS process assimilate through
different phase of it. An overview of different design phases of HLS, is shown
in Fig. 13. HLS comprisesf different phases like: transformation phase,
scheduling phase, binding phase amdthe enddatapath and controller
synthesis phase. In the transformation phase, it transforms the mathematical or
behavioral description of the designtime form of data flow graph. A data
flow graph is a structait representation of the design (algorithnepresenting

the inputoutput of the design and the flow of the information. Faenple

DFG corresponding to transfer function of FIR digital filtesiga (as shown

in egn. 1.2) is shown in Fig 1.4(ayhere,A[n], A[n-1], A[n-2] represent the
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inputs andwm hwp 8 WU represent input coefficient. AnB[n] represents

the output and multiplication and addition operations are represented using
6* 6and 06 + 6Nextasshe scheduling phase..This is the crucial phase
of HLS. This phaseis responsible for transforming thBFG of the
corresponding apmation into a scheduled DFG design. In order to do so, it
acceptghe DFG of the input applicaticalong withdesigner selectegsource
constraints and scheduling algorithirhe scheduled DFG of FIR is shown in

Fig. 1.4(b). and Fig 1.4(c). In Fig. 1.4(depicts the scheduled FIR design
based on resource constraints one multiplier (*) and one adder (+). Further,
Fig. 1.4(b) depicts the scheduled FIR design based on resource constraints two
multiplier (*) and one adder (+). In order to schedule@#& of AR (shown

in Fig. 1.4(a)), LIST scheduling algorithm has been used. LIST scheduling is a
resource constraintsased algorithm. It works by trying to schedule maximum
number of operations in a control step, subjected to resource constraints and
data dependency. The basic idea of LIST scheduling is that it maintains a
priority list of ready nodes (operations). Riiyp operations are those who do

not depends on other operations for their execution. Further, during each

iteration, it tries to use up all resources in that state by scheduling operations

12



in the list. However, in case of conflicts, the operator with drigiriority will

be scheduled first. Thus, the scheduled DFG design is obtained. However, it
should be noted that the scheduled design version in Fig. 1.4(b) takes more
control steps or delay (six, C&IB5) than the scheduled design version shown

in Fig. 14(c). This is because of scheduling the design using different number
of resource constraints e.g., one (*) and one (+) than two (*) and one (+).
Howev er, more resources sometimes may lead to more design area.
Therefore, 1t i s iemspeotivettehoosesuthrresonrced e si gr
constraints for scheduling the design that offer lesser design latency as well as
lower design area. The next phaséasdware allocation phask thisphase
hardwareresourcegadder, multiplier etc.are allocated tthe operations to be
executed and to theegisters are assigned to the storaggables(used for
accommodating the input, output and intermediate results) of the désign

the HLS library.However, the allocation of the resources is based on the
latercy, power and area constraints of the desfgndiscussed earlier, more

the hardware resources may lead to aresahead but results shorter dethye

to parallel execution of multiple operation®n the other hand, minimum
hardware resources result lasskesign area but may lead to more design
latencydue to serial execution of operatiol®ibsequently, the next phase is
binding phasePost allocatinghe hardwareesoures to the design operatigns
binding phase is performed which decides which operasido beassociated

with which instance of the respective functional unit (FU) and which variable
is to which register. Fig. %(a) and Fig. 1.5(bshows the allocated and binded
DFG of theFIR IP core based on different resource constragin$erethe
storagevariables of the design are represented asoW s and the required
registers are represented through different colors (eight registers are
designated using eight diffident color&)! is a multiplier resource and Ais

an adder resourder desgn version shown in Fig. 1.5(a) amf and M are

two multiplier resources and'As an adder resourder design version shown

in Fig. 1.5(b) Post scheduling, allocation and binding phases, datapath and
controller synthesis phase of the HLS procesgeasformed. This phase
synthesizes the RT datapath of the design using the allocated FU resources,
registers, and latches and using the Muxes and Demuxes (determined through
the binding phaseJurtherthe controlleris designed based @eheduling and

13



Aln] . Aln-11 A[n-2] A[n-3]
wp wq wo

O
Imultiplier and : csc \ l

i® 1) 1] |

CS2 \2 / /

X ‘
Al Al A2 A3 5@ 3 /

CS3
wp WC Wo 2
6
CS4 \4‘
7‘?’

CS5
v
B[n]

Fig. 14(b) ScheduledrIR filter design
using resource constraints ) and1 (+)

Alnl . Aln-1]  Aln-2] An-3]

B[N] wT wp WG [ ©o
Fig. 1.4(a) DFG ofFIR digitalfilter CSC\ \
8@ /
Cs1
5 3 4
Csz
2 multiplier and 6
1 adder CS3
7\‘,‘
Cs4
B[n]

Fig. 14(c) ScheduledIR filter design
using resource constraints2(x) and1 (+)

Fig. 1.4Scheduled DFG of FIR based differentresource constraint

dependency information of the operations. The contrelh&bleshe control
signals fordifferentunits of the datapath in the respective control stapger

the scheduling Thus, byusing HLS, behavioral description of the input data
intensive design/application is transformed into RT level design (also called as
soft IP core). Subsequently, post obtaining the RT level design of a sample
application, it is transformed into lower dgsiabstraction leveduch as logic
synthesis to obtain the corresponding datel or netlist level design. Gate

level design represents more complex circuitry than RT level. Subsequently, at
the next design abstraction level, gate level design is transtb into
respective layout desigmsing physical synthesiprocessPost obtaining the
designlayout, itis sent tofoundry house(sjor the chip fabricationlt is not

preferable to design an IP from lower design abstraction level of IC design
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processiue to higher design complexitiyurther, the higher design abstraction
levels offer more flexibility than the lower design phasésnce to design data
intensive ceprocessors (IP cores), are meant to be synthesized from higher
abstraction level into aandware form using higlevel synthesis (HLS) framework of

VLSI design process. This is because, designing at lower level of abstraction such as
RT-level or gate level design involve complex design structure and huge design time,
which doesnotremainpragat i ¢ from a designer 6s perspe
level, lower is the flexibility and harder or complex is the design process. Therefore,
it is preferable to synthesize thataintensivedesign from higher design abstraction
level. Further, in cas of other kind of IP cores such as memory controller,
CPU, 1/0 module, DMA etc. are directly designed at register transfer level
(RTL) from their specifications, hence are not the targeted using the HLS
based approach.

Importance of HLS in IP core security The IP ©ore security for data
intensive applications during the HLS has a paramount importance. This is
because applying a security mechanism should not result any change in actual
functionality and also should not lead to excessive area, power or delay
overheadHLS can be exploited for providing the security to the hardware

core in terms ofenablingpreventive control and detective conts®#curity
measuresagainst threatsFor enabling the detectivpirated IP versions,
different phases of HLS can be expldit®r integrating the security. In order

to do so, hardware watermarking, stegmstraints and digital signatdbased
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hardware security approaches were preseritedse approaches implant the
secret hardware security constraints into the design durirf) fdi enabling

the detective control against pirated IP cores. This therefore ensure the
integration of only genuine IP versions into the SoC systems. Fuftrer,
enabling preventive controtluring HLS algorithmic descriptionof the
applicationin the fam of DFG can be transformed using different Rigtel
transformationsThese transformations obscure/obfuscate the design structure
without affecting its actual functionality. Therefore, this process is also called
as structural obfuscation. Through stural obfuscation, the desigtructure

is made unobvious or hard to interpret in terms of
functionality/interconnectivity for an adversarythereby thwart reverse
engineering. Various kinds of highlevel transformations such as loop
unrolling (LU), tree height transformation (THT) and redundant operation
elimination (ROE) etccan be appliedlepending on the feasibility of the
application.High-level transformations enable the secuatyainstpotential
threat from aradversary attempting fperformRTL alterationand implanting
malicious logic in the safe places (not easily detectable) of the d&gign
hinders an adversary in reverse engineering the design by identifying its

designfunctionality and hardware architectural details

Moreover, integration of security mechanism into an IP design at lower
abstraction levels is arduous due to their higher design complexity
Additionally, most of time IPs are not availalde the lower levelgsuch as
gate level netlist)On the contrary, th®SP and multimediapplications are
readily available in the form of their algorithmic descriptioAsiditionally,
theycan easily be automated using the commercial orcoommercial dols to
generate the corresponding RTL counterpasiag HLS[85]. This therefore,
enables the integration cfecurity mechanisms with the computéded
design (CAD) tools of HLS to generate the seculiedversions for data

intensive applications

Importance of HLS in obtaining Lowcost IP coredesign[91]: As discussed
earlier, different resource constraints offer different design latency and
therefore may | ead to different desi

perspective resource selection for scheduling the design is quite crucial. In
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order to select ophal resource constraints, design space exploration (DSE)
process can be integrated during HLS. This offers the flexibility of exploring

a low-cost architectural solutiothat satisfies the given aresnd latency
constraints. Further, in case of embeddinthe secret hardware security
constraints into the design may lead to design cost overhead. Thus, the
exploration of lowcost resource constraints is crucial for generatingdost
secured IP versions, which is achieved during HE@&thermore, employing

the security during HLS propagates the security at lower levels of the design.
Therefore, security is ensured at the levels of firm IPs and hard IPs also. This
is because, the security constraints get distributed throughout the design as the

subsequent let of synthesis process is performed.
1.5. Organization of Thesis

The chapters of ththesis are organized as followShapter 2discusseghe
stateof-arttechniqueswith respect to proposeslork. Chapter 3liscusseshe
proposedContactless palmprintbiometric for securing DSP coprocessors
used in CE systems against IP piraCiapter 4discusseshe proposedouble

line of defense approach for securing DSP IP cores using structural
obfuscation and chromosom#@eoxyribonucleic acid(DNA) impression
Chapter 5discusseshe proposednethodology for dsigning secured reusable
convolutional IP core in CNN against piracy using facial biometric based
hardware security Chapter 6 discusses the proposecktinal biometric
approach for designing secur@ddEGcodec hardware IP core for CE systems
using HLS Chapter Miscusses the proposatethodology for performing the
exploration of securitycost tradeoff for signature driven security algorithms
for optimal architecture of daiatensive hardware IPLhapter 8 discusses
the proposed methodology for symmetrical protection of ownership right for
IP buyer and seller using facial biometric pairifi¢hapter9 discusseghe
experimental results of the proposedhniquesand compargewith the state
of-the-arts Chapterl0 conclude the thesis and briefly discuessthe scope for

future work.
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Chapter 2

State of theArt

Some hardware securitytechniqueswere proposedto counter the threats
againstIP core during the IC design procestor the st fewyears This
chapterdiscusses thestateof-the-art techniquesalong withtheir limitations.

This therefore builds up thebasis for the proposedhardware security
methodologiedor dataintensive IPgresented in this thesi§he first section

presents statef-the-art onhandling IP piracy threandfraudulent ownership

of IP core The second section presents stHtéhe-art onthwarting reverse
engineeringattackon dataintensivelP cores. Thehird sectionpresentghe
stateof-theart on handling nf r i ngement of | P core bu
The fourth section describegbjective of this thesis. Théifth section

highlightsthe contributions of this thesis.

2.1  State of theArt on Handling IP Piracy and fraudulent claim of

ownership Threat

The integration of pirated IP versiomgo SoC designsay lead to following
consequences:(i) can cause safety hazards to end consumer (i)
malfunctioning of the system abkey might contain secret malicious logic
(hardware Trojans) hidden inside. These Trojan infected IPs or ICs are
unreliable and unsafe for end consumers, when integrated in CE systems
may lead to security hazards by causing the malfunctioning of the device used
in critical applications sucas medical diagnosis, aerospace and military based
(iv) may cause revenue los$ the IP creator/designer/own@and Therefore,

the detection and isolation of pirated IP version is cru¢iat IP piracythreat

has been discussed in the section 1.3.he@thapter 1IThe threat of IP piracy

has been combated using detective control mecharmistng literature

2.1.1. Detective control mechanism To provide the detective control
against pirated IP versions before their integration into CE and computing
systems, several security mechanisms were proposed. The security
mechanisms can be classified based on the security integration in different
designlevels viz., higher abstraction level and lower abstraction level. At the
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higher abstraction levethe security methodologies are: hardware watermarking,
hardware steganographydigital signature and hardware biometrics based.
Koushanfaret al [31] presented watermarking approach based on binary
encoding scheme to implant watermarking constraints for intellectual property
protectiond n t hi s approach firstly, t he ven
watermarking constraints based on binary (0 andeficoding. These
constraints are subsequently added into the design (in the form of additional
edges into the color interval graph). The added edges represent the watermark
of the vendorSengupta and Bhadauria [32], presented hardware IP protection
by inserting watermark in higher abstraction phase of HLS, which is based on
the encoding of muklvariable signature. Muhvariable based signhature
encoding offers better robustness due to complex encoding process of four
watermarking variables which resultdo more watermarking constraints for
embedding into the design. Further, it generates aclmst solution using
particle swarm optimization (PSO) driven exploration process. PSO explores a
tradeoff between latency and area overhead achieved during maaiang

and yields an optimal lowost solution. These security constraints, post
embedding enables the piracy detection. Hong and Potkonjak presented IP
protection mechanism using watermarking technique [33]. In this technique,
t he encoded markarsgignatdresin tesedarnm o get of design and
timing constraints is implanted into the IP core during behavioral synthesis. In
this approach to detect and isolate pirated IP versions, the presence of
vendor 6s wat er Bal rakd Bossuet3fljepresentéde ah . IP
watermarking approach which uses mathematical relationships between
numeric values as inputs and outputs at specified time. The inserted watermark
protects the sellersd right whil e sat
design lateay and areaR. Karmakar and S. Chattopadhyay [3&sented
hardware I[P protection methodology using logic encryption and
watermarking. In this methodology, authors exploited the vulnerabilities of
contemporary logic encryption mechanisms and how celawsymata can be
employed for watermarking a finite state machine dessgmguptaet al.[36]
presented triple phaseatermarkingbasedhardware security approach for
protecting IP core during higher abstraction design level. This approach

presented mulvariable 6even signature encoding approach for protecting
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the IP against piracy and illegal ownership claim. In order to do so, vendor
signature (comprising of 7 watermarking variables) was embeddedthe
DSPdesign during three independgitases oHLS processin this approach
signature variableswere implanted during scheduling phase, hardware
allocation phase and register allocation phaBey and Sengupta98]
presented a multevel watermarking approactor securing DSP IP cores
agairst piracy. In order to secure the desigygnerated hardware security
constraints corresponding toe n d signaduse are implanteglring different
design abstraction levels such as high level andL&l This approach
firstly, accepts the DFG of samplBSP application andoerforms sub
processes such ascheduhg based on resource configurationardware
allocaton and bindng. Subsequently, the RTL desigs obtained using HLS
framework €omprising of muxes, demuxes and regigtedext, based on the
vendor 6s water mar Kk signature i s deco
constraints. Finally, these constraints are embedded by diluting the muxes and
demuxes into next hierarchy level and encoding the sharing of registers. Thus,

themultilevel watermarkingpasedRTL designis subsequently constructed.

Further, Sengupta and Rath@7] presented hardware steganographged
security approach for detecting the pirated DSP IP versions before being
integrated into CE systemsn this approach,concealed stegmark are
implanted into the DSP design without using any external signduréher,

the amount of concealed digital evidence which is meant for embedding is
fully wunder control of desi gnromlertot hr ouc
generate secured IP version, firstly it accepts the DFG of the design and
transforms it into scheduled design versiblext, its correspondindCIG is
constructed anedge seis determined for inserting into the generate CIG.
Subsequently, swapping pairs for each edge are determined. Next, the
maximum entropy for all edges is determinedext, based on the designer
selected threshold valve, subset of the edges is chosery Rimete edges are
added into the CIG of the design. Thus, it generates the-stegtraints

implanted secured design.

Rathor and Sengupt8§] presentedhardware steganography using fdwen

hashchaining for securing such IP cores integrated intosg&ems. In this
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technique, secret imperceptible stagarks are generated by performing
hashchaining process that incorporates switches, strong large-lstggp
mapping rules and hash blocks. This intricated methodology for-stago
generation usingteganography approach makes it sturdier than watermarking.

Sengupteet al. [39] presented digital signatuteased approach for securing
DSP IP cores against piracyn order to secure the reusable IP core,
encryptedhash based digital signature approaekes DFG of the DSP
application (in which the digital signature is to be embedded) and user
specified resource constraints as primary input and based on which scheduling
of DFG of the DSP core is performed. Subsequently, SDFG is fed as input to
the phasel encodingbased on which bitstream is generated (using the
encoding rulel). Subsequently, the generated bitstream is fed into-St2A
which generates the bitstream digest of corresponding DSP application as its
output. The generation of bitstreasigest involves word (W) computation
process which employs the following functions: circular right shift of the 64

bit argument, left shift of the 6dit argument and addition modul§*2Next,

in the posiprocessing, the generated binadizatstream is Hurcated into
desired blocks of equal size and has been converted into its equivalent decimal
value. Subsequently, in the next phase encryption of each decimal value is
performed using private key of the user (IP owner) through RSA encryption.
Subsequenyl encrypted data output is converted into binary bitstream during
post processing. Thereafteretlencrypted bitstream is fed as input to the
encoding phas in order to generate covert security constraints
corresponding to the digital signature stren@thosen by IP designer by
considering the security and design cost traffle Subsequently, the covert
security constraints are implanted during register allocation phase of HLS
process. Thus, the digital signature embedded secured reusable DSP ¢ core i

obtained

Further, Sengupta and Ratho#Q[ presented biometric based hardware
security methodology to secure the IP cores in terms of enabling the detective
control against their pirated versions. In this methodology, fingerprint
biometric of an IP vedor was exploitedo generate the biometric digital

template. Subsequently, the generated signature post encoding was embedded
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into the design. The embedded fingerprint biometric signature therefore
provides the detective control against pirated IP versiefore there
integration into CE and computing systems. In order to generate secured IP
designs using fingerprint biometriéllowing process was performed: The
biometric process is executed during high level synthesis phase rather than the
lower phasesof IP designing process, to minimize the implementation
complexity. Steps towards securing hardware accelerators with biometric
fingerprinting are: (a) capturing the fingerprint of IP vendor using optical
scanner device (b) subsequently, -precessing ofthe captured image is
performed which includes three splocesses of (i) image enhancement using
fast fourier transform (FFT) which operates on the sets of pixels thereby
magnifying and reconnecting the broken ridges (ii) binarization, represents the
image with only twal ow,t &aighp Bygcompaeinge | (o
with threshold intensity of pixels (iii) thinning, it reduces the thickness of the
ridge lines to one pixel width. Post ppeocessing, thinned image of
fingerprint is operated to extrattte minutiae points (points where ridge lines
end abruptly or bifurcates into branches) which leverages the unique features
an IP vendor (chext, minutiae points are represented in its corresponding
binary form. The signature corresponding to eathutiae point consists of

the following: coordinates, crossing number value of minutiae type and ridge
angle in degree. Subsequently, a final digital template is obtained by
concatenating the signatures of each minutiae phiext, digital template is
converted into covert hardware security constraints depending on the encoding
rule defined by the IP vendor. Subsequently, derived hardware security
constraints are implanted into hardware accelerator design during register
binding phase of electronic systelevel (ESL) synthesis. Finally, register
transfer level (RTL) data path of biometric fingerprinting implanteetured
hardware accelerator is obtained

Limitations: In hardware watermarking31]-[36], the generated signature
depends on factors such agnher of signature variables, their combination,
signature length and encoding rules. The dependency of watermarking
approach on such intermediate factors renders it vulnerable, as they could be
easily compromisedr-urther,hardware steganography approac[8§, [38]
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are signature free techniques to secure hardware IP core. Steganography
results stronger security with lesser design overhead (for embedding generated
stego constraints) than watermarking. Nevertheless, by exploiting secret
stegoekeys, stegeencoder and mapping rules, it is possible for an adversary to
compromise the purpose of steganography. Further, both etigital
signature 39] and hardware steganography approach&s, [[38] contains
encryption keys which are prone to key based threath as side channel
attacks. Overall, the major weakness of the aforementioned approdthes [
[38] is that an adversary can replicate and regenerate the signature by
compromising the limited number of security variables such as private key,
encoding algrithm and signature combination. Therefore, these approaches
do not ensure effective security of hardware IP cores against piracy.

Further, in cryptedigital signature approach39], the generated digital

signature is obtained through encoding, secushihg algorithm (SHA512)

and RSA encrypt i orbit prigaie rkgy. Further,ddaitab s 12
signature approach involves complex computation during signature generation

for hindering an adversary from regenerating the digital signature.
Neverthelessjts dependency on standard Si3A2 and private key only

renders it vulnerable to compromide.these hardware security approaches, i

the chosen signature length, signatdigit and their encodings into security
constraints are compromised the adversary then he/she cegproducethe

originalv e n d eaurdysmargto evade piracy detection

On the other hand, in the biometric based approach [40], the generation of
accurate fingerprint signature involves image enhancement phase using Fast
Fourier Transform (that increases the complexity of the approach) and requires
use of optical scanner. Further, it is injury prone and external factors may
affect the accurate fingerprint generation; while, in [41] the facial biometric
approach incorporates wmaally unique facial features for facial signature
generation. However, several factors like aging and injury may affect the
authentication and verification. In both of these biometric approaches [40],

[41], biometric features are exposed to external enwirent.

2.2 State of theArt on Handling Reverse Engineering Threat
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Security against reverse engineering threat is crucial for hindering an
adversary to alter the RTL description of the design. This is because, in
untrustworthy design houses may attengppérform reverse engineering the
design in order to implant malicious logic [54]. In order to doasmdversary

by performing reverse engineering, exploits the design structure and tries to
attempt actual functionality of the design. This therefore lt®sinto
identifying the safe places (not easily detectable) for successhsigrting
malicious logic. The inserted malicious logic therefore may cause security and
integrity hazards to end consumé&herefore from the IPdesignelperspective

it is crudal to integrate security mechanism against an adversary attempting to
perform RTL alteration[94]. In order to do so, teuctural obfuscation
mechanism was proposed to obfuscéddscure) the design architecture
(without affecting its actual functionality). Thimakes the desigmun-obvious

to an attacker, thereby hindering possibtejan insertion in an untrustworthy
house $3], [92]. In general, lte potentiaplacesfor Trojan nsertion could be a

SoC design house or a foundry.

Senguptaet al. [53] employedcompiler driven high level transformations
(HLTSs) to architecturallytransformDSP hardwareln this approach, authors
exploitedredundant operation elimination (ROE), logiartsformation(LT),

tree height transformation (THT), loop unrolling and loop invariant code
motion based architectural transformation [53], [5AROE mechanism
eliminates tle duplicate operational nodeom data flow graph of the design
whose inputs and peration type match with another nod&ghile, logic
transformationmodifies some operation types in the DR@Gthout affecting

the actual design functionality. THTmechanism attempt to perforsome
operationsin parallel rather than sequential executihile keeping the
functionality intact However, sometimes it may also increase the tree height
depending on the tree structure. On the other handyojm linrollingbased
transformation mechanism, lodpody is being unrolled depending on the
unrolling fector. The more the unrolling factor, the more the parallelism by
enabling thereusability of FUs This therefore offers theedudion in design
latency (through parallelisn). Loop invariant code motiomechanismshift
those operations out of the lodywdy which areindependent on the loop
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iterations. The following compiler driven transformation mechanisms
therefore rendersignificant transforration inthe CDFG of DSP application
without affectingactualfunctionality. The transformation at DFG level result
into a transformed design (unobvious to an attacker) at RTL poatl HLS.

The same can be observed by analyzingsike and number of Muxes and
Demuxes, changes in interconnectivity of functional units with Muxes,
Demuxes and change in number of sheraelements etcFurther [53],
integratedSODSE framework with the HLS procesghe PSODSE enables

the generation of loweost architectural solutionvhich in turn leads to
minimal design cost ofarchitecturally transformedlesign. Furthenore
Sengupteet al.[55] proposedhe methodology to generate secure JRBGec
hardware accelerator design usifigT based structurdransformationAnd,
Sengupteet al [56] proposedmethodology for providing the security of fault
secured DSP designs against revarsgineering threat through mufthase
transformatios. Further, Lao and Parhi [92] presented preventive control
mechanism by obfuscating DSP circuits through Heylel transformations. In

this approach, authors utilized hierarchical contiguous foldiHGH) for
performing the architectural transformation. In this folding, all operations are
performed sequentially in stages. More explicitly, Lao and Parhi [92] applied
the transformation by varying the number of stages in the cascaded
architecture, resuhig into several variation modes. For obfuscating DSP
circuits, different variation modes can be implemented for producing different
outputs (meaningful and nemeaningful modes). The output of folding is
exploited for performing the transformation in thjgproach. Configure data is
used for regulating various modes of operations. A reconfigurator enables the
configuration of functional mode of a DSP design through a finite state
machine (FSM). Further, this FSM is controlled by a secret key. Therefore,
while applying invalid key/wrong configure data, it results into either a
meaningful but no#fiunctional or noAmeaningful mode. Thus, folding based
transformation results into many equivalent DSP circuits to incur obscurity in
the structure. This approach miyi targets loogbased DSP applications (such
as finite impulse response filters etc.) for transforming the design structure in

order to hinder RE attack.
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Limitations: These hardware security methodologies presented in [53}, [55]
[57], [92] are capable tbe applied on particulapplication This is because,

the compiler driven high-level transformations employed in existing
approaches may not lrectly applicableto all the differentapplications.
Further, these approaches provide only single line tdnde against reverse
engineering. These security mechanisms do not integrate security measures
against piracy of the target hardware designs. This therettemands
alternative techniques which can be applied to wateyeof applicationsand

should be apable of handling reverse engineering threat along with piracy

2.3.State of the Art on Handling Symmetrical IP Core protection

To protect IP rights of both the entities, a symmetrical protection of DSP IP
cores is necessary which will preserve the uséat g well as invalidate the
ownership abuse. |l mpl anting buyer6s

IP core design can provide symmetrical IP core protection.

There are two approache&d], [8(] in the literature that provided symmetrical

IP coreprotection techniques. II79], a hidden encrypted mark is embedded
into the physical layout of a digital circuit when it is placed and routed onto
the FPGA. This mark not only uniquely identifies the source of the circuit but
also detect the original rggent of the circuit. In §0] symmetrical IP core
protection using muklvariable fingerprint encoding and hardware
watermarking was presented. In this approach, along an IP seller inserting his
own watermark, the muttrariable fingerprint of IP buyer iglso inserted into

the design using high level synthesis (HLS) for enabling symmetrical security.

Limitations: Theapproach T9] provides protection for both the entities in the
lower design abstraction level, i.e., layout level, which is impractical for
complex DSP IP cores. Moreover, no design optimization algorithm is used to
minimize the design overhead due to the insertion of secret marks. Further, the
approach Q] is not as robust as the proposed symmetrical security using
facial biometric. This is décause, the facial biometric based security
methodology embeds the naturally unique facial signature (yields larger
security constraints than the other contemporary approaches) of IP buyer and

IP seller.
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2.4.0bjective of the Thesis

This objective of the thesis is to develop novel hardware security
methodologies/techniques for ensuring the security otidégasive IP cores
based on DSP, multimedia and machine learning applications against the
foregoing hardware threaf§his is achieved by setting otlte following goals

andobjectives

1. To developbiometric based hardware security methodology for enabling
the robust and seamless detection of pirated DSP coprocessors used in CE
systems using contatgss palmprint biometric

2. To developdouble line of defense mechanism usstigictural obfuscation
and chromosomal DNA impressidor securingDSP IP cores against the
hardware threats of reverse engineering and piracy

3. To developsecured custom reusable convolutional IP core in CNN using
fadal biometric approach against piracy

4. To developHLS based secured JPEBdec hardware IP core using retinal
biometric based hardware security methodology

5. To developa methodology for performing the explorationsefcuritycost
tradeoff for signature dren security algorithms for optimal architecture of
dataintensive hardware IPs

6. To develop a methodology for ensuring the protection of IP rights of IP

buyer and seller using facial biometric pairing.

2.5.Summary of the Contributions
A A novel approach for piracyetective controlof IP cores used in CE
systems using poposed contactless palmprint biometric approach
(Publications#1, #6, #16
- Pr oposes coatactiess parhprintd biometric based hardware
security approach foenablingrobust and seamlesietection of pirted
IP versions oDSPcoprocessorbefore being used in CE systems.
- Exploits the naturally unique palm features of an IP vendor to generate
biometric based covert hardware security constraints. These hardware
securityconstraints post embedding into the design enables the detective

control against pirated IP version.
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- Achieves higher security strength against piracy in terms of lower
probability of coincidence (indicating stronger digital proof of evidence
against fakdP cores) and higher tamper tolerance (indicating stronger
defense against regeneration of embedded secret signature by an
adversary) at negligible design cost overhead.

A A novel double line of defense methodology for securing DSP IP cores
usingproposedstructural obfuscation and chromosomal DNA impression
(Publications#5, #10, #17)

- Proposes a novdlybrid methodology to secure intellectual property
(IP) cores of digital signal processing (DSP) applicatiagainst the
hardware threats of reverse engineering and piracy

- The proposed approach explaitsiltilevel structural obfuscatioas f'
line of defense againsalteration of register transfer level (RTL)
descriptionof IP core design.

- The proposed approadovertly implants amvisible DNA impression
into the structurally obfuscated DSP design using robust encoding and
encryption using muliteration Feistel cipheas a 2 line of defense
against IP piracy

- Our technique is more robust thather contemporaryhardware IP
security techniques in terms ofielding very low probability of
coincidence (Pc) (indicating strength of digital evidermed stronger
tamper tolerance for different DSP IP cores

- Incurs zeo design cost overheagost implanting encrypted DNA
impression and post structural obfuscatidturther, it also ensures
higherstrength of obfuscation in terms of number of gates obfuscated.

A A novel HLS basedmethodologyof designing secured custom reusable
convolutional IP core in CNNusing facial biometric based hardware
security (Publications#2, #13)

- Proposed worldeveragesthe HLS based methodology for designing
custom reusable convolutional IP core design

- Presents amethodology for securing CNN IP cores using facial
biometric signature that has robust capability to differentiate between

fake/piratedand authentic versions. This ensures the integration of only
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genuine CNN IPs iromputing andCE products for safety dhe end
consumer and protecting brand value of the original vendor

- Exploits the naturally unique facial features of an IP vendor to generate
biometric based covert hardware security constraints. These hardware
security constraints are responsible for dingtthe security in terms of
detective control against the integration of pirated convolutional IPs
into computing systems

- Yields zero design cost overhead for embedding the facial biometric of
IP vendor into the convolutional IP design against piracy.

A A novel hardware security methodology for designing secilREG
compressiordecompression (CODEC) hardredP using retinal biometric
based approacifPublications#3)

- Proposs first work towards securingPEG codec hardware using
retinal biometric basedpproach

- PresentsHLS baseddesign flow ofgenerating asecuredJPEGcodec
hardware IP against IP piracy

- The proposed approach presents cofless biometric process for
securing JPE&@odec IP core using retinal image of the original IP
vendor, where thencodechardwaresecurity constraints corresponding
to generated retinal signature a@vertly implantedinside the design
using HLS process

- The proposed approach is capable of offering higher robustness during
authentication/verification process due to generation of large number of
secret security constraints and highly distinctive nature of retinal
strucure. It also enables sturdy isolation of piratestsiors of IPs at
zero design cost overhead

A A novel approach for the exploration of secufitgsign cost tradeoff for
signaturebased security methodologies used for detective control against
intellectual property (IP) piracy/counterfeiting for digital signal processing
(DSP) IP coregpublications#15, #19)

- Proposs an exploration methodology thafffers lowcost hardware
design architectural solution for secured IP cores using particle swarm

optimization (PSQ)
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- Integratesthree different hardware security methodologies such as IP
facial biometrics, encryptedashing and IP watermarking the PSO
framework for exploring the hardware architecture tradeoffs of
securitydesign cost for different DSapplications.

- The results includehe analysis of lowcost architectural resource
configuration, impact of signature strength on secwutédgign cost
fitness value andregister count of the DSP IP core and security
parameter such as probability of-icwidence for various security
methodologies for varying (scalable) signature strength

A A novel approach for enabling symmetrical protectioowhership righis

for IP buyer and IP seller using facial biometric pairi(l@ublications:

#14, #20)

- Proposes HLSased methodology for enabling symmetrical IP core
protection using facial biometric pairing.

- Integrates naturally unique facial biometinéormation of IP buyer and

subsequently of IP seller during regisdéiocation phase of HLS

The results includethe analysis of ownership proof (probability of
coincidence) and design cost overhead. The proposed methodology offers
symmetrical protection of IP rights for both IP buyer and IP seller while

incurring zero design cost overhead.
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Chapter 3

Contact-less Palmprint Biometric for Securing DSP
Coprocessors used in CEBystems against IPPiracy

Forthe past few decadewith the advancement of technology and innovations

in the field of electronicsand computinghave led SoC based consumer
electronics systemsudh as smart phones, wearable gadgets, health bands,
digital cameras, computindevices etcThese SoCd€ased systemimtegrate

DSP coprocessors for facilitatirgggveralcrucial applications such as image,
audio and video processing eto.these DSP coprocessors in their backend,
there functions computationally intensive algoritheush as discrete cosine
transforms (DCT), discrete wavelet transform (DWT) and finite impulse
response (FIR) filters etcfor performing the aforementioned pdipations
Owing to high computational and data intensiveness of these DSP algorithms,
their realization as hardware-poocessors or IP cores is very critical for high
definition (HD), high performance and power efficient CE devices. Therefore,
DSP ceprocessors based intellectual property (IP) cores are rapidly thriving in
the modern consumer electronics era. Additionalse of reusable IP cores
includes into new, highgrowth marketsincluding healthcare, artificial
intelligence (Al), internet of thirgy (loT) devices, automotive, wearables and
smart cities and homes efon the one hand, where itsaggs are increasing,

its safety is also becoming a ligncernin terms offacilitating the creation of

a root of trust in the hardwar€his is becauseineven supply to demand ratio,
time to market, intention of lower design cost and shorter design cycle are the
major factors for enforcingo import these IP corefom offshore design
houses as tlreonly practical solution. Therefore, there supply chain involves
multiple offshore entities to provide the IP cores (soft IPs). This involvement
of multiparty vendors renders the design chain susceptible to different
hardware security threats. IP piracyose of the dominating threats in the
industry. However, there have been some security solutions based on
watermarking, steganography, hardware metering, computer forensic
engineeringetc. to protect the IPs against piracy. Since these security
methodologes involves auxiliary security parameters for providing the
security to IP design. Therefore, the security offered by these aforementioned
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approaches are vulnerable. Further, these approaches do not uniquely associate
the unique identity of an IRendor, herefore they may not be prominent in
case of ownership conflicThis entails developing a robust mechanism for
enabling theseamlessletection ofpiratedIP versions before theintegration

into SoCs of CE and computing systemalmprint biometric traihas shown
promising results for user authentication [22]. However, it was not
exploited for hardware authenticatioim. DSP and multimedia applications
based IP cores, the security in terms of detective control against piracy can be
associatedat higher design abstraction levels followed by the synthesis
processin case of DSP and multimedia applications, tigg+level synthesis

(HLS) process offers an efficieand less complexvay of integrating the
security mechanismrlhe details on IP piracy threat and thtateof-the-art

security mechanisms have been discusséukithapterd and?2.

Novel techniquefor enabling the isolatioriollowed detectionof pirated IP
versionsusing contactless palmprint biometrihdas beerpresented in his
chapter.The first sectionof the chapterdescribes thdormulation of the
problem. The second sectiahscusses the proposetntactless palmprint
biometric based hardware secuti#égzhniqueunder the following suisections:

its importance for consumers and CE systems, utility of the approach,
overview, motivation of proposed palmprint biometric approach, palmprint
biometric template generatio.he third section discussdbe process of
generation of secured Ré&vel design corrsponding to target DSP application
under the following subsections: the embedding process opalmprint
biometric template into a DSP application by using FIR digital filter as a
demonstrative example, detection process of palmprint signétereneasure
used for evaluating the securitgf palmprint biometric methodology
Subsequentlythe fourth section presentthe metric forevaluating the impact

of proposedpalmprint techniqueon enabled security strength and resulting

design cost. Finallythefifth sectionconcludes the chapter

3.1. Problem Formulation

Given dgorithmic representation of DSP application, module library, resource

constraint’y , along with the objective of securingp-processor IP cores
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against piracyTo generate a securdid by implanting the palmprint biometric
driven naturally unique secret information of an IP vendor into the design that

enables robust and seamless detective control agairtstpiPaversions

3.2. Biometric digital template generation based on captured

palmprint of an IP vendor

The proposedpalmprint biometric based hardware securitgthodologyis

discussed under the following sabctions

3.2.1. Importance for Consumers and CE Systems

Ensuring security against Ipiracycounterfeiting threat is highly important

for consumers because of followingreasons 31], [37]: (i)
piratedtounterfeited designs are not rigorously tested for ensuring reliability
and safety (ii)pirated IP versionscontain secret malicious logic (hardware
Trojans) hidden inside. These Trojan infected IPs or ICs are unreliable and
unsafe for end consumers, when integrated in CE syd@bhsThe piracy
threat for DSP c@rocessors (IP cores) used in CE systems igeaddd in this
paper using proposed palmprint biometric based hardware security approach.
The IP cores carrying authentic vendor palmprint signature are genuine and
therefore can be discerned and isolated frompireted ones duringpiracy
detection procss. This impedes integration of fake or counterfeited IPs in the
SoCs of CE systems and ensures use of only authentic designs andCE
computingsystems, thereby ensuring safety of end consuatens

3.2.2. Utility of the approach

In case if ar50C integratopurchass IP cores for integratior) either directly

from an IP vendor or else from a broker (acting as a middleman between IP
designer and the SoC integrat¢7]. A rouge IP suppliermay attempt to
infuse pirated or fake components (IPs) in the desigmplguchainfor the
purpose ohational interest or yearn of earning illegal incofiee use offake
components (pretending to be genuine) in the SoCs of CE dedoekave
adverselympact of on both CE system integrator and end user. Therefore, it is
indispensable to address this hardware threat and enabling the use of only
authentic IPs in the CE systems. The proposed approach is useful to counter

this threat as the vendoros pal mprint
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mark) is used for authentittiag the genuine IPs before their use in the SoCs.
Additionally, the proposed approach is also useful in the following scenarios:

(i) If a rouge IP supplier has already inserted the Trojan and selling such
fake/compromised IPs to the system integratorsn tthe proposed approach

helps in discerning such fake IPs as they would not contain the genuine
vendords authentic palmprint mark (ii)
poor specs when relabeled as ones with better specs also. Detection in this
casecan be performed by reverse engineering the IC upto the intended level of
design form (the RTL) to trace the authentic palmprint signature implanted in

the genuine | Cs. | f the 1 Cs with bet
palmprint then by detecting th@almprint signature in the RTL form of ICs
undertest, the authentic ICs (designs with better specs) can be discerned from

the undesired ICs (designs with poor specs).
3.2.3. Overview

The overview of the proposed hardware security approach using palmprint
biometric isshownin Fig. 3.1. As highlighted in the figure, firstly a palmprint
signature of original IP vendor is generated (from his/her palmprint biometric)
using proposed algohin. Secondly, the generated palmprint signature is
converted intoencoded hardware security constraints and subsequently
covertlyimplanted into the target DSP design through HLS framework. Here,
the HLS framework first transforms the algorithmic represtgom (such as
C/C++ code or computation function) of the target DSP application into its
scheduled and hardware allocated design based on module library and
resource constraints. Next the register allocation phase of HLS framework is
exploited to implanhardware security constraints (corresponding to the secret
palmprint biometric) into the scheduled design. Post HLS, a palmprint
signature implanted register transfer level (RTL) design of DSP core is
generated.

The proposed palmprint biometric based apph offers security against

counterfeiting threat by enabling detection of counterfeited IP using implanted
palmprint signature. The proposed methodology of hardware counterfeit
detection is highly robust because: (i) the implanted palmprint signatise act

as a strong authentic secret mar k sin
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Fig. 3.1 Overview of proposed contaletss palmprint biometric based hardware securi

methodology

biometric information (ii) the detection process of embedded palmprint into

the design is seamless.idtnoteworthy that any highly trustworthy insider in

t he | P

information.

vendor 6s
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3.2.4. Motivation of proposed palmprint biometric approach

The benefits offered by the proposed contass palmprint biometric

approach are discussed in terms of the following:

be

s el

a) Injury prone The fingerprint biometricapproach [8] is injury prone.

However, in case of proposed palmprint biometric approach, gitine

ected

validation process, recapturing of the palmprint biometric information is

not required. Instead, the stored palmprint image (the one used for

generating the corresponding signature and implanting into the design

during the IP development process) twigrid size/ spacing and nodal

points are used for verification/validation purpose. This ensures that even

if the insider in the IP vendor house (whose palmprint was used for

embedding as secret signature) leaves the company or unfortunately meets

with an accident, it has no effect on the verification/validation process.

Additionally, since a chip has a life time about 5 years hence the person

(top level executive or any major stake holder in the company) selected in
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b)

d)

f)

9)

the vendor house for the palmprint bidnme could be that one who has
bond of this period of time to work with the company.

Role of external factorsThe external factors such as grease and dirt etc.
donot af fect the wverification of
biometric approach, uikie the fingerprint biometric approach.

Role of optical scanner during recapturing and verificatiomhe
authentication of IP cores using the proposed palmprint biometric is
independent of optical scanner unlike biometric fingerprinting approach
[40] wheren not using good quality scanner with similar capture area
during verification would hinder the correct authentication of IP cores.
Contactless authentication: The proposed palmprint biometric approach is
a contaci es s scheme of v e almpfing isigngturet h e
embedded into an IP core design. Therefore, the proposed approach
becomes advantageous especially in pandemic situation such asl@ovid
where direct contact of external objects (scanner surfaces) is to be avoided.
The palmprint signater is beneficial over a random number. This is
because using the palmprint signature based biometric information, the
vendordéds identity can uniquely be
adversary cannot copy and mi suse
signature to implant it into a fake IP with the malicious intention of
authenticating it as a genuine one.

Extracting digital template for fingerprint is relatively complex than
palmprint biometric. The fingerprint biometric signature generation
requires preprocessing (image enhancement using FFT, binarization and
thinning) of the fingerprint image for accurate minutiae points extraction.
Palmprint signature, being biologically unique, is not mgille and non
vulnerable to duplication unlike digital keys/tokens (alphanumeric IDs).
Further even if an attacker is able to illegally access the scanned palmprint,
he/she would additionally need the following unique secret information to
regenerate palmmmt signature for pirating the IP or fraudulently claim IP
ownership: (a) secret naming conventions assigned to nodal points (b)
covert coordinates of palm features nodal points (c) secret set of palm

features chosen (d) secret sequence of concatenatideatures for
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generating palmprint signature (e) secret constraint mapping willes.
these crucial security parametars not known to an attacker.

h) The proposed approach provides lower probability of coincidence
(indicating stronger proof of authentitgital evidence) and higher tamper
tolerance (indicating higher strength of thwarting brute force attack, ghost
signature attack and unauthorized signature insertion attack) than state of
the art digitalsignature/key based approach&d][[37] and biometic
based approach (#

i) Further, the proposed approach has following advantages over state of the
art [37], [34]- [40]: (i) the proposedinique palmprint biometric constraints
are nonreplicable and nonulnerable, unlike digital signature and stego
constaints, because of natural uniqueness of the palmprint biometric (ii)
having no dependence on secret keys, the palmprint biometric constraints
remain secured from key leakage unlike steganography approaches

3.2.5. Palmprint biometric template generation

The design flow of proposed approadbr generatingpalmprint biometric
template in order tgsecure DSP basdthrdwareco-processor desighas been
shown in Fig. 3.2. Theletails of theproposed approacare discussed under

following subsections:
(a) Capturing palmprint biometric with grid size andspacing

The first phase of proposed approach accepts the palmprint of an IP vendor in
order to generate its corresponding secret signature. Theréfsty the
palmprint biometric ofan IP vendor is capturedith a high quality and high
resolution digital cameraSubsequently the captured palmprint image is
subjected to a specific grid size and spacing. This helps in generating precise
nodal points and the eardinates of palmprint features on the palmpriraga

(used for palmprint signaturegeneration) Further this also enables the
seamless verification of palmprint biometric for hardware security, where the
palmprint image with grid size and spacing would be required to reproduce
palmprint features cordinates and dimensions. Fig.33depicts a sample
palmprint image withspecific grid size and spacingpecified by the IP
vendor This palmprint image is used to demonstrate the proposed

methodology of producing palmprint signature and implanting it intogeta
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Fig.3.2. Flow of proposed palmprint biometric approach for securing DSP baggo@esso
designs during HLS

DSP designNote: The capturing of palmprint (as well as the verification) in

the proposed approach does not require an optical scanner because the
proposed approach is a contless palmprint. The captured palmprint image
using a highguality digital camera (tBhegapixel camera with an /1.8
aperture and phase detection autofocus) is capable to show the required palm
features which are converted into corresponding digital template (hash) of the
palmprint signature. The stored palmprint image with grid size/ spacing and
nodal points are used for verification/validation (or recognition) purpose,
therefore not requiring recapturing of palmprint image during the recognition
process. This also makes the recognition process of proposed approach
independent from the different ptening of a palm image. Though different

38



movements of a palm image may generate different hash (digital template) of
the palmprint biometric, however, in proposed approach aagptured and
pre-stored palm image with a specific orientation only is usedreate its
corresponding hash and the same is used during the verification (recognition)

process. Thereforéhe recognition process is independent of any movement
(b) Determining palmprint feature set and generating rodal points

Post subjecting theapture palmprint image into a specific grid size, nodal
points are generated. These nodal points are amenable represent the unique
biometric information of an IP vendor. In order to generate nodal feature
points on palm image, firstiyhe set of palmprinfeatures are determined
(used in the palmprint signatQr&’he determined nineteen palm featuaes

shown inTable3.1 Further, he features listed in Tab&1 are classified into

four categories of palmprint features:

(i) Principal line feature: thieature F1 defined in TabR1
(i) Datum point feature: the feature F2.

(i) Geometry features: the features F3 and F4.

(iv) Intersection point features: the features F5 to F19.

Every feature number is given a wunique name for seamless
identificationimapping process. Providing unique name to each feature enables
the IP vendor to easily identify the palmprint characteristics associated with
each feature number. In order to govern the size (strength) of the digital
template, the number of palmprint fes in the palmprint signature can also

be increased or decreased. Once the features are determined, corresponding
nodal points are generated on the palmprint image. In order to generate the
nodal points, the end points of chosen features are marked qalthprint
image. To do so, the palmprint image is scanned fedtrto rightandtop to

down Thus, generated nodal points on the palmprint image are shown in Fig.
3.3 using redcolor dots. As shown, there are 25 nodal points on the palmprint
image. The onensions of selected nineteen palmprint features are computed
using these nodal points
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(o) Assigning naming convention on nodal points and generating

palmprint image with selectedfeature set

Post generating the nodal points on the palm image, lheiing convention

is performed. Naming convention is performed for designating each nodal
point with unique identity. &mprint imagewith assigred naming convention

to the nodal pointss shown inFigure 3.4. For all individual palmprint
features, the coesponding naming conventions of nodal points have been
shown in Table3.1 For example, P16 and #2are the naming conventions of
two nodal points of the palm featupd. as shown in Fig. 4 and also listed in
Table3.1 In order to highlight the selectgalmprint feature on the palmprint
image, the corresponding nodal points are joined together using yellow lines.
The palmprint image withP vendor choserfeatures setcomprising of

nineteerpalm features) is shown Fig. 3.5.
(d) Determining feature dimensions

Post generating the palmprint image with the vendor chosen feature set,
dimension of each feature is computéd. shown in Fig. 3.5, each feature is
represented as the measure of distance between two respective nodal points.
Therefore, forompuing the dimension, cordinates (x1, y1) and (x2, y2) of

two respective nodal points of each palmprint featureoatained. The co
ordinates of each individual feature are shown in T&ble Further, the
dimensions of all features are computed between therdinates of
corresponding nodal points. Theemputed dimensions of selected palmprint

features are showm iTable3.2 It is to be noted in Fig.5 that selected palm

I;ig.‘3.‘3‘. ‘N‘o‘déll p')cﬂ)iht‘s‘o‘n the sample - Eig.3.4. Naming convention of nodal point'
palmprint with grid size and spacing on the palmprint image
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features are shown using straigindinclined yellow lines. The dimensions of
straightline features are measured between the corresponding nodal points
using Manhattan distance and the dimensof inclined line features are
measured using Pythagoras theorem. For exanipdefeature & has two
respective nodal points a$Rnd P whose coordinates ar@85 130) and

(285, 230) respectivelyas shown in Tabl8.1. Since the feature@{(P5, Q) is

a straightine as shown in Fig.3.5, its dimension is computed using
Manhattan distance. Furthéne feature E has two respective nodal points as
P23 and P24 whose coordinates ad®% 520) and (285, 650) respectively.
Since the featureZHP23, P24)is an inclined lindas shown in Fig3.5), it is
considered as hypotenuse of a righgled triangle to compute its length using
the Pythagoras theorem. The values are obtained and verified using
unconstrained Cartesian coordinate syst8imilarly, thedimension of other

palm features is determined.
(e) Deciding feature order and generating palmprint biometric Signature

Post determining the dimension of each feature from feature set, an IP vendor
selects the order of concatenation for features, in order to generate desired
palmprint templateDifferent possible order may lead to generate different
palmprint signatureTo generate the secret palmprint signature, first the order
of concatenation of palmprint features is selected. Second, all feature

dimensions are converted into corresponding binary equivalent (shown in
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Fig.3.5. Palmprint with chosen feature set
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Table 3.2) and then concatenated in the chosen ordert 6s s ay t he ¢
order of concatenation of all selected palmprint featfreseteen is as

follows:

ADLYDHL{WP]lLP{DFF{DSF]{DTF]{DFM{DSM|{DTM]
DTRY{DFL{DSL{DTL] DFT | DST | DTTO®

100001001.1110110000.111010001111010111100011011.001111010

01011010001011100101.000111000010100011111100100101101011

10111011010011101110101010111011101011111100011010001101:

110011001100110011110011.01110011001100110011101010.101111
100011111

Table3.1 Selected palmprint features, corresponding nodal points and
coordinates

Fea Naming !
ture Palmprint feature name conventions of Co-ordlngte; (xLy%)
# nodal points (x2,y2)

Distance between start of life lin

Fl and end of life line (DL)

(P16)i (P24) | (230, 390) (285, 650)

Distance between datum points "
F2 | “head line and life line (DHL) | (P23)1 (P24) | (405, 520)(285, 650)

F3 Width of the palm (WP) (P16)i (P20) (230, 390) (495, 490)

F4 Length of palm (LP) (P13)i (P25) (350, 325) (350, 650)
Distance between first

F5 | consecutive intersection points ¢ (P2)i (P5) (300, 30) (285, 130)

forefinger (DFF)
Distance betweesecond
F6 | consecutive intersection points ¢ (P5)i (P9) (285, 130) (285, 230)
forefinger (DSF)
Distance between third
F7 | consecutive intersection points ¢ (P9)1 (P12) (285, 230) (285, 320)
forefinger (DTF)
Distance between first
F8 | consecutiventersection points of|  (P1)i (P4) (350, 5} (350, 110)
middle finger (DFM)

Distance between second
F9 | consecutive intersection points ¢ (P4)i (P8) (350, 110y (350, 220)
middle finger (DSM)
Distance between third
F10 | consecutive intersection poirdé (P8)i (P13) (350, 220y (350, 325)
middle finger (DTM)
Distance between first
F11 | consecutive intersection points @ (P3)1 (P6) (415, 50) (415, 160)
ring finger (DFR)
Distance between second
F12 | consecutive intersection points ¢  (P6)i (P10) (415, 160) (415, 245)
ring finger (DSR)
Distance between third
F13 | consecutive intersection points ¢ (P10)i (P15) (415, 245) (415, 355)
ring finger (DTR)
Distance between first
F14 | consecutive intersection points ¢ (P7)i (P11) (495,170) (495, 265)
little finger (DFL)
Distance between second
F15 | consecutive intersection points ¢ (P11)i (P14) (495, 265) (495, 335)
little finger (DSL)
Distance between third
F16 | consecutive intersection points ¢ (P14)i (P17) (495, 335) (495,405)
little finger (DTL)
Distance between first
F17 | consecutive intersection points ¢ (P18)i (P21) (70, 470) (120, 495)
thumb finger (DFT)

Distance between second
F18 | consecutive intersection points ¢ (P21)i (P22) (120, 495) (165, 520)

thumb finger (DST)
Distancebetween starburst point
F19 and third intersection point of (P19)i (P22) (180, 480)(165, 520)
thumb (DTT)
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Wher e, symbol 616 i ndicates t he conc

aforementioned order of palmprint features, the digital template of palmprint
signature is genet@d by concatenating the corresponding binary equivalent of
feature dimensions. Thuebtained digital template of palmprint signature is

given below:

The above template of palmprint signature has size of 262 digits which include
seven binary pointg). It is to be noted that, numerous possible combinations

of palmprint signature of same size can be produced by using different
concatenation order of same number of features. In addition, the size of
digital template can be varied by selecting varying nemdd palm features.

The scaling of palmprint signature size can be made based on the size of target
DSP desigrand desired security strengffor example, a vendor can produce
large palmprint signature (by selecting more number of palm features) using
proposed approach to secure larger designs. Whereas, relatively lesser number
of palm features can be selected to produce palmprint signature for medium
size designsThus, based on IP vendor specified secret security parameters
such as grid size and spacingymber of palm features from feature set,
feature order and final signature length, palmprint biometric digital template is

generated.

3.3. Demonstration on generating palmprint embedded

Table3.2 Feature dimension and corresponding binary
representation of palmprint features chosen by IP vendo

Fea#tue Fﬁ:ﬁée dﬁgﬁggn Binary representation
F1 DL 265.75 10000100111
F2 DHL 176.91 10110000111010001111010111
F3 WP 283.24 1000110110011110101110000101]
F4 LP 325 101000101
F5 DFF 101.11 110010100011100001010001111]
F6 DSF 100 1100100
F7 DTF 90 1011010
F8 DFM 105 1101001
F9 DSM 110 1101110
F10 DTM 105 1101001
F11 DFR 110 1101110
F12 DSR 85 1010101
F13 DTR 110 1101110
F14 DFL 95 1011111
F15 DSL 70 1000110
F16 DTL 70 1000110
F17 DFT 55.90 1101111110011001100110011
F18 DST 51.45 11001101110011001100110011
F19 DTT 42.72 10101010111000010100011111
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secured RT level design for FIR filter using HLS

So, far we discussed the process for generating the palmprint biometric
signature. This generated signature is subsequently used for embedding into the
designfor discerning and isolating the piratéld versions For the sake of
demonstration, FIR digitdilter application has been employed for generating

its corresponding secured IP design using palmprint biometric. The details are

discussed under following stg@ctions:
3.3.1. Palmprint secured RTL designgeneration
Thedetails are discussed under followsgasections:

(a) Mapping palmprint signature into security constraints

Post obtaining digital template of palmprint signature, it is mapped to
correspondingsecret hardware security constraints based on the mapping
rules. The illustration of mapping of palnmr signature bitstream into
corresponding hardware security constraints is shown using finite impulse
response (FIR) filter, as follows: (i) algorithmic representation of FIR filter
application is transformed to corresponding data flow graph (DFG)
represatation (ii) scheduling of the DFG is performed based on resource
constraints of 4 multipliers (M1 to M4) and 4 adders (Al to A4), as shown in
Fig. 3.6. In the scheduled DFG shown in F8)6, eight registers (named P, I,

V, G, Y, O, R and B) are used to execute 31 storage variableB3d)Q) where

a distinct color has been used to denote each register. The assignment of all
storage variables to the registers in different control steps (C9O)tts shown

in Table3.3 (iii) in order to map the digits of the palmprint digital template to

the hardware security constraints, a colored interval graph (CIG) framework is
used. A CIG graphically shows the assignments of storage variables to the
distinct registers; where nodes indicate the storage variables, their color
indicate the respective register assignment and an edge between two nodes
represent the overlapping of lifetime of storage variables. The digits in the
palmprint digital template are mpgd to hardware security constraints in the
form of additional edges (secret constraint) in the CIG. The mapping rules of
bit 000, bit 616 and O6ébinary pointo

presented in Tabld.4. Along with the mapping rules, the aken ordering of
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Fig. 3.6. Scheduled FIR using 4*, 4+ before implanting palmpri
the storage variables also decides the hardware security constraints to be

implanted into design. It is to be noted that amongst the 31 nodes in the CIG
of FIR, maximum possible constraint edges based on the mapping rule of bit
606 and bit 165 réspeetivelHerdcd We cansidkr 225 bits
(zeros and ones) of the palmprint signature digital template. However, there
are also 6 binary points in the digital template (refer the palmprint signature
obtained in previoussebect i on) up &RRd &bnbi tod. 6H
FIR filter application, the total size of palmprint signature is considered to be
of 231 digits (225+6) for mapping into hardware security constraints based on
the mapping rules. Upto 231 digits of digital template, there arer®3,z£27

ones and 6 binary points. However as discussed earlier for FIR filter,
maximum 105 ones can be converted into hardware security constraints based
on the mappi n ghustobtdined hariware seturity cbristraints
corresponding to 98 ze3p105 ones and 6 binary points are given below:
Security constraints corresponding to 98 zevbgalmprint digital template
<T0,T2>,<T0,T4>,<T0,T6>,<T0,T8>,<T0,T10>,<T0,T12>,<T0,T14>,<T0,T1

6>, <TO0,T18><T0,T20>,<T0,T22>, <TO0,T24>, <T0,T26>, <TO0,T28>,
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Table3.3 Register assignment of storage variablesTB0) of FIR digital
filter pre-implanting palmprint signature

Co C1 Cc2 C3 C4 C5 C6 Cc7 Cc8 C9

TO0 T8 T16 T24 T25 T26 T27 T28 T29 T30
T1 T9 T17 --
T2 T10 T18 T18
T3 T11 T19 T19 T19 --
T4 T4 T12 T20 T20 T20 --
T5 T5 T13 T21 T21 T21 T21 --
T6 T6 T14 T22 T22 T22 T22 T22 --
T7 T7 T15 T23 T23 T23 T23 T23 T23

<TO0,T30>, <T2,T4>, <T2,T6>, <T2,T8>, <T2,T10>, <T2,T1&3[2,T14>,
<T2,T16>, <T2,T18>,<T2,T20>,<T2,T22>, <T2,T24>, <T2,T26>, <T2,T28>,
<T2,T30>, <T4,T6>, <T4,T8>, <T4,T10>, <T4,T12>, <T4,T14>, <T4,T16>,
<T4,T18>, <T4,T20>, <T4,T22>, <T4,T24>, <T4,T26>, <T4,T28>,
<T4,T30>, <T6,T8>,
<T6,T10>,<T6,T12>,<T6,T14><T616>,<T6,T18>,<T6,T20>,<T6,T22>,
<T6,T24>,<T6,T26>,<T6,T28>, <T6,T30>, <T8,T10>, <T8,T12>, <T8,T14>,
<T8,T16>,<T8,T18>,<T8,T20>, <T8,T22>, <T8,T24>, <T8,T26>, <T8,T28>,
<T8,T30>,<T10,T12>, <T10,T14>, <T10,T16>, <T10,T18>, <T10,T20>,
<T10,T22>, <T10,T24>, ¥10,T26>, <T10,T28>, <T10,T30>, <T12,T14>,
<T12,T16>, <T12,T18>, <T12,T20>, <T12,T22>, <T12,T24>, <T12,T26>,
<T12,T28>, <T12,T30>,<T14,T16>, <T14,T18>, <T14,T20>, <T14,T22>,
<T14,T24>, <T14,T26>, <T14,T28>, <T14,T30>, <T16,T18>, <T16,T20>,
<T16,T22>, <T16l24>, <T16,T26>, <T16,T28>

Security constraints corresponding to 105 oolepalmprint digital template
<T1,T3>, <T1,T5>, <T1,T7>, <T1,T9>, <T1,T1ll>, <T1,T13>, <T1,T15>,
<T1,T17>, <T1,T19>, <T1,T21>, <T1,T23>, <T1,T25>, <T1,T27>,
<T1,T29>, <T3,T5>, <T3,T7>, <T3,T9>, <T3,T11>, <T3,T13>, <T3,T15>,
<T3,T17>, <T3,T19>, <T3,T21>, <T3,T23>, <T3,T25>, <T3,T27>,
<T3,T29>, <T5,T7>, <T5,T9>, <T5,T11><T5,T13>,<T5,T15>, <T5T17>,
<T5,T19>, <T5,T21>, <T5,T23>, <T5,T25>, <T5,T27>, <T5,T29>, <T7,T9>,

W IOl X< | T

Table3.4 Mapping rules for generating palmprint security
constraints

Digits Mapping rules
0 Implant an edge between node pair (even, even) into CIG
1 Implant an edge between node pair (odd, odd) into CIG
Implant anedge between node pair (0, integer) into CIG
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<T7,T11>, <T7,T13>, <T7,T15>,
<T7,T17><T7,T19><T7,T21><T7,T23>,<T7,T25><T7,T27>, <T7,T29>,
<T9,T11>,<T9,T13><T9,T15><T9,T17>, <T9,T19>, <T9,T21>, <T9,T23>,
<T9,T25>, <T9,T27>, <T9,T29>, <T11,T13>, <T11,T15>, <T11,T17>,
<T11,T19>, <T11,T21>, <T11ZB8>, <T11,T25>, <T11,T27>, <T11,T29>,
<T13,T15>, <T13,T17>, <T13,T19>, <T13,T21>, <T13,T23>, <T13,T25>,
<T13,T27>, <T13,T29>, <T15,T17>, <T15,T19>, <T15,T21>, <T15,T23>,
<T15,T25>, <T15,T27>, <T15,T29>, <T17,T19>, <T17,T21>, <T17,T23>,
<T17,T25>, <T17,27>, <T17,T29>, <T19,T21>, <T19,T23>, <T19,T25>,
<T19,T27>, <T19,T29>, <T21,T23>, <T21,T25>, <T21,T27>, <T21,T29>,
<T23,T25>, <T23,T27>, <T23,T29>, <T25,T27>, <T25,T29>, <T27,T29>
Security constraints corresponding to 6 binary pomiftspalmprint digital
template

<T0,T1>, <T0,T3>, <T0,T5>, <TO,T7>, <T0,T9>, <TO,T1TFhus, palmprint
biometric based secret hardware security constraints are generated using IP
vendor specified mapping rules.

(b) Implanting palmprint signature and RTL generation

Post obtaining hardware security constraints corresponding to the palmprint
signature, they are implanted into the target DSP design during HLS process.
In order b do so, a CIG framework of respective design is exploited where
security constraints aradded as secret constraint (additional) edges into the
CIG. This subsection presents the implantation process of hardware security
constraints, corresponding to the palmprint signature (obtasadd), into

FIR filter design through its CIG framework

The number of hardware security constraints corresponding to zeros, ones and
binary points are 98, 105 and 6 respectively. These constraints are implanted
into the CIG of FIR filter in the form of secret additional edgesring
implantationof constraint edges, some are intended to be added between two
such nodes whose colors are same. However, an edge cannot be added
between two nodes of same color. This is because an edge between two nodes
of same colors indicates that both storage vagglfhodes in the CIG) are
assigned to execute through the same register (color) in the same control step,
which is not possible. Therefore, this conflict is resolved in following two

ways:
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() Local alteration in the registallocationof storage varials: in this case,
register/color of a storage variable is swapped with the register of another
storage variable in the same control step. For exarsfeggevariables T10

and T11 are swapped in control step C1 to enable the implantation of
constraint edg <T2, T10>. Similarly local alterations in the register
assignmenof storage variables T12, T13, T14, T15, T16 and T17 are made in
control step C2. Thigmpacton register allocation has been shown in Table
3.5

(i) Requirement of extra registers to satisfy the constraint edges: this situation
arises when swapping of register/color of a storage variable with another
register in the same control step is not possiblerefore,extra colors are
used in the CIG tenable implantation of constraint edges. This leads to extra
registers in the design. TabB5 shows following extra registers/colors are
required to satisfy theall-constraint edges: Br, C, L, LB, LG, T, A
(highlighted in red color in the table). The oak impact of implanting
constraint edges on register allocation of the FIR filter design is shown in
Table3.5. Thus,modified registenllocationof storage variables is also shown

in the scheduled DFG of FIR filter, in Fi®.7. Subsequently, datapath
synthesis phase of HLS is performddhis therefore results into generation of
the RTL design withIP vendor selectecembeddedpalmprint security
constraints

3.3.2. Detection of palmprint signature

Table3.5 Register assignment sforage variables of FIR digital filter pos
implanting palmprint signature

CO [CL [C2 [C3 |[C4 [C5 [C6 [C7 [CB [C9
P T | - T17
[ T | - T16
v T2 | Ti1
G T3 [ T10 | -
Y T4 |14 | T13
o) T5 |15 | 112
R T6e |16 | T15
B T7 |17 | 114 | - -
Br T8 | T19 | 119 | 719 | - =
C TO |- T24 | - T26 | - T28 | - T30
C S T8 | 118 | 125 | - -
B |- = - T20 | 120 | 1720 | 127 | —- -
G [ = = = T22 | 122 | 122 | 122 | 122 | 129
T S - T21 | 121 | 121 | 121 | - -
A N = T23 | 123 | 123 | 123 | 123 | 123
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The proposed palmprint biometric based hardware security agpmrovides
seamless and robust detection of counterfeiting of DSP coprocessors. The
process of counterfeit detection using proposed approach is shown 818Fig.

As shown in the figure, presence of authentic palmprint signature is verified
within the deign in order to discern the authentic and counterfeited ones. In
order to do so, authentic palmprint signature is regenerated by a SoC
integrator using proposed algorithm during detection process. To regenerate
the palmprint signature and corresponding hardware security constraints,
following information are required(a) original palmprint image with grid
size/spacing/nodal points (b) naming conventions assigned to nodal points (c)
coordinates of palm features nodal points (d) set of palm features chosen (e)
sequence of concatenation of featufor generating palmprint signature (f)
constraint mapping (encoding) rules. Based on this information, obtained
hardware security constraints are detected within the RTL datapath of design
undertest by inspecting the register allocation informationth# palmprint
security constraints do not match with the register allocation information of

the design, then the palmprint signature is absent and the design is a

w

P, T T1 T T5
e\ c= T4 Omla” R ufel® R’ CO
c1
LD 5 (30) 5 () 4
%Br 8 LT G-|—T1
y Cc2
ol\/I2 11M312 M4 Al 6@78

olM1) 1
! *T16 17 L2718 BLd 119 O 'I'T12 |T13 IlDi-l-Tm R-I-* 15
I c3
13 Ml 14 M2 15( M3)16( M4
| T24 B odTo0  p4T21 S 122 PelT03
| T25
19 cs
T26
20 c6

21 c7
T28

C8
T29

c9

N
N
-«

Fig. 3.7. Scheduled FIR post implanting palmprint
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counterfeit.

The generategalmprint signatur@ised proposed algorithia robust because

it acts as a highly strong secret mark that cannot be imitated by an adversary in
order to evade the detection process of fake designs. This is because of the
following reasons: (i) an individual always has unique palm features resulting
into a unique signate (i) the palmprint signature generation depends on
several factors which an adversary is not aware of. For example: fixed grid
size and spacing on the palm image, set of selected palm features among the
exhaustive features, precise-@alinates of thgpalm featurenodal points and
sequence of concatenation of the features (iii) during the detection process,
positions of 606 bits, 616 bits and
template also play a critical rol€hereforejt is not possible that an adversary
could regenerate the same digital template and embed it into the counterfeit

designs in order to evade the detection process

3.4. Metrics for Evaluating Security Strength of Proposed

Palmprint Biometric Approach

In order b measure e effectiveness of the proposédrdware security
approachn terms ofachieved security strengtfollowing security metrics are

used (a) probability of coincidence (Pc) (b) tamper tolerance (TT).

a) The Pc metric is formulated &slows [31], [32], [36]-[40]:
0OA p - (3.1)

Wher e, 6x6 is the naortbreumbeoof regstersioto s i n

register alloation table of the DSP design before implanting palmprint

Re-generate palmprint signature from the authentic palmprint imag

Yes
Design is
authentic

No Matching of palmprint
constraints with the extracte

information

Design is a
counterfeit

Register allocation information from the RTL design under tes|

Fig.3.8. Detection of IP counterfeitingsing proposed palmprir
biometric

50



constraints and 6z06 is the numbdr of
the design Here the value of Pc signifies the probability of finding the
authentic palmprint constraints in an unsecured design by coincidence by an
attacker.Therefore lower the value of Pc, higher is the strength of authentic
palmprint signature embedded intettesign. Ilican beobserved that a very

low value of Pc can be achievédembeddingf a greatenumber ofsecurity

constraints is possihle

b) Further, thetamper tolerance (TTinetric is formulated as follow$31],
[32], [36], [39], [40}

44 7 (3.2

Where, W is the number of types of digits in the signature and S is the
signature size (or the number of corresponding hardware security constraints).
As evident from (2), the tamper tolerance abilityneasured in terms of total
signature space. Larger the signature space, lower is the probability that an
attacker would find the exact signature and attempt tampé&rivayefore, if a
security methodology is able to generate a greater number of security
constraints and also comprises of a greater number of signature digits, then its
tamper tolerance ability will be higheFurther, lecause of high tamper
tolerance ability, an attacker cannot find the exact palmprint signature to
attempt tampering in the for of regeneration of duplicate signature. This
incapacitates an attacker from duplicating the authentic palmprint signature
and embedding into fake designs for evadpitacytounterfeit detection

process.

3.5. Metric for Evaluating Impact of Proposed Palmprint

Biometric on Design Cost

The enbeddingof IP vendor selected security signature may impact the design
cost. This is becausamplantation of secret hardware security magquire
additional hardwaréregisters)r control stepso accommodate therkurthe,
additional hardware may lead to extra design area and extra control steps may
lead to extra design latency (in case if requirddierefore, to evaluate the
feasibility of the proposed approach, the design cost post embgmdingrint
biometric securit constraintsis required to beevaluated A security
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methodology is feasible if it incurs lesser design cost overhead while offering
robust security strengthThe impact of embedding proposed palmprint
signature on design cost {ds measured using tHellowing function [31],

[32], [36]-[40]:

# C— C— (3.3)

Where, A and lg are the design area and latency, And L, are the
maximum area and latency of the designarmd g are the weights of area and

latency in the design cost.
3.5. Summary

A novel hardware security approach for DSP coprocessors using palmprint
biometric has been presented in tlukapter This approach implanted
authentic palmprint signature during HLS phasalesign process to enable
detective control against Ipiracycounterfeiting. The security of DSP based
coprocessors againgiracy has been targeted in the proposed approach to
disable integration of counterfeited designs in the SoCs. This ensures the
sakty of end consumers from unreliable and unsafe components integrated in
CE systemsAdditionally, the proposed approach is measured in terms of its
security and design cost to evaluate its effectivenése.palmprint based
approacltgenerates naturally ique encoded hardwargecurity constraints for
covertly implanting into the design. This therefore is capabtdfes stronger
security in terms of lower probability of coincidence (indicating stronger
digital proof of evidence against fake IP cores) aigher tamper tolerance
(indicating stronger defense against regeneration of embedded secret signature
by an adversary)is the strength of the propos@dimprint approach The
experimental resultsf the contactless palmprint biometric approablas been

discussed andnalyzed in thehaptei8 of thisthesis.
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Chapter 4

Double line of DefenseApproach for Securing DSP IP
Cores usingStructural Obfuscation and Chromosomal
DNA Impression

This chapter presents a novel security mechahisrenabling double line of
defense against theardwarethreats of(a) reverse engineering (RE) arfil)
piracy. An adversarin untrustworthy design housesay attempt to perform
reverse engineering the design to obtmalyze the interndlinctionality and
details of the designThis is because a successful attempt of reverse
engineering enables an adversary to secretly implant malicious logic into safe
places (not easily detectable during normal executions) of the d&siignin

turn may lead to securityoocerns to end consumer and sabotaging the
reputation of original vendor or IP seller Thus, to accomplish his/her
malicious intention of causing security hazards to end consumer by
malfunctioning the CE systemand sabotaging the reputation of original
vendor, an adversary induces the RE attack. MaiRilyis a processy which

an adversargttemptsto extractthe design detailby backpropagating it ta
desired higher level of abstraction from a givanavalable lower level of
abstractionFurther, ensuring absolute security againsta®Bck may not be
possible to achievelue todeployed semiconductor supply chain scenario,
where [IPs for different applicationframework are imported from
untrustworthy multparty vendorgqcausing security hazardsHowever, the
process for RE the design che thwarted by making it more complex and
time consuming to an adversarin order to hinder an adversary from
successfully performing RE attack, structural obfuscation technique makes the
design unobvious and uninterpretable to an adversary by modifying the
internal structure without causing change in its desired functionglitgher

an adversary (rogue element) in the tipaity design houses may also
attempt to perfornpiracy of IPs. The piratetP versions may also lead to
safety hazards to end consumer. This is because pirated/fake components may
not be thoroughly checkieand verified before integration into SoCs systems.
Therefore, security against pirated IP versions is also equally important for

ensuring the trust into safe usage of computing and CE systems.
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A novel structural obfuscatiomnd chromosomal DNA impressibased
hardware securittechniquehas been presented in this chafoersecuring the
IP core design against RE attatks first bvel of security and enabling
detective control against pira¢sts secondelvel of security. The first section
formulates the problem. The second sectistusseshe hardware security
mechanism with double line of defense undbe following subsections:
overview, structural obfuscation mechaniagrinst RTL alteratignencoded
chromosomal DNA framework, encryph mechanism for generating the
encrypted DNA signature encoding algorithm for generating the secret
hardware security constrainfBhe third section demonstratdbe process for
generating securedtpoint DFT design(structurally obfuscatedysing DNA
signatureunder the following subsectiongnplanting the hardware security
constraintsor generating securedpbint DFT against Ipiracy and security
properties of the methodologghieved througkencryptedcchromosomal DNA
impressionFinally, thefourth section summarizes the chapter.

4.1. Problem Formulation

Given the target DSP applicati¢s) in the form of data flow graph (DFG)

representationsresource constragtmodule library, secret key for different

encryption rounds and DNA base paatsng with the objective of securing IP
coresin terms of hinderinRE attackand enabling detective control against
piracy. Thereforegenerang a secured (structurally obfusted design with

embedded security signatyirategrated RTL design aéspectivedDSP cores.
4.2. Security Mechanism with Double Line of Defense for

Securing IP Core Design

This sectiordiscusses the proposkdrdware security mechanism with double

line of defenseainder the following suisectiors:

4.2.10verview

The structural obfuscation and DNA based hardware security methodology
advances CE systems security and covel
safe uage, by protecting the underlying DSP hardware cores against the
threats of counterfeiting. Furthermori¢, also offers benefits from a SoC

i ntegratoros or product designer 6s p
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methodology is a mechanism to hinder register transfer level (RTL)
description alteration using structural obfuscation and a detective measure
against piracy/ counterfeiting threat
in the IP cores, the SoC integratan refrain from using fake IP components

in the CE products and make sure of using only authentic designs.

The overview ofthe hardware securitynethodologyis depicted in Fig. 4.1.

S i
secret key for each rour| | DSP applicatior Archltect_ural DNA base pairs
constraints

Perform structural obfuscation using loop Phase 1: Generating securitgonstraints
unrolling and THT using encrypted chromosomal DNA
¢ impression

Generate register allocation table of the
obfuscated design

v

Form DNA base pairs of same and distinct ty

v

Generate proposed chromosomal DNA sequ
of IP designer selected strength (size)

v Initial key of 48bit
and new key of 24
[4—{ Encoding rulel bit in each round

Generate binary encoded chromosomal DN
sequence

v

Perform encryption of binary encoded < &5 rou
chromosomal DNA sequence using Luby

Key generation

Rackoff Cipher (usin .
- I h
rounds) A Ki K, €& Kz algorithm
Perform truncation of the encrypted digital < Final signature
impression (using l@esigner selected value strength
ni mi

v

Convert the encrypted chromosomal DNA
impressiorinto covert hardware security |[4— Encoding rule2
constraints

|
- * - Phase 2: RTL generation of

Perform e_mbe_ddmg of the hardware securi DSP IP using HLS
constraints into obfuscated CIG of DSP

v

RTL of obfuscated DSP hardware with
chromosomaDNA impression
as digital evidence

Fig.4.1 Overview cetails of proposed methodology based on chromosomal DNA impres
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The methodologyas beemliscussedising four major steps:

a)

b)

d)

The first step is responsible for generating the security constraints using
the chromosomal DNA impression for the structurally obfuscated
hardware design. The first stepnsiders a DSP application as its input. In
this phase, initially, structural obfuscation using Higbel transformation

has been performed.

In the next step, subsequently two DNA base pairs have been formed on
the basis of four chemical elements. Thve DNA base pairs which then
form the chromosomal DNA sequence by taking alternative base pairs of
the same as well as of distinct type as part of digital DNA impression
generation process. In this phase, hardware security constraints are finally
producedas an output based on the IP core designer selected impression
strength (size) of the encrypted impression.

In the third step, embedding of these hardware security constraints into
obfuscated colored interval graph (CIG) of DSP hardware is performed.

In the fourth step, post embedding the obfuscated DSP hardware register
transfer level (RTL) with encrypted DNA impression as digital evidence,

is generated.

As shown in Fig4.1, input block ofthe proposednethodology consists of the

DSP application (in the form of control data flow graph (CDFG)), resource

constraints for the structurally obfuscated design, library, secret keys for the IP

designer selected rounds and DNA base pairs. The output block cohsiests

RTL circuit of the obfuscated DSP hardware post embedding the encrypted

DNA impression as digital evidenc@®verview of the functionality of each

block is as follows:

T

The first block is responsible for structural obfuscation of the DSP
applicationusing loop based high level transformation i.e., loop unrolling.
The second block, then performs the +#oop based high level
transformation i.e., tree height transformation on the design architecture
produced by the first block.

The third block is regmsible for generating the register allocation table of

the structurally obfuscated design produced by second block.
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1 The fourth block is responsible for forming the DNA base pairs of same as
well as of distinct type based on the chemical elements.

1 Subsegently, the next block is responsible for generating the
chromosomal DNA sequence based on the strength (size) selected by the
IP designer.

1 The next block, then generates the binary encoded chromosomal DNA
sequence for the sequence produced by the pewtnck, based on an
encoding rulel.

1 The next block is responsible for performing the encryption usingiLuby
Rackoff Cipher on the binary encoded chromosomal DNA sequence
(produced by the previous block). The encryption process accepts the keys,
generatedy the proposed key generation algorithm based on the number
of rounds (Z) selected by the IP designer.

1 Subsequently, the next block is responsible for performing the truncation
on the digital DNA impression, depending upon the final digital
impression gength selected by IP designer

1 The final block of the first phase, then converts the encrypted
chromosomal DNA impression (selected by the IP designer as output of
the previous block) into covert hardware security constraints based upon
an encoding rul®. These obtained hardware security constraints (based
on the structural obfuscation of the hardware desagayiven as input to
the RTL generation phase, responsible for embedding the hardware
security constraints into the obfuscated CIG of DSP apmitailhen,

RTL circuit of the obfuscated DSP hardware with encrypted chromosomal
DNA impression is generated as digital evidence.

4.2.2.Structural Obfuscation Mechanism against RTLAlteration

Hardware structural obfuscation obscures the actual hardware design
architecture of the DSP IP core, to protect it from an adversary attempting to
alter the RTL description. Structural obfuscation is performed through several
loop based and ndoop basedhigh level transformations. Structural
obfuscation transforms the generic hardware design architecture into
obfuscated design architecture without compromising its actual functionality.

It makes it almost impossible and challenging for an adversary dp tak
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original RTL description, in order to correctly interpret the functionality and
hardware interconnection from the structurally obfuscated desigrthen
proposed methodologpSP applications (such as FIR and DFT) are accepted
as input and then sirtural obfuscation has been performed over them in order
to make them secure against attacks from an adversaoprdém to do sp
structural obfuscation on DSP application has been performed using THT and
LU algorithms. The wwobfuscated CDFG of FIR filteis shown in Fig4.2

and the corresponding obfuscated FIR filter using structural obfuscation based
on THT is shown in Fig4.3 respectively. THTdivides the critical path
computation into multiple sub computations and then executes them in
parallel. THT based structural obfuscation results into change in
interconnectivity of the RTL datapaths of the DSP hardware in terms of
multiplexer size, demultiplexer size, storage element etc., without affecting the
functionality. This therefore produces unobvioustitecture of the respective
DSP hardware and thwarts alteration of the original RTL design. On the other
hand, the loop transformation unrolls the ldmgsed application depending on
the unrolling factor. LU executes the same calculation present ifgdedp
multiple times. Loop unrolling based structural obfuscation also results into
change in RTL datapath in terms of multiplexer size, demultiplexer size,
storage element etc., without affecting the functionality. In tp®idt DFT
application, tree dight transformation (THTand LU have been performed to

obfuscate the structure of the application. The respectiveobfuscated and

XO0[ rpr X0{lh >, X0 {2n h3 3n

1] /
CSs3 i 8 o . /
@D @™

Fig. 4.2 Scheduled DFG of FIR based on resource constraint (1M

ho
CSO0 \

Cs1

CSs2
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obfuscated scheduled CDGF opdint DFT, is shown in Figd.4 and Fig4.5

respectively.
4.2.3. EncodedChromosomal DNA Framework

In the proposed chromosomal DNA model, two base pairs (BP) of
chromosomal DNA have been taken. First base pairl(BB formed with two
chemical elements Thymine (T) and Adenine (A) whereas the second base
pair (BR2) is formed with two other chemical elents named Guanine (G)

and Cytosine (C). Subsequently, from these two base paird @fl BP2)
chromosomal DNA sequence can be formed in two ways, either by
considering the alternative base pairs of same type or by considering
alternative base pairs distinct type, as presented in Fig6. The final
chromosomal DNA sequence has been formed by adding the polynucleotide
(Sugar phosphate backbone) represente
added as leading and lagging strand in the DNA sequence. ArpkxafmP
designer created possible chromosomal DNA sequence with alternative base
pairing comprising of same type of base pairs, is shown idEigSimilarly,
chromosomal DNA sequence for alternative base pairs of distinct types can
also be generate@onsequently, the chromosomal DNA sequence selected by
IP designer (either with alternative base pairs of same type or distinct type)
can be encoded into binary digits using IP designers specified encodiig rule

The encoding ruld for all the chemicallements (A, T, G, C and S) used in

ho X on] Rll X6 fln h2 X6 {f2h h3 X 6 {3n
cso VN2 val va [ vs| ve/ vi| ve )

(M1) /
V12

(M1)
V13
V14
V15
CS6
YO&[ n

Fig. 4.3. Scheduledhardware allocated and bindB&G of FIR based ¢
resource constraint (1M,1A) after high level transformation
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formation of final chromosomal DNA sequence, is shown below:

El ement OAO0(al phabet value=1) i's bein
6101006, el ement 6G6(7) as 01116, 6Cbo
exampleof a final chromosomal DNA sequence with alternative base pairing

of same type (as shown in F&7) is depicted below:

STASSATSSGCSSCGSSTASSATSSGCSSCGSSTASSATSSGCS
SCGSSTASSATSSGCSSCGS - ----

The corresponding binary encoded DNA impressi(for e.g., 128 bit),

formed using encoding rulk, is shown below:

100111010011003100111101001003100111111110011

On G 1 ¢ 1 ©0 4 eom op g— ©¢ 9 o Q
V7 V8 \ V9 | vi0 Vll/Vlg I V13/ vi4

) ) 4 0 g 6 |
Cs2
V18 V19 v21 V22 /o V23
1LY A g LY 5
cs3 /20 V24

Cs4

12
CS5

wp

Fig. 4.5. Scheduled DFG of obfuscate@aint DFT based on resources constrain
3M and 2A
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Polynucleotide
TiAa)_lelcl_[AalT])_lcle]_LTlA]

|
Distinct type

Lrla)-lalT)-lelcl-lcicl-LT]A]
{ J
!

Same type
T Thymine
A Adenine
G Guanine
c Cytosine

Fig. 4.6. Proposed chromosomal DNA with distinct/same type base pairs

Base pairl Base pairl Base pair2
5 - =
EOAE EOEEOE BN
S8 5 [ S .
— ——

Base pair2 Base pairl

Fig. 4.7. Example of a possible chromosomal DNA sequence with base pairs i
polynucleotide using proposed work

100111111110031001110100110011001111010010021
100111111110031001111111100%1001 (4.1)

Similarly, an example of a final chromosomal DNA sequence with alternative
base pairing of distinct type can be created. The comespg binary encoded
digital DNA impression (fore.g.,128 bit), formed using encoding rule is
shown below. Nlote: The 12&it DNA impression is also expandable upto
designer specified strength such as-P&6512bit etc).

1001110100110031001111111100310011110100100%1
100111111110031001110100110011001111111100%1
100111101001003100111111110021001 (4.2)

4.2.4Encryption Mechanism for Generating the Encrypted DNA
Signature

The generated binary encoded chromosomal DNA impression with the

alternative base pairs of the same or distinct type can be fed into the Feistel
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| Binaries Encoded DNA signature|

- J
\I64’bit input
| [ L] 32-bit | 32bit R |
— »FKR)
ExpandedP-box
} PermutatiohDiffusion
Encryption function 48-bits

v

_____ - -48-bit key K1 (whitener)

} Substitution/ Confusion

32 bits
X-OR

----------------------------------------------
32 bits
[R]

> F(K R)
} PermutatiohDiffusion

Expanded Fhox

32bits | | < EDg----- - -48-bit key K2 (whitener)

} Substitution/ Confusion
X-OR

Fig. 48. Encryption process using Feistel cipher
cipher for encryption purpose. For an instance encoded chromosomal DNA
impression with alternative base pairs of distinct type has been fed into the
multi round Feistel cipher process, as shown in &i§. The 128bit binary
encoded chromosomal DNA sequerhaving alternative base pair of distinct
type is further divided into two segments (64 bit each) and fed into the cipher
process iteratively. In the first round of Feistel cipher, the initiabi64éinary
encoded output (the first segment) of chromosomal DNA impression is
bifurcated intotwo pas asleftd. 6 and ri ght ORO&G of 32 b
the right part i's supplied into the
capable of performing diffusion (permutation) and confusion (substitution) on
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the input value. Diffusion is performed bypanded Fbox, whereas confusion

is performed by $ox mechanism. Expandedb®x proceeds with right part

(R) by accepting it as its input and transforms it inteb#&utput, which then
gets XORed with the 4Bit key (K1 for round 1) generated throughyke

generation process (shown in Hg). This 48bit output of XOR function is

then fed into the ®ox, which after substitution, transforms it into-3i2 size.

Subsequently this 38 i t

encrypted

I mpression is X

(32-bit) of the initial 64bit encoded digital DNA impression. Consequently

the 64bit encrypted chromosomal DNA impression is obtained after the first

round.

Thi s

(where a separate key for each rounc iy the IP designer).

process

cont i

nues

for t he

The key generation process is shown in Bi§. As can be observed from
Fig. 4.9, initial 48bit key (K1 for roundl) is bifurcatednto two parts, 24bit
each. The left 2bit and right 24bits are fed into circularly left shift and

circularly right shift functions respectively. The output of both these functions

is then XORed, which generates thelftdkey value. Subsequently thid-Bit

value is concatenated with a freshitittkey value selected by the IP designer,

which generates the key K2 for the next round. Thus, by operating the keys

(K1,

K2e.

KZ) on

each

round

of

Feistel

designer) it producethe encrypted chromosomal DNA impression. Similarly

for the second segment of encoded chromosomal DNA impression, encrypted

chromosomal DNA impression is also generated

Concatenation

(_A_\

New 24bit value of

K2

24
bits
48-bit
initial
key 1 >
y 24
bits
Round 1

Circularly right
shift m bit

24
bits

N,

X-OR

24 bits

24
bits

Circularly left

Shift n bit

»
»

48-bit key
k2,
for round 2
Round 2 Ro u nzb

Fig. 49. Key generation process Feistel encryption framework
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4.2.5.Generating theHardware Security Constraints

As observed in Fig4.1, truncationneeds to be performed (using the IP
designer selected value e.g., 32, 64, and 128 bit) on the final encrypted
chromosomal DNA impression resulting from the Feistel cipher. Subsequently

the encrypted impression based on IP designer selected strength estenyv

into its respective hardware security constraints for embedding into the DSP
design using IP designer specified encoding-2ulen the encoding rulg, bit

60006 signifies embedding an artificial
(evenreven) oft he obfuscated CI G of DSP appli
embedding an artificial edge between storage variable node paipdodidf

the obfuscated CIG of DSP application. The -b8encrypted chromosomal

DNA impression, generated using Feistel heip corresponding to the
genome/DNA binary encoded digital impression (shown in sequégeir

section4.2.3 is shown below:

n001001010110000001010011112101120110101
100100100011101110000010010010101110001001010010001000100101101
1000 .

For example, the hardware security constraints for the abovbitl@8crypted
chromosomal DNA impression corresponding tpoint DFT (comprising of
storage variables (\V¥26)), using the encoding ru2are as follows:

<V2,V4>, <V2,V6>, <V2V8>, <V2V10>, <V2V12>, <V2\V14>,

<V2,V16>, <V2,V18>, <V2,V20>, <V2,V22>éééé. . <V12,V18>,
<V12,V20>, <V12,v22>, <V12,V24>, <V12,V26>, <V14,V16>,
<V14,V18>, <V14, V20>, <V14,V22>, <V14,V24>, <V14,NV26>,
<V16,v18>, <V16,V20>, <V16,v22>, <V16,V24>,  <V16,V26>,

<V18, V20 >, <V1, V3>, <V1, V5>, <V1, V7
<V11,V19>, <V11,v21>, <V11,V23>, <V11,V25>, <V13,V15>,
<V13,V17>. Thus the secret hardware security constraints corresponding to
encrypted chromosomal DNA signature are generated as the outcome of the

first phase of the methodology.

4.3. Demonstration on Generating Secured 4point DFT
Design
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This section discusses the proposed hardware security mechanism with double
line of defense under the following sabctions:
4.3.1Implanting Hardware Security Constraints for Generating

Secured 4point DFT Designagainst IP Piracy

For sake of demonstrating the embedding the encrypted DNA signdture,
point DFT application has been employeNow, in order to secure the design

(post performing the higlevel transformation) in terms of enabling detective
control against piracythe covert implantationof the generatedcovert
hardware security constraints intofaficateddesignusing HLS is performed.
Register allocation tables representing the assignment of storage variables of
the obfuscated-point DFT, before and after implantation of the constraints, is
shown in Table4.1 and Table4.2 respectively. In Tablé.1l, assignment of
storage variables (M¥26) to fourteen distinct registers (colors) and
scheduling (timing steps) represented
allocation of storage variables (as shown in Table I) has been generated using
scheduled gph based on designer selected resource constraints 2 adder and 3
multipliers. The variables marked in red in Table indicate that local
transformations have been made to accommodate the above hardware security
constraints. It is to be noted that themgister variables required at the same
time step cannot share the same register, as it results into conflict in timing

overlap. However, the variables required at different time steps can share the

Table 4.1Registeralocation inobfuscated CIG of $oint DFT (before implantation of
chromosomal DNA)

CS L TB] o BETS ¢ Il ©
0| vi|v2]v3|[v4a|[v5][vVve |[Vv7]|Vvs | Ve |Vi0o]| Vil |V12]|V13|Vi4
1 [vi|vis| - [vie| - [vi7| - [vs | ve [vio| Vil [vi2|Vvi3|Vi4
2 [vas| - | - [vio[ - | - | -[vs[var| - [v22| - [v23]| -
3|vao| - | - =[]~ 1-=1]vaa| — | - [ve2| - [vz3

4 | - [ -1 -1 -1T=-1T-1T-1vea]l =] - 1ves -

5 - [ - | -] =]~ -1-1Jvee| -~ -1 -

Table4.2 Registerdlocation inabfuscated CIG of $oint DFT @fterimplantation of
chromosomal DNA)

oSl _ [NBN[ © c Nl ©
0 V1 V2 V3 V4 V5 V6 | V7 | V8| V9 | V10| Vi1 | V12| V13| V14
1 V1l | V15 - - Vi6 | V17| -- | V8| V9 | V10| V11 | V12| V13| V14
2 | vi8 - - V19 - - - | V8 -- V21| V22 -- V23 --
3 - | - [v2o| = [ = | = [ =] -1]vea| = [v22| - [ V23

a | - | =1 =1 =71 1 =1-=71~7Tvea| - — |vas | -

5 - | - | =~ | =~ [ - - ~1]-1vz -
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same register (color). It can be observed (from TdbB that there is no
requirement of any extra color (register) for embedding all the above hardware
security constraints into the structurally obfuscated CiGpdidt DFT. Thus

by implanting the encoded hardware security constraints into the design as
secand level of security (post structural obfuscation), secured IPs are
generated. Thesémplanted encoded hardware security constraifis$o
structurally transformed IP) enabillee robustand seamlesdetective control
against pirated IP versions. As the poeed approach incorporates several
crucial security parameters which are capable of incapacitating an adversary to
regenerate the exact secret hardware security constraints. This therefore,
hinders an adversary to evade the piracy detection procgssfoyming the
implantation of authentic security constraints into piratée versions (by

regenerating them completely acatrectly).

4.3.2.Security Properties of the Proposed Methodology
Achieved through Encrypted Chromosomal DNA

Impression

It is very challenging for an attacker to regenerate the encrypted DNA digital
impression for evading IP piracy detection process, because he/she needs to

have the following secret information:

(a) Secret key (N): By considering the initial key size of 48 bit, timetfan

for populating the size of the secret key in our technique is, 48*Z*| bits; where
6Z6 and 616 (both variables are unkno\
of encryption rounds used in a single Feistel cipher and the number of Feistel
cipher iteations required, respectively (depending on the strength of the
binaries chromosomal DNA impression). Additionally, binaries chromosomal
DNA impression strength depends on the formed chromosomal DNA
sequence, initially. For example, if the binaries chreomeal DNA impression

is 128 bits, then | = 2, while if the binaries chromosomal DNA impression is
192 bits, then | = 3 and so forth. Therefore, for example, if Z= 16, C= 2, then
N = 1536 bits then the key size space is 21536. Deriving an exact digital
impression from this massive key space gets harder even through the brute

force parser.
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( b) Secret key (N) al so depends on t
derivation of the original digital impression implanted into the obfuscated
design can be prevesd from an adversary (due to the unknown behavior of
circularly shift functions of the key generation process).

(c) Chromosomal DNA sequence and size: The sequence and size of base
pairs used in forming the chromosomal DNA sequence is highly challenging
to precisely estimate for an adversary. Further, the order/counting of the
inserted polynucleotide as well as the number of chemical elements (A, T, C,
G, S) associated in a particular DNA sequence (formed with either distinct or
same type of base pairs) gghly challenging for an attacker to precisely

estimate.

(d) Strength of encrypted chromosomal DNA impression: The strength of
encrypted chromosomal DNA impression after performing the truncation is

extremely difficult for an attacker to gauge.

(e) Dual encoding rule: intricacies employed duakncoding rules are very
complex, thereby making it extremely difficult to decode.

() S-Box Selection: The B®ox type(s) used during substitution phase of
encryption function is difficult to precisely tamate for an attacker. As a same
S-box to convert all éit to 4-bit or to convert each-bit to 4-bit, different S
boxes may be used.

The encrypted chromosomal DNA impression bagedposed hardware
security methodologegxhibits the aforesaid securitygperties against brute

force attack and tamper tolerance. So, the attacker cannot extract the exact
design without knowing the exact DNA impression and resource configuration
(adders and multipliers used in CDFG of DSP application). Further, without

the krowledge of (a) to (f), regeneration of embedded digital impression is

i mpossi bl e. An adversaryods extracted

original design (prembedding).

4.4. Summary

This chapter presenteal novel approach for ensuring the security ofadat

intensive DSP cores against external threats of reverse engineering and IP
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piracy. To safeguard the design from an adversaginstinterpreing the

actual functionality of the design atigerebycausing thesecurity hazards by
performing the implantation of malicious threats, mulével structural
obfuscation has been performed. Subsequently, to detect the piracy, encrypted
chranosomal DNA impression of IP vendor is implanted into the design
during HLS. This therefore ensures the securityimgtaboth the threats of
reverse engineering and piradgnsuring security of DSP based IP cores
against alteration of RTL description and counterfeiting threats is crucial for
both SoC designer and end consumers, as these IP cores are integral part of
CE systems. The presented methodology was proven to be more nobust
terms ofsecurity than recent similar workghile incurring zero design cost
overhead. The experimental results of the proposed -teud#l structural
obfuscation and DNA impressidrased scurity approach has been discussed

and analyzeth the chapte8 of this thesis
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Chapter 5

Designing Secured ReusableConvolutional IP Core in
CNN using Facial Biometric basedHardware Security
Approach

This chapte presentsa novel methodology to design a secured custom
reusable intellectual property (IP) core for the convolutional layer of
convolutional neural network (CNN). Since the reusable IP cores used in
systemon-chips (SoCs) of consumer electronics (CE) systems are suseeptib
to the hardware threat of Ipiracytounterfeiting. Thereforehe security of
proposed convolutional layer reusable IP core against the threat of IP
piracytounterfeitinghas been ensuragsing facial biometrics. This enables
the integration of secured reusable IP cores in the SoCs of CE systems,
thereby ensuring the safety of end consumers. In the propesiubdology

the convolutional layer IP core is designed throughtegkl synthes (HLS)
process and secured lopvertly embedding secrdicial biometric security

informationof an IP vendomto the design

CNN finds wide utility in consumer electronics applications to facilitate tasks
such as image classification, image segmentabbject/curvealetection, face
recognition, voice analyzing, emotion detection, and so on because of their
high accuracy $8]-[61]. Further, CNNs are widely used by tech giants for
photo search, for their product recommendations and for automatic tagging
systems. Furthermore, the usages can be found in autonomous driving,
medical diagnostics and video surveillance etc. A CNN is a highly
computationally intensive framework; especially the convolutional layer
among its other layers such as pooling, flattgneyer and fully connected
layers (memory intensive). Owning to high computational intensiveness of
convolutional layer, their realization as-pmcessors is very crucial for image
centric applications. Furtherthe proposed convolutional layer reusable
intellectual property (IP) core can be used in several CNN based applications
and in portable or wearable devices such as mobile phones, graphics processor
and internet of things (IOT) devicesc. Howeverthe security of reusable IP

core (from the external threats such as IP forgery and IP counterfeiting) is
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equally important for producing secdreomputing anedtconsumer electronics

(CE) systems4], [18] to ensurghe security and safety of end consumers.

Outline of the chapter is as followshe first section formulates the problem.
The second section discusseése HLS flow for designing secured
convolutional IP core under following subsections: importance for consumers
and CE systems, background on CNpfdnfiework, overview, process for
generating scheduled data flow graph of convolutionaFlRther the third
sectiondemonstrates the generation of secucedvolutional IP core using
facial biometric under following subsections: facial signatgemeration,
secure RTL datapath generatitny performing the embedding dhcial
biometric based encoddtrdware security constraingsid challenges of the
work. The fourth sectiondemonstrates théhardwarebased convolution
process using proposed reusalsbnvolutional IP Finally, thefifth section

summarizes the chapter.

5.1. Problem Formulation

Given the behavioral descriptiorof convolution processmodule library,
resource constraigtalong with the objective oflesigning custom reusable
convolutionallP core in CNN and ensuring its security by enabling the robust
and seamless etecive control againstpirated/fake versions of proposed
hardware desighefore their integration into computing CE systems.

5.2. HLS Flow for Designing Secured Convolutional IPRCore

The detailsHLS based design flowf the proposedipproach fordesigning

secue convolutionalP arediscussed under the following sabctions:
5.2.1. Importance for Consumers and CE Systems

Integration of proposed secured customized CNN convolutional layer reusable
IP core in CE systems offers the following benefits: (i) proposed reusable IP
core is capable of parallel execution of convolution process during pixel
computation (ii) proposed usable IP core employs facial biometbased
security thereby is capable of thwarting pirated or counterfeited IPs that
ensures the safety of end consumers against forged components causing

possible device explosion or leakage of confidential informaincapable
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of detecting curve/object without compromising spatial information at
boundary pixels thereby ensuring correctness (v) end to end demonstration for
feature generation through convolution process usibgk2rnels (twice loop
unrolled). Furtherproposed secured customized convolutional layer IP core is
capable of performing parallel execution of -pixel computations while
offering robust security in terms of detective control against

counterfeited/pirated IPs at zero design overhead.
5.2.2. Background on CNN framework

The CNN framework usually takes image data (array of pixel matrix) as input
and processes it for object detection or classification. The processing of CNN
framework assimilates through several layers such as convolutional layer,
pooling layer, flatening layer and fully connected (FC) layer (as shown in Fig.
5.1). Each layer is responsible for performing some tasks and thereby
cumulatively performing functionalities such as image classification and
object detection. The output of one layer is fedhasit to the next subsequent
layer. The first layer is convolutional layer which performs convolution
operation (dot product) between kernel and receptive field of input image
thereby generating -B feature maps (correspond to each kernel).
Kernels/filtersare used to extract the features from input image therefore they
are also known as feature extractor. Kernel/filters (considerdign2ntional

for simplicity) are randomly generated vectors consisting of weights, which

Proposed secured reusable IP Core for convolutional layer in

6KO6 # o .. .

6KO6 # o
Convolve
T— 2X2 —
with filter
filters with al bl ¢
Input > stride =z, =
Image d| e| f
1 gl hii
6KO& con ! )
images (Feature Pooled images
maps)
. Pooling
Convolutional layer layer

using OKk
kernels

Fig. 51. Overview of Convolution process CNN
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move on the input data by stridefstvalue. Whereas receptive field is the
portion of input image (of same dimensions to kernel) to which kernel
operates. Further, the feature map (convolved image) is a response of the
kernel that convolves across the input image matrix. Furthermorerdsatan

be categorized in low level features such as edge, curves, simple colors,
gradients and higlevel features such as face, hand, ears as a part of a bigger
object. Moreover, each filter in convolutional layer operates on input image
independently ad produces the output called as feature map therefore more
the kernels the better detection of visual features and patterns. Further, each
conv 2D filter is capable of identifying different features from an image
depending on different weights associateith the filter. Subsequently,
feature map (output matrix from convolutional layer) is fed as input to the
pooling layer. Pooling layer operates on each feature map independently.
Pooling layer reduces/ down samples spatial size of representation and thus
number of parameters and computation, however maintains the original shape.
Pooling layer is responsible to minimize the computation of fully connected
layer. After the final convolutional layer and pooling layer, output feature map
will be converted intovectors (1D array) called flatten layer/ feature vector.
The output of the flatten layer is fed to the fully connected layer where all the
features are collectively transferred into this network. Finally, predicted
outputs by the network are convertetbiprobabilistic values (corresponding

to particular feature) by employing either logistic or soft max function

In the literatureKyriakos et al. [63] presented fielprogrammable gate array
(FPGA) based hardware accelerator for the CNN framework, which uses
parallel computation at both convolutional and fully connected layer. Tsiktsiris
et al [64] presented an FPGA design as portable USB accelendimh
implements the grayscale and Sobel edge detectioretlal [65] presented
throughput optimized FPGA accelerator for deep CNNs that maximizes
accelerator throughput by searching for optimal solution through design space
exploration (DSE) algorithmShenet al [66] presented accelerator generator
which takes a CNN model and FPGA specification as input and generates
optimized CNN accelerator RTL designs. All the aforesaid approaé&3gs [

[66] presented FPGA based solutions for mapping CNN framewofkRGA
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platforms. However, these approaches did not target mainly convolutional
layer which is highly computationally intensive layer among other CNN
layers. Further, these approaches did not ensure the security of CNN hardware
designs against the threat B counterfeiting. On the contrary, proposed
approach presents secured customized reusable IP core for convolutional layer

in CNN with robust security and zero design overhead.

Srivastaveet al [67] and Baiet al [68] discussed a pipeline architectuos
depth wise convolution instead of standard convolution for optimizing the
convolutional computation but the accuracy is not preserved. Gliaald69]
presented hardware accelerator for boosting convolutional computation in
image classification apightions but it requires more processing resources for
convolution. Maet al [70] optimized the convolutional operation based on
multiple design variables to accelerate deep neural networks on FPGAt Guo
al. [71] presented flexible hardware architectimed network quantization
methodology and a compiler program that bridges the gap between them. Kim
et al [72] proposed hierarchical convolution computation algorithm that is
capable of reducing number of multiply accumulate (MAC) operations but at
the cet of accuracy. Further, it does not present custom hardware for

convolutional layer and only renders the efficiency for smaller feature maps.

The related approaches are either based on the FPGA based sobk@ens [
[66] or targeted reducing computatior@mplexity of convolutional layer in

CNN [67]-[72. However, these approaches did not provide secured
customized solution for convolutional layer in CNN. On the contrary, the
proposed approach differs from the related approaches because of presenting
the following novel contributions: (i) a novel HLS design methodology is
presented to design the custom reusable IP core for the convolutional layer of
CNN (ii) security against the counterfeiting threat for CNN IP core is
presented by enabling detection of otarfeit or pirated cores to thwart their
integration in SoCs of CE systems, thus ensuring safe usage to the consumers
(i) a facial biometric based detection is employed to detect counterfeiting of

the proposed customized reusable IP core for the catimodl layer of CNN

Further, in order to obtain the new feature map, the input is convolved with a

learned kernel and then an elememde nonlinear activation function is
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applied on the convolved outputs (activation maps). However, the complete
featuremaps are generated by convolving tt
The CNN takes the input in the form of image matrix (to be convolved with

filter kernel for feature extraction) and perform the detection of image features

as the output functionalitgf CNN. The input output relationship of the CNN

network is discussed below:
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(5.1)

Wher)epadd 66 represents the input i mage
size mxn respectivelyb denotes the output value of each element/pixel
corresponding to ouvw putphesze of fegturema p ; \
map {[(M-m+1p (N-n+1)-1]}. Thereafter, pooling (max pooling) is performed

on the convolved image (generated post performing the convolution on
convolutional layer) as represented %i2].

’

Whry N € éva (5.2)
Wher®,;;6 6represents the output Theatri x
objective of pooling is to down sample the spatial size and number of
computation parameters, however maintaining the original shape. However,
after multiple convolutional and pooling layers, there may be one or more
fully connected layer. In order penerate global semanticformation,they

connect all neurons of previous layer to every single neuron of current layer.
Now, the objective function at the pooling layer is derived by substituting
(5.1) into (6.2), we get equatiorb(3) below:
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(5.3)

Next step is applying leaky ReLU activation function whaccepts the output
of pooling and is given below by equatid@)).

o

Orp G 6 0ORE BT F Wi (54)
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Wherw,;06 6r epresent s tRekU iousddpourprowefthe Re L U.
performance of network. The leaky ReLU activation function can be derived

by substituting$.3) in (6.4) we get equatiorb() as shown below:

h h
Opr | AgGééa B B ) ( h
h h
miFnééa B B ; ) ( (55)

Leaky ReLU function is an improved version of the ReLU activation function.
As for the normal ReLUlhctivation function, the gradient is zero for all the
values of inputs that are less than zero, which would deactivate the neurons in
t hat region and may cause deadyfigetg Re L U
stuck in the negative thereby it always resaktro as its output. Once a neuron
gets negative, it is unlikely for it to recover and participate in the process of
discriminating the input. Leaky RelLU is defined to address this problem.
Instead of defining the ReLU activation function as zero for tneg&alues of
intensities of input image, it is defined as an extremely small linear component
of input values. The Leaky RelLU sacrifices haeilo sparsity for a gradient
which is potentially more robust during optimization. Leaky ReLU provides
an advatage of not worrying about the initialization of neural network.
Additionally, for leaky ReLU gradient descent will be having a-mero value
always and it will continue learning without reaching dead end. Therefore,
leaky ReLU performs better than Rel[¥D}-[73].

The next step is to feed the output of ReLU in the input of activation function

of the fully connected layer given by equatié6] below:

O0rn  "QBO &pp (5.6)
Now, bysubstituting (56) in (5.6) we get equatiorb(7):

ny
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Wherep ad@d &dre the wabiap ot the Wekerheb r an
Moreover, the weight vectors are shared such that it reduces the complexity
and make the network easier to train. As evident frém),(it captures the

input output relationship of whole CNN network.
5.2.3. Overview

The proposedmethodology generatea secured reusable IP core design
architecture for convolutional layer, employed in CNN. In the entire CNN
framework, the most computationally intensive layer is convolutional layer.
Therefore, designing a secured reusable IP corecdavolutional layer is
relevant and could be used during CE system designs. Further, proposed
design architecture is secured with facial biometric and is capable of
computing twepixel values (corresponding to one kernel) of the feature map
(convolved imge) in parallel corresponding to the input image. As shown in
Fig. 5.1, in the proposed secured reusable IP core of convolutional layer used
in CNN, input matrix/image (containing complex features) is convolved with
0K=36 filters and-Dlkamvolves imggesifeatura maps g 6 K

(one feature map corresponding to one kernel independently).

Further, a 2x2 size pooling filter with stride 2 is processed over each feature
map separately to obtain pooled images (K, corresponding to each feature
map). Nex, the output from the pooling layer (reduced matrix based onr max
pooling) is fed to FC layer. Finally, the object containing particular curve is
being detected/observed (pixel values corresponding to curve are higher/non

zero, which represents the detewtof object).

5.2.4. Process for Generating Scheduled Data Flow Graph of

Convolutional IP

Suppose an input image is of size PxQ (size of the input matrix is PxQ and is
denoted by [I]) where each pixel value is denoted pyiAnd j varying from

0 to R1 and Q1 respectively)
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Wher e, OAG6 represents the intensity ve

image. Further, a generic kernelBiltmatrix of size mxn is denoted By
In case of 3x3 size filters for curve detection, three kernel matrices [H] of size
3x3 is represented as follows:

ahy, hy, b,

[H]=ob, hi h,
L, h h,

ahZ, h2, e,
[H,]=5h% h2, ke,
@, hy h,

&, hg,
[H]=2h% h K,
@, hy h,

doocoo
Yo oo
Joocoo

Where, [H], [H2] and [Hs] represent the curve detection kernels/filters.

Further, pixel values of the kernel are representel bWh e rpegd 6var i es

from O to 2 and 6t06 denotes kernel [/ fil

In the proposed convolutional layer IP conethodology 6 scsa@ame ol ut i on.
is performed. I n order to perform sam
is augmented by adding zerows and zera@olumns based on the following

rule:

p=(59 (5.9)

Wher e, 0S® ofs Kérenesli,z i .e., S=3 for :
number of zero rows/columns to be added on each side of input matrix (top,
bottom, left and right). Therefore, pgsadding size of the input matrix is

increased by 2, as shown below:

0 0 0 0 o0 0 08
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Wher e, OMI N6 is the di mension of augme
size (P+2)x(Q+2). Further, a generic representation of augmented matrix post

applying padding using (14) is shown below:

a lo lo I o2 ) 0
&| I I 5
& 1o 11 12 <) 0
@ 0
[I]_%Izo I 2 o) 0
& : A
& A%
0

Fogo T Twae RN

Pixel values from this matrix are denoted)oyy, wher e O6ud and O6v
0 to M-1 and N1 respectively. For an input matrix (augmented) of size MxN,
and for O6Ko6 filters of size min, size

the following equabn:

gM-m+1) x(N-n+1) gK (5.9)
Further, output matrix of the same convolution between input matrix and
kernel matrix is denoted by [O] whose dimension are same as that of input
matrix prepadding (i.e., PxQ). Outputixel values of 2D convolution are
denoted by/ where O6yo6 vam+lg@®-ntHiHld¢mad dt @ z §

represents the number of output feature map corresponding to kernel.

Output value of each element/pixel corresponding to output feature map is

denoted by and is evaluated as follows:

M, m = upper valué N, n = upper value

Oy = a e a IMNmen
M, m = lower value@ N, n = lower value (51@
In the proposed approach two sliding window of kernel matrix simultaneously
convoles over input matrix to compute tvypixel outputs in parallel. Two

pixel outputs are computed as follows:

M=28N=2 M
Toutput:Q =3 £ 3 |, xH,, 2"output: Q=& LG | xH,,
M=03h=0 M=t =0
m=0Cn=0 m=0Cn=0 (5.1])

By expanding the equation.01) to compute both output pixel values

(assuming for kernel 1) will be calculated as:
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O1=g|01 :hloo) ("'02 h%]) (I & h10938
gIMS hlm) '(Ilz Wlu) (I"is hll% a

g|213h120) (Izz h”‘lzl) (|+23 hlz? (5.12

Where, each product term iB.02 is represented a3 (  "Q ); where each
pixel value in the input matrix and each kernel value in kernel matrix is

represented by andE respectively. During the computation of the first

two-pixel values and/ usi ng 313 kernel, values of
0Oto2 . Further, it i s shown) fishaiddframhe sub
0 to 2 for pixel output/ and varies from 1 to 3 for pixel output .
Subsequently, in the remaining computations of the same row, maximum
value of Obd Howwego tphtovBAlue of 06ab
the first row of output matrix. Subsequently, for computing output value of the
next row of the output matri x, l ower
1. Subsequently, in the remaining computations ofolput, the maximum

val ue of 0 a 61. Rased on&.22, dafa tflaw gr&iph (DFG) of

proposed convolutional layer IP core corresponding to each kernel is prepared

that compute two output value in parallel as shown in 5. Furthermore,

total sk pixels are being computed in one execution (two pixels corresponding

to each of three kernels).

5.3. Demonstration on Generating Secured Convolutional IP

Datapath Design usingFacial Biometric

Subsequently, the DFG is fed as input to the HLS process to derive register
transfer level (RTL) datapath design of proposed convolutional layer IP core.

Total six data paths are prepared. In the proposed approach the basic steps of
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Fig. 5.2. Data flow graph (DFG) of proposed reusable IP core with filter kernel of siz¢
and UF=2

the HLS are inspirefom [12], while the securitypased HLS steps has been
performed using our custom designed publicly available tool called
6faci ometric h a o 850 am¢eoversle LS rflowt of the
proposed approach for designing secured convolutional layer in CNN is show
in Fig.5.3. As evident in Fig5.3, in the proposed HLS flow following are the
steps to implementhe proposed methodologyn HLS and design the

corresponding six datapath:

a) first derive the DFG of the convolutional layer using feature map generation
process (by performing convolution between input image matrix and several
kernel matrices), followed by mathematical description of the convolution

operation using parallel sliding window.

b) input facial biometrics and design space exploration (DSE)rjedess are
fed in the proposed design flow in order to generate the facial signature and
perform design space exploration respectivblgte the details of the facial

signature generation as@ownin Fig.5.4 and Fig5.5.

c) thedesign space exploration produces 4oost resource configuration
which is used to perform scheduling of the DFG based on LIST scheduling
algorithm. Subsequently, allocation and binding of resources is performed. For
example, the resource configurationedsfor performing scheduling is
assumed as one multiplier (M) and one adder (A). The respective scheduled

data flow graph (SDFG) of convolutional layer IP core is shown in 3.
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Fig. 5.3. HLS flow of the proposed approach for designing secured convolutayel IP
core in CNN

From the scheduled data flow graph, the corresponding register allocation
table is constructed that comprises of the storage variables and its respective
allocation to different registers. The demonstration of constructing the register

allocation table from the scheduled data flow graph is explained iosdti

d) subsequently, the facial signature is converted into respective hardware
security constraints using an encoding rule. These security constraints are
embedded on the obtained register allocation table. As a result, the security

embedded registetlacation table is generated.

e) the next step is to perform datapath synthesis with the aid of determining
the multiplexing scheme of each functional resources as well as the registers
(obtained in the security embedded register allocation table). Faolldye
determining the timing specification and development of secured datapath of
the convolutional layer IP core.

5.3.1. Facial Signature Generation
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Fig. 5.4. Details of &cial biometric approach for securing convolutional layer IP core

The details of the facial biometric hardware security approach integrated with
the overall HLS flow is shown in Fig. 5.Bollowing are the major steps:

a) capturing the faal biometric of the authentic IP vendor and representing its
corresponding image with grid size and spacing.

b) designating nodal points and assigning naming conventions based on the

vendor selected feature set.

C) generating image with facial featureteseed by IP vendor as shown in Fig.
55.

d) determining feature dimensions for the chosen features between nodal
points, followed by converting the respective feature dimension into binary

format.
e) generatindgacial signature based on the IP vendor decided feature order.

f) generating thesecurity constraints using encoding rul®llowed by
embedding the generated security constraints into register allocation table of

the HLS design flow. This results intccfal signature implanted RTL design.
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The demonstration of securing IP core through facial biometric is shown

below:

At first, facial image is placed on specific grid size thereby eliminating the
effect of face shift/movement. Subsequently, facial features are decided by the
IP vendor to be converted into facial signature. Each feature is marked using
nodal points and &ir naming conventions are made. Furtherpatinates of

each feature points and their corresponding feature dimensions are obtained
using Manhattan distance. Subsequently, feature dimensions are converted
into binary. Finally, facial signature is derivéxy concatenating the binary
information of each feature (numerous ways to ordering of features are
possible before concatenation). For the facial image shown in5Eigthe
generated facial signature based on a chosen concatenation order as shown

below:

HFH = Height of Forehead | WNR = Width of Nasal Ridge (P2

(P1i P2) P11)

IPD= Inter Pupillary Distancg ~ WF = Width of face (P9 P10)
(P3-P4)

BOB = Bio- Ocular Breadth HF = Height of Face (P P18)
(P51 P8)

IOB = Interi Ocular Breadth| WNB = Width of Nasal Base (P13
(P67 P7) i P14)

OB = Ocular Breadth [(Pb NB = Nasal Breadth (P12P15)

P6) or (P7 P8)]
OCW = Oral Commissure WidifiP161 P17)

Fig. 55. Generated image with facial features based on noc
points
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(HFH) &(IPD) &(BOB) &(I0B) &(OB) &WNR) &(WF) &HF) &WNB)
&(NB) &(OCW)

The corresponding facial signature corresponding to above concatenation
order is shown below (refer to the table in TahiB:

1000011110100m010000010010111110101011110011001011001001101
0101000

In the generated facial signature, total number of bits is 84 (#0s=39 and #1s
=45). Further, the proposed convolutional layer kernel design is having 3
filters/kernels (K=3) and each of the kernel is unrolledcéw(UF=2).
Therefore, total 6 data paths are formed and correspondingly facial signature is
also bifurcated into 6 parts (14 bits each). Decision rule for deciding which
portion of the signature (signature bits) is to be implanted in which datapath is
shovn in Table5.1 Based on the above decision rule, signature-Jpast
selected to be implanted into datapath number 2 of kérn8ubsequently,
remaining signature parts are also implanted in corresponding convolutional

layer reusable IP core datapath.

Facial biometric has been integrated in the proposed approach for hardware
security because of several advantages than the-ofttte-art hardware

security approaches [12], [13] such as:

(i) Facial signature is generated based on naturally unique features (formed

using nodal points) of an individual/IP vendor thus it is not possible to reuse

Table 5.1Decisionrule mbedding of apecific 14bit long signaturepart into aparticular
datapath of R kernel isshown usingcolor mapping)

Signature Evenodd representation  Decision rule: Datapath number of
(14 bits each) based on signature par| {datapath number| respective kernel (obtained
number of k" kernel + using corresponding SDFG
(unrolling in which facial signature is
datapath #1, implanted
unrolling datapath
#2)}
10000111101000 Part(1A odd), {1+(1,2)} = {2,3}; kernetl and unrolling
datapath #1
00100000100101 Part(2\ even) 2A even 3A odd kernetl and unrolling
datapath #2
11111010101110 Part(3\ odd), {2+(1,2)} = {3,4}; kernel2 and unrolling
datapath #1
10011001011001 Part(4A even) 3A odd, 4A even kernet2 and unrolling
datapath #2
10011010101000 Part(5\ odd), {3+(1,2)} = {4,5};
) 4A ) 5A odd kernet3 and unrolling
datapath #2
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and replicate the facial signature.

(i) Even if an adversary accesses the facial signature slheowibe able to
regenerate exact signature because of several secret parameters which are not
known to her/him such as: grid size/spacing, chosen features set by the
designer, ordering of the features before concatenation, decision rule chosen
by IP desgner to generate security constraints and how the facial signature is

implanted into convolutional layer kernel datapath are also unknown.
(iii) It is capable of detect pirated/counterfeited IP core versions.
(iv) Produces zero design overhead post emibgddcial signature.

(v) Yields a much lesser Pc value and higher tamper tolerance value as
discussed in the results section, which is desirable. Thus, is capable of

ensuring robust security.

5.3.2. Secue Datapath Generation by Performing the EmbeddingFacial

Biometric based EncodedHardware Security Constraints

In order to secure the convolutional IP core design against piracy, facial
biometric driven encoded hardware security constraints are covertly embedded
into the designFor the sake of brevity demoration of embeddingof facial

signature parfi is shown below:

The signaturepat 6 100001111010006 contains 6
constraints for the above it signature are generated based on the proposed

encoding rule as shown below:

1 6 0 6 sias gimplafting an edge between even pairs of storage

variables.

T 616 signifies implanting an edge
into CIG.

Thus, generated security constraints are:

F or -bitg®) &V0-V2>, <V0-V4>, <V0-V6>, <V0-V8>, <V0-V10>, «V0-
V12>, <V0-V14>, <VO-V16>

For -bigAl<¥/1-V3>, <V1-V5>, <V1-V7>, <V1-V9>, <V1V1l>, <V1-
V13>,
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Fig. 5.6.Scheduled DFG of proposed convolutional layer IP core with kernel of size 3x
UF=2 based on 1M, 1A resources

Based on the above encoding rule, security constraints for the other parts of
signature (paf2,3,4,5,6) have been generated. Subsequently, from the
scheduled data flow graph, shown in Figf, of the convolutional layer IP

core in HLS design flow, the corresponding register allocation table is
constructed that comprises of the storage variables and its respective allocation
to different registers. The generated security constraints are eetbeéald
corresponding register allocation table using the decision rule (shown in Table
5.1). The modified register allocation table containing the embedded security
constraints is then constructed as shown in TalleThe original assignment

of storage vaables into registers (prembedding security constraints) is
highlighted in grey, while the assignment of storage variables into distinct
registers (posembedding security constraints) due to local transformations

made to accommodate covert securitystaaints is marked in red color. Table
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Table5.2 Registerdlocation ofproposedconvolutionallayer IPcore (artial view post
implantation)

Registers IR R2| R3 RO Re IR R0 | R0 R17 | R18
co | vo | wvi

c1 | v2 | ve|va|va N

c2 |valve|vs| - [vi]we] - | -

ca | w6 |ve| | -]ve| - [via]ve

ca |vaolvio| - | - | -] < [wviz| - [vis|vie

cs |vaa|via| - | - [ -] -] < vz

c6 | vis

ct7 |vee| |-l <1 <1 <1< 1-Jvs|[ ~]-
ce |vee| — | - |- || -] 1T T <1 <1-1<Tva]va
co |wvao| - |- -[-[-[T-1T-1=1<=1-1="vss
clo | va4

Il represents the register allocation of datagatf kerneil where, VO to V34

are the storage variables that are bei
different control steps depending on their liveness (represented using different
colors). Furtler, CO to C10 are the number of control steps required for
scheduling the secured design. Further, it is evident from the register
allocation table that no extra register is required for implanting covert secret
facial information. Subsequently, all datépaorresponding to each kernel are
designed using the proposed HLS flow discussed earlier in section C. All the
datapath circuits have been manually designed using the facial biometric based
secured HLS design flow described in Fsg} and Fig.5.3 respetively. Fig.

5.8 represents the datapath of secured reusable IP core corresponding to
signature parl. Based on which secured convolutional layer reusable IP core
data paths are designed as shown in Fig.and Fig.5.8 (two datapaths of

first kernel fa enabling the parallel computation of two output pixels).
5.3.3. Challenges of the Work

Following were the challenges of the proposed approach which were carefully

considered during design and implementation:

1. The facial biometric signature generated in @giproach depends on the

chosen feature set by the IP vendor. Careful choice of the number of features
and the type of feature selected were very important for generating robust
hardware security constraints corresponding to the facial biometric signature.
This is because the right choice of facial features for securing the CNN IP core

impacts the robustness of the security and design cost overhead.

87



2. Carefully designing the encoding algorithm for converting the facial
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biometricsignature into hardware security constraints was very important for
producing a large size of the number of security constraints. More the number
of security constraints generated; more is the amount of digital evidence
embedded in the CNN IP core for seng against IP counterfeiting.
Therefore, careful designing of the encoding algorithm was very important

from the perspective of security.

3. Carefully choosing the scheduling algorithm for scheduling the DFG of the
convolutional layer IP core was impanta as scheduling affects the design
latency of the IP core which in turn affects the design cost. LIST scheduling
algorithm (which is resource constraints driven) was chosen amongst other
scheduling algorithms (such as ASAP, ALAP etc.) in order to integréth

the design space exploration module. This enables optimization of the final

design cost of the CNN IP core.

5.4. Demonstration of Hardware-based Convolution process

using Proposed Convolutional IP

The proposed approach processes the input image (in form of matrix) and
convolve with three (K=3) kernels/filters in parallel using customized secured
reusable IP core and thereby detecting edge/curve corresponding to each filter.
Proposed approach compsitévo pixels in parallel corresponding to each
kernel, thereby is capable of enhancing the computation process of
convolutional layer. For the sake of brevity entire process has been expressed
in three phases such as: convolutional layer phase, poolieg ¢ fully
connected layer phase. As shown in FB@(a), an input image of which
features (specifically curve/edges) are to be detected is marked using yellow
color and is of size 8@24. The sub region on which the filter starts
convoling is called a receptive field. Further, receptive field/ subregion of
input image is marked using green and brown color corresponding to parallel
computation of two output pixel values. Further, threB Zonvolutional
kernels of size 83 are defined and weights aresmned to them. Kernel
detects the shape as per the pixel orientation and their weight value.
Consequently, in the input image, if there is a shape that generally resembles

the curve then all the output pixel value will be reamo/higher as a response
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of kernel. The output pixel value is the resultant of dot product between
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receptive field and corresponding kernel. Further, it is evident from
convolution matrix of the convolved image that pixel values (represented in
double datatype) are higher for tkernel responded portion. Furthermore, if

the input image does not resemble or partially resembles the curve
corresponding to kernel then output pixel value will be zero/lesser. Therefore,
if the curve lies in the input image, then the output pixel vatoessponding

to output feature map will be higher. As the same convolution is applied
therefore the size of output matrix will also be same as input image matrix pre
padding. Post convolution, convolution matrix/output matrix of the convolved
image is geerated corresponding to each kernel. Partial portion of the output
matrix/feature map is presented in phaswhich is also of size 8@24.
Hence, feature maps corresponding to kernel are generated independently as
output of convolutional layer. Post exéiom convolved imagd,2,3 is
presented here and resulting images are different from each other because of

different filter extracting different feature.

In the next phase, each feature map is processed through pooling layer
independently. Pooling employx?2 filter with stride 2 to reduce the spatial
dimension of outputted feature map from convolutional layer. Further; max
pooling is employed which results only maximum value from the receptive
field of convolved image corresponding to pooling. As can limerved from
pooled matrixl of the convolved image, pooled matrix size is reduced to
43x62 and its pixel value is maximum ok2 matrix marked in green/dotted

line. Subsequently, pooled matrix/images corresponding to each feature map is
obtained.

Output structure of convolved image and pooled image corresponding to
different kernels (kerne€l,2,3) employed in proposed convolutional layer
reusable IP core used in CNN is presented in 5@(b). Thus, lowlevel
feature such as curves (if present in inpuage) are reported as output of
feature detection process of the CNN pasicessing through fully connected

layer.

Furthermore, the computational complexity of CNN is not only dependent on
the dimensions of the space, but also the total number of loo#dars of the

optimization problem such aseight vectors and biag-urther, ReLU and
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Fig. 5.9(b). Qutput structur€image matrix representation) of convolved image and pool
image corresponding to different filters (1,2,3) used in proposed CNN convolutional la

learning rate are additional parameters that can also impact the performance
(convergence speed) of CNN netwoidathematically, the computational
complexity for performing the training in CNN that is dependent on the
dimensions of the space which is thetat number of parameters in
convolutional layer. It is the product of the number of the parameters of the
output activation maps (output volume) and the number of parameters of filter

kernels. It is described as follows:

W ¢O Y pzu zYVEYVO (5.13
WherV, id the i nputDO6v dlsumer & micasdedti Bnégz € i,6z
the fgdl tiesr ,t he Kstairdethaednodomber of fi

approximate run time complexity fgperforming training varies between ~50

sec to ~148 sec

5.5. Summary

This chapter presentednavel approach fodesigning secured reusalfié&NN
convolutional layer IP core using facial biomethased hardware serity.

The computationally intensive procesd convolutional layer has been
targeted in the proposed approadh this approach facial signaturef
authentidP vendoris implanted during HLS phase of design process to enable
detective control against IPpiracytounterfeiting and minimizing the
implementation complexity. This ensures the safety of end consumers from

unreliable and unsafe components integrated in CE systems. Therefore, the
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proposed approach offers both customized secured convolutional layer
reusable IP core which greatly acceleratee butput pixel computation
process for curve detectionand robust security against IP
piracy/counterfeiting The presented methodology was proven to be more
robust in terms of security than recent similar wobased on hardware
steganography and encrygtdigital signatureThe experimental results of the
proposedmethodology to design secured convolutional IP doas been
discussed andnalyzed in the chapt8rof this thesis.
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Chapter 6

Retinal Biometric based Secured JPEG-Codec
Hardware IP core designfor CE systemsusing HLS

This chapte presents anovel methodology for designing secured JPEG
compressiofdecompression(CODEC) hardware IP core using retinal
biometric. The retinal biometrigecurityenables robusind seamless detective
control against pirated IP versionsefore their integration into consumer
electronics (CE) system# order to achieve robust security, retinal biometric
driven encoded hardware security constraints are embedded into the design
using highlevel synthesis (HLS)These embedded retinal biometric based
hardware security constraints are responsible to discern and eisolat
fake/pirated IP versiondhe detective control against pirated IP versions is
crucial. This is becauségke/pirated hardware intellectual prope(ty) cores
integrated in consumer electronics systems can cause reliability hazards and
jeopardize the safety of end consun¥ére «isting approaches do not provide
robust security against replication or evasion of IP detectesulting into
higher prolability of coincidence (Pc) and lesser tamper tolerance (TT)
compared to the proposed approach. Further, compared to existing biometric
based hardware security methodologies, the proposed approach provides more
distinctive features and does not requiregsm@nhancement; while compared

to nonbiometric based hardware security methodologi€se proposed
approach provides natural unigueness andraphcability of features through

retinal image.

Amongst the different design objectives of hardware IP caveb 8s: a)
optimization b) security and c) reliability, the security parameter plays a very
crucial role in ensuring the authenticity of tdesign 6], [17]. A pirated
design may render an kbre vulnerable to different security threats such as
countereiting and cloning19]-[23]. Therefore, in order to detect IP piracy, an
embedded robust secret security mark can play an important role in detecting
the pirated IP cores during detection procesd],[325]. The chapter
demonstrates the retinal biometbiased robust hardware secuafyproach on
JPEGcodechardwarelP core.Digital signal processing (DSP) cores such as
JPEGcodec is one of the computationalhtensive hardware IP cores that are
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widely used in applications such as image and video conipness
decompression of camera devices. The proposed approach can also be applied
to any DSP and multimedia hardware IP core designs such as finite impulse
response (FIR) filter, infinite impulse response (IIR) filter, discrete cosine
transformation (DCT), dicrete wavelet transformation (DWT) and motion

picture expert group (MPEG) etc.

Outline of the chapter is as follows. The first section formulates the problem.
The second section discusses thgnal biometricbased hardware security
approachunder following subsections: importance for consumers and CE
systems,motivation and merits of retinal biometric and overviel the
approachFurther, the third section demonstrates automatic detection of retinal
feature pointsfor digital template genation under following subsections:
capturing retinal biometric with [P vendor specified grid Apacing
automatic feature extraction from retimaageand generation of nodal feature
points generating retinal image with IP vendor selected featuretspaind
generating retinadligital template The fourth section demonstrates the design
flow for generating secured JPE®dec IPusing retinal biometricunder
following subsectionsigenerating retinal biometribased secret hardware
security constraints, emerating secured RTL design, detection of retinal
biometric security mark into the design and security properties/parameters of
retina biometric based security methodolodyinally, the fifth section

summarizes the chapter.

6.1. Problem Formulation

Given thefunctional description/transfer function of JP¥Gdec hardware [P
module library, resource constraartd retinal biometric of genuine IP vendor
along with the objective otlesigningsecued reusable hardward& using
retinal biometric securitggainstthe threats opiracy.In case of IP piracy, an
adversary designer in a thipdrty design house may illegally pirate the IP
without the knowledge and consent of the designer (original IP vendor).

Therefore, it is crucial to ensure the robust security againacy threat.

6.2. Retinal Biometric based Hardware Security Approach
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Theretinal biometric based hardware security is discussed under the following

subsections:
6.2.1. Importance to consumer and CE systems

The reusable IP cores are the indispensable partooSumer electronics
systems. Therefore, the security of such IP cores must be ensured to secure CE
systems and thereby safeguard the end consumers. The proposed retinal
biometric features driven hardware security approach ensures the same
through its seaity features. It enables the robust detective control of
counterfeited IP cores through the embedded retinal biometric signature,
before their integration into system on chips (SoCs) of CE system. Thus,
ensuring the integration of secured and authentic s@&iems; it thereby
safeguards the end consumer against the usage of fake or counterfeited
designs. Counterfeited designs may contain malicious logic, which cause the
unreliability in respect to their functionality and also may cause safety hazards
to endconsumers. The IP cores integrated with authentic retinal biometric
signature are genuine and therefore can be used to discern between original
and counterfeited versions. Therefore, the proposed approach, by enabling the
seamless detection of counteréeitlP cores, impedes the integration of fake

IPs in the CE systems and assures the use of only authentic designs. Thus,
proposed security methodology ensures the safety of end consumers by

providing the robust security to the underlying the IP cores isyGEms
6.2.2. Motivation and Merits of retinal biometric

The proposed approach overcomes the limitations of the existing biometric
and nonrbiometric based approaches for securing hardware IP cores. More
specificaly the proposed retinal biometric hardwaecurity approach offers

the following benefits over other related approac8&k [34], [37], [39]-[41],

[95]:

1) Merits of retinal biometric over other biometric approaches used for
hardware security such as fingerprint, palmprint and facial biometfl [
[41], [95]:

a) retinal biometric does not depend on any external factors such as dirt and

grease as retina is not exposed to external environment (is situated at the
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back side of the eye) thereby offering a safe biometric; whereas in case of
fingerprint and facial biometric, grease, dust and several other external
factors may affect the accurate biometric feature extraction process during

signature generation.

b) due to higher signature strength of retinal biometric, it results into lower
probability d coincidence and higher tamper tolerance as compared to

facial and fingerprint biometric based hardware security.

c) in case of retinal biometric, it is highly impossible for an adversary to
capture the retinal image without the consent of an individMakreas, in
case fingerprint biometric, fingerprint spoofing and in case of facial
biometric, capturing the facial image is possible for an adversary without
the consent. Therefore, retinal biometric is aptly suitable for securing the
hardware IP cores as integrates the highly robust and secured retinal
signature (of authentic IP vendor with his/her consent) as compared to

fingerprint and facial biometrics.

d) retinal biometric characteristics are highly distinctive (even in case of

twins) as compareaftfacial and finger characteristics.

e) retina scans are more accurate than fingerprint based biometric and does

not require any image enhancement using fast fourier transform (FFT).

f) moreover, in contrast to handprint biometric (palmprint), proposeéthtet
biometric based methodology offers more robust security strength against

IP piracy due to the following:

i) retinal biometric comprises of highly distinctive and larger number of
feature points which in turn results into retinal biometric templaté wi
higher signature strength. This therefore enables the generation of larger
number of secret security constraints to be embedded into the target design
(ensuring robust security in terms of lower Pc and higher TT as desirable
against piracy and brute for attack respectively).

i) retinal biometric cannot be captured without the absolute consent of an
individual compared to palmprint biometric during signature generation

process. Therefore, due to inherent security of retinal biometric in terms of
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distinctiveness and larger biometric template, it enables more robust and

seamless detective control against IP piracy than handprint biometric.

2) Merits of retinal biometric over digital signatut®sed hardware security
approach 39]:

a) retinal biometric esures uniqueness of generated retinal signature as it

comprises naturally unique retinal features. Whereas, in case of digital

signaturebased approach uniqueness of generated signature is not always
guaranteed, although the algorithm is more complex coedpa proposed

retinal biometric approach.

b) retinal signature generation process involves the IP vendor selected
unique retinal features (which cannot be replicated), whereas digital
signature generation approach depends on several factors such asgencod
rule, hashing algorithm, private key for RSA encryption which can be

compromised by an adversary with some efforts.

c) it is highly impossible for an adversary to replicate the retinal signature.
Whereas, in case of digital signatirased approach, iihay be possible by
exploiting the private key through brute force attack and compromising the

encoding rule with some efforts.

d) retinal biometric signature is namilnerable as it incorporates naturally
unique retinal features (decided by genuine IRdee during signature
generation). On the contrary, digital signatbesed approach involves key
based security technique which renders it vulnerable to theft and key based

attacks

Further, he proposed approach is also effective in following scenarios: (i) it is
effective for enabling the detection of ICs with poor specs when relabeled as

ones with better specs. Detection in this scenario is performed by
backpropagating the IC upto the intendedel of design form to trace the
implanted authentic retinal biometric signature. If the ICs with better specs are
secured with vendoro6s retinal bi ometri
security constraints in the register trandéarel (RTL) form of IC undeitest,

the genuine IC can be discerned and isolated from the fake ones. (ii) helps in

isolating the designs containing malicious logic before their integration into
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CE systems (If a rouge IP supplier has already implanted malicious logic and
selling such fake IPs to the system integrators). In this scenario, proposed
approach helps in discerning such fake IPs as they would not contain the
genui ne vendor 06s authentic security
detection process is not possitiler om an attacker 6s per sp
threat model addressed in the proposed approach is equivalent to DY
adversary model where the security and robustness of the system is preserved
despite adversary having the capability to intercept/access #istoped

retinal image [¥]. This is because, in that case it is not possible for him to
exactly regenerate the implanted encoded hardware security constraints due to
several additional security layers of the proposed system (discussed in details

in section 6.4.4.
6.2.3. Overview

The proposed retinal biometric based hardware security approach enables the
robust security of IP cores agairtste threat ofpiracy. It enables sturdy
isolation of pirated IPs during piracy detection process. The proposed
approach integrates retir@ibmetric of genuine IP vendor in order to generate
secured JPE®odec IP core (RTL datapath or soft IP core) as shown in Fig.
6.1. The proposed approach feecuring JPE&odec IP core using retinal
biometric isdiscussednto two modules: a) retinal digil template generation
module b) secured RTL datapath generation of Je&d&c. Firstmodule is

responsible for generating the secret security constraints corresponding to the

Module-1 Module-2

Digital template generation '
using proposed algorithm

Functional
description of
JPEGCODEC

Resource

Retinal feature extractiol

block constraint

Retinal Signature
generation block

101. 11 Signature
embedding block

 —t—

Retinal signature implanted RTL datapath of JREGDEC DSP IP cor

Module
library

Secret constraints

Input retinal image

Fig. 6.1. Overview of the proposeetinal biometric based hardware secunitgthodology
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true retinal signature (post feature extraction process). In this module
binarized retinal image of a specific size (region of interest) is taken as input
to the feature extraction block. This results into locating the feature nodal
points corresponding to bifurcation and branching on the binarized retinal
image. On a vascular struce of retinal biometric image, if a vessel is
bifurcated or split into two vessels (approximately of similar pixel width) then
it is known as branching and if a new vessel formation occurs where a minor
(smaller pixel width) vessel grows or comes out franmajor (wider pixel
width) vessel, it is known as bifurcation. Subsequently, this output is fed into
the retinal signature generation block, from where the retinal biometric based
digital template is generated. Next, the corresponding covert security
corstraints are generated from the digital template using encoding algorithm.

The next module is responsible for embedding of the generated covert security
constraints into register allocation phase of HLS framework thereby
generating the retinal signatumaplanted secured JPEtadec IP core. This
module accepts the following inputs: (a) library (b) resource constraints (c)
functional description (high level description or transfer function represented
as DFG) of JPE&@odec (d) generated covert security domsts from
previous module. The corresponding output of thaduleis retinal signature
implanted robust secured JP¥Gdec IP core. The details of this module have

been explained in sectidh4.2

The flow of the proposed IP retinal biometric approach for generating a
secured JPEGodec design is shown in Fig2 and Fig6.3. The major steps
of the proposed approach are as follows:

1) At first, in the preprocessing phase the captured retinal hicned IP
vendor/designer is used to obtain the binarized vessel structure of retina. The

binarization process is used for the same.

2) The region of interest is cropped/selected from vessel structure of retinal
image and is subjected to designer setesfeecific grid size and spacing. For
example, optic disc/optic nerve in the retinal image can be used as the region

of interest, as it serves as the root of the retinal nerves (and blood vessels).
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Fig. 6.2. Details of the proposeetinal biometric based security

methodology

3) The retinal features are located/extracted by applying our kernels matrix of

branching and bifurcation feature points on binarized image. Due to

uniqueness of retinal vessel structure for each individual, gmmetric

properties of bifurcation and branching point can be used to generate unique

retinal template.

4) The IP vendor decides the retinal features to be converted into the

corresponding retinal signature. Based on the chossorés, feature points

are selected on the retinal image. In the proposed approach, the IP vendor

selected retinal features considered are branching and bifurcation. The

Extracted retinal feature

\ 4

a) Branching point b) Bifurcation points

Determine feature set of retinal ima

Magnitude using

Manhattan distance,

Feature order decidg¢

Forall[——» ¢
feature Evaluate dimension of eac
points feature point
Representation déatures in binarized fori
Concatenation of features

by IP vendor

Retina based digital template

Fig. 6.3.Details of signature generation block used for retinal
biometric based digital template generation
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vascular bifurcation and branching in the optical disk of the retina are
considered ladmark geometrical features that encompasses vessels centerline
and width information. Since they are considered special junctions in the
retinal blood vessel where the vessel splits into two approximately equal width
vessels (branching) or if a new vesiggmation occurs where a minor (smaller
pixel width) vessel grows or comes out from a major (wider pixel width)
vessel, it is known as bifurcation. Therefore, an IP vendor selects the above
retinal features for securing the JPEG codec IP core. Thesal fettures are
automatically detected using convolution process. The convolution process
automatically detects the feature points of retinal image corresponding to
feature kernel matrix by scanning the retinal image from top to bottom and left
to right. Therefore, the feature extraction process accepts the kernel matrices
(decided by the IP vendor corresponding to branching points or bifurcation
feature points) and binarized input image matrix to generate the nodal feature

points by performing the convolah operation automatedly.

5) Next, the retina biometric i mage wi

generated.

6) For the selected retinal features, the feature dimensions are computed using

Manhattan distance metric.

7) Further, the IP vendor ddes the feature concatenation order in which the
retinal features are combined (concatenated) in order to generate the

corresponding retinal signature.

8) Using feature dimensions and selected order of features, the retinal

signature is generated as digitemplate.

9) Then the generated retinal signature (digital template) is converted into
corresponding covert hardware security constraints using an encoding

algorithm specified by IP vendor (not known to an adversary).

10) Subsequently, hardwasecurity constraints corresponding to the retinal

biometric are embedded into the design during HLS process.

11) Finally, the retinal signature embedded secured RTL design of-JPEG

codec IP is generated.
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The IP vendor can vary and select the retinal sigeastrength accordingly
(using concatenation of al |l feature p
changing cropped image sizes, slight tilting of cameras, or changing in
resolution. However, once retinal signature is formed (fixed), it is final for
emledding into the design and cannot be changed further as it is stored safely
for piracy detection process later. Since the retinal biometric information is not
recaptured again for piracy detection process, therefore these factors such as
change in croppedmage sizes, slight tilting of cameras, or change in
resolution do not impact the piracy detection process. Retinal signature of an
individual is always unique as the vessel structure is always unique for an
individual (even if they are twins). Furthermpnetinal vessel structure of

both eyes of an individual is also distinctive always. Hence the embedded
retinal signature into a hardware design can be used as a robust unique secret

mark to detect pirated desigersions

6.3. Demonstration o Automatically Detecting Retinal

Feature Points for Digital Template Generation

The process for generating retinal digital templatelésnonstreed under the

following subsections:

6.3.1. Capturing retinal biometric with IP vendor specified grid

size/spacing

The retinal imagesi a digital image of the retina, optic nerve and blood vessels
located at the back of the eye. The captured retinal biometric image (using
fundus camera with the following specifications: field of view of around 45
degrees and resolution of size (5684) of IP vendor is transformed into
binarized image for accurate featwtraction [7]. The retinal images size

pPPg = 368686 represents the pixel di mensi
from which the ROI (comprising of the optic disc/optic nermethe retinal

image and serves as the root of the retinal blood vessels) is selected. The
above retinal 3b&hd4gei si 2zakeh a56%a s amj
demonstration. However, a retinal image size with smaller or larger dimension

may also be cleen for embedding purposéNdte: due to advancement in
technology for capturing retinal biometric, many e#&syse devices with
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higher user acceptance rate are available for retina scanning. Retina can be
captured using 20D lens and a standard qualityeca also rather than uneasy
exposure of eye to infrared light in conventional retinal capturing dgvices
The obtained binarized retinal image is subjected to vendor specified grid size
and spacing in order to generate feature nodal points (bifurcatidn an
branching as shown in Fig.4) and corresponding coordinates of retinal
features accurately. This also helps during retinal biometric verification
process for hardware security, where the retinal feature coordinates and
dimensions (magnitude) would elgsibe regenerated from the pstored
original retinal image (with specific grid size and spacing). The process of
generating the cropped retinal image with grid size and spacing is shown in
Fig. 6.5. Where, Fig.6.5(a) and Fig.6.5(b) represents the captd retinal
image and its binarized form respectively, while Fach(c) and Fig.6.5(d)
represents copped binarized retinal image and its image with IP vendor

specified grid size and spacing

6.3.2. Automatic feature extraction from retina image and generation of

nodal feature points

(a) retinal feature as branching

eature as bifurcation
Fig. 6.4. orientation of retinal features (a) representing branching
feature point with central pixel marked in red, is automatically detected
feature kernel matrix (as shown in Fig.6) corresponding to branch
represented in yellow (b) representing bifurcation nodal feature point
central pixel marked in red, is detected using feature kernel matrix (as
in Fig.6) corresponding to bifurcation is represented in green.
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6.5(d) Retinal image with specific gt 6.5(c) Cropped retinal image of spec
size size (ROI)

Fig. 6.5.Placing ROI of retinal vessel structure into specific grid size
(Image_1)

The retinal feature extraction block generates the nodal feature points such as
bifurcation and branching points on retinal image matrix. The feature
extraction block accepts thellowing inputs: generated image matrix of
cropped binarized retinal image and our feature kernel matrix. The sample
kernel matrices corresponding to branching and bifurcation nodal feature
points are shown in Fig.6, where each kernel matrix is of sipén = 1B 5.

It represents the dimensions of kernel matrix used for convolution operation in
the proposed approach to automatically locate retinal features accurately. It
contains binary values 06006 indicating
high intensity pixels. Note: kernel matrix with lesser dimension may not be
able to detect the retinal features accurately, due to wider pixel length of
retinal blood vessels. The nodal feature points are generated by performing the
convolution process betweenopped retinal image matrix (as shown in Fig.
6.6(a)) and the kernel matrix. The convolution process automatically detects
the feature points of retinal image corresponding to feature kernel matrix by
scanning the retinal image from top to bottom and tefight. Therefore, the
feature extraction process accepts the kernel matrices (decided by the IP
vendor corresponding to branching points or bifurcation feature points) and
binarized input image matrix to generate the nodal feature points by

performing tle convolution operation automatedly. As shown in Big(b),
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the nodal feature points marked in yellow indicates the branching points and
feature points marked in green indicate bifurcation points. Note: the nodal
point selection sdatriadnedgyandicbdhbdasc hdibn
features of the feature set. The unselected part of the retinal image @®6Fig.

(b)) comprises of 6crossover6 feature
branching and bifurcation points. If an IP vendor wishes to ekpganfeature

set, then he/ she can include the thir:
set . In this proposed work we have co
features only, as these itself provide enough nodal points to result into
adequate stngth of retinal signature. Therefore, the output image matrix

with located nodal feature points is obtaingdich is used as the basis for

security signature generati¢explained in the subsequent sectjons

6.3.3. Generating retinal image with IP vendorselected feature points

After the completion of convolution process between cropped retinal image
matrix and the kernel matrix, the output image matrix with all the nodal
feature points of bifurcation and branching on retinal image is generated (as

shown in Fig.6.6(b)). Once this retinal biometric image is obtained, the

6.6(a) Cropped binarizecktinal

image matrix iSampIe kernel matrix correspondinghifurcationpoints
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6.6(b) Output image matrix with
located nodal feature points

Fig. 6.6. Automatic detection of nodal feature points (bifurcation and branching) for Im:
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vendor/designer decides the gt retinal features to be converted into
corresponding retinal signature to secure JRB@ec IP core. However, the IP
vendor can generate the retinal signature by selecting the retinal features in the
following ways: a) by selecting the bifurcation pairanly b) by selecting the
branching points only c) by selecting the both. Moreover, the number of
features is also decided by IP vendor (more the number of nodal features the
more the signature size/strength). Therefore, depending on the target
applicatiom to be secured IP vendor can choose signature of varying
sizel strength. Letdbs say the | P vendc
points and bifurcation nodal feature points for signature generation. Based on
the selected retinal features, nogaints are generated on the retinal image.

Fig. 6.6(b) shows the nodal feature points (branching points are designated
using yellow color while bifurcation points are designated with green color)

on the captured image (ROI) of a retina. There are totab8al feature points

(22 bifurcation points and 11 branching points) on the retinal image (based on
which the feature dimensions are computed as discussed in subsequent section
6.3.4). Hence, the retinal image with IP vendor selected nodal feature pmints i

generated.
6.3.4. Generating retinal digital template

Once the retinal biometric image with IP vendor selected features has been
obtained as discussed in the previous step, the dimension of each retinal
feature point is determined. In order to do so, first ttweordinates
corresponding to all features (selected by IP vendor for signature generation)
are determined. As each feature point is generated by applying the kernel
matrix to input image, the resultant feature matrix is also of same size as
kernel matrix. Havever, the center pixel coordinates of feature matrix are
considered for determining the feature dimensions. For example, as shown
earlier in Fig. 64 earlier, the center coordinates of feature matrix
corresponding to branching and bifurcation featuresesdufor computing the
feature dimension using Manhattan distance. Subsequently, feature
dimensions (magnitude) corresponding to all the feature points are computed.
The feature dimensions corresponding to IP vendor selected retinal feature

points are preseged in Table.1 Thereafter, all feature points (22 bifurcation
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Table6.1 Determinindeaturedimensions andeneratingetinal

signature
S.No. | Bifurcation Feature Binarize form Size
feature dimension (bits)
points
Bil (10,55) 55.90 110111.1110011001100110011 26
Bi2 (11,38) 39.56 100111.10001111010111000011] 27
Bi3 (29,35) 45.45 101101.01110011001100110011 27
Bi4 (45,122) 130.03 10000010.000001111010111000¢ 29
Bi5 (80,149) 169.11 10101001.0001110000101000111 29
Bi6 (81,178) 195.56 11000011.1000111101011100001 29
Bi7 (89,160) 183.08 10110111.000101000111101011f 28
Bi8 (105,125) 163.24 10100011.001111010111000010 28
Bi9 (108,162) 194.69 11000010.101100001010001111 29
Bi10 (116,123) 169.07 10101001.00010001111010111 26
Bill (119,101) 156.08 10011100.000101000111101011 28
Bil2 (121,7) 121.20 1111001.0011001100110011001 28
Bil3 (121,171) 209.48 11010001.011110101110000101 27
Bil4 (122,140) 185.69 10111001.101100001010001111( 29
Bil5 (123,169) 209.02 11010001.0000010100011110117 27
Bil6 (126,95) 157.80 10011101.110011001100110011( 29
Bil7 (127,157) 201.93 11001001.11101110000101001 26
Bil8 (139,63) 152.61 10011000.1001110000101000111 29
Bil9 (145,146) 205.76 11001101.110000101000111101 28
Bi20 (148,123) 192.43 11000000.01101110000101001 26
Bi21 (173,16) 173.73 10101101.101110101110000101 27
Bi22 (190,139) 235.41 11101011.0110100011110101117 27
Branching feature points
Brl (48,92) 103.76 1100111.11000010100011110117 27
Br2 (65,161) 173.62 10101101.100111101011100001( 29
Br3 (67,126) 142.70 10001110.1011001100110011001 29
Br4 (94,150) 177.01 10110001.000000101000111101 28
Br5 (117,140) 182.45 10110110.0111001100110011001 29
Bré (119,7) 119.20 1110111.0011001100110011001 28
Br7 (134,135) 190.21 10111110.001101011100001010( 29
Br8 (145,132) 196.08 11000100.000101000111101011 28
Br9 (166,92) 189.78 10111101.110001111010111000¢ 29
Bri0 (184,160) 243.83 11110011.110101000111101011 28
Bril (188,99) 212.47 11010100.0111100001010001111 29

points and 11 branching points) are converted into their binarized form.
However, in order to generate final retinal signature (digital template), features
are concatenated depending on tumcatenation order decided by the IP

vendor. For example, the generated signature for the retinal Image_1 is

obtained as follows:

a) Order of feature concatenation r et i nal features are ¢
Brl 2 Bi 2 ZXZBr 2xZBi 3é¢é. 2B ioiat2gnd bravchiegr e , b
feature points are denoted by 0Bi 6 an
concatenation operator. However, IP vendor can decide any of several possible

concatenation orders.

b) Number of features the signature security strength da@ improved by

selecting more number of retinal features.

The retinal signature corresponding to retinal image 1 is obtained by

considering all 33 nodal feature points.
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c) Signature generationthe generated retinal signature is:

n110111.11100mnm00101111000011010000111000D111.100
01111010111000010101101.10011110101110000101101.01110011001
1001100110001110.10110011001100110@0000010.00000111101011100
00110110001.0000001010001111643----11101011. 01101000111

(922bits).

Here theretinal signature strength of 922 bits represents the number of covert
hardware security constraints to be embedded in the register allocation phase

of HLS. The magnitude of 922 bits of retinal signature is directly obtained

from the 33 nodal points (rementing bifurcation and branching)
automatically detected from the retinal image using convolution operation.
Therefore, the obtained retinal signature size is 922 bits in which the number

of 1s are 478, number of Os are 411 and number of binary poind8.afdis

indicates 478 number of security constraints are added betweendddd

storage variable pairs V<i,j> of the register allocation table of the design
corresponding to bit 616. Similarly,
added between eveaven storage variable pairs V<i,j> of the register

all ocation table of the design corresp
security constraints are added between -reeper storage variable pairs

V<i,j> of the register allocation table of the desigorresponding to binary

poi nt 6. 0. The encodi6.8 Jghe retinalesignatsre s h o w
strength can be varied by adding/deleting features form the feature set, as it
would modify the number of nodal points on the retinal image. However,
dependhg on the design size (to be secured using proposed approach), IP

vendor can select (truncate) retinal signature size appropriately.

6.4. Demonstration on generating secured JPE&odec IP
using retinal biometric

In order to secure the IP design against piraemal biometric signature in

the form of encoded hardware security constraints is covertly embedded into

the design. The details of generating secured IP design are discussed under

following subsections:
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6.4.1. Generating retinal biometric based secret hardwag security

constraints

After generating the retinal digital template using proposed approach (as
discussed in sectiof.3.4), the bitstream (of 92it size) is converted into
secret hardware security constraints. The security constraintdefm)te the
number of bits of the retinal signature generated through the proposed
approach for embedding. Each bit of the retina signature indicates an artificial
edge inserted between two colors (registers) in the register allocation phase of
the desigrprocess. These covert artificial edges enforce storage variable pairs
to distinct register allocation. The secret security constraints generation
depends on the following: a) encoding rule specified by vendor/designer b)
functional description of JPEGode (depicting the number of storage
variables used to perform the operatioa
binary points) and d) the ordering of storage variables. The secret security
constraints generation corresponding to retinal signatureHBG&odec is
demonstrated through following steps:

1) Firstly, the functional description (transfer function) of JR&&@dec
framework is transformed into data flow graph. The $tgstep derivation of

the JPEG codec DFG from its transfer function is dised in section F.

2) Next, this DFG of JPE®Godec is scheduled using functional resources as
shown in Tablé.2

3) Subsequently, a register allocation table is prepared.

4) Finally, the hardware security constraints corresponding to retinal signature

are generated by using the encoding algorithm as shown in Gable

The generated security constraints corresponding to encoding algorithm for

signature bi tlsdé s( 6a4nldl 63 30 bbsi,n aérdy7 8pboi nt O

The secret security constraintsca s pondi ng to the numbe!

signature bitstream is:

V<0,2>, V<0,4>, V<0,6>, V<0,8>, V<0,10>, V<0,12>, V<0,14>, V<0,16>,
V<0, 18>, V<0, 20>, V<0, 22>, V<0, 24>, ¢ ¢
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V<0,200>, V<0,202>, V<0,204>, V<0,206>,
V<2,6>,¢éeé.€é,<6,8>, V<6,
The secret security

signature bitstream is:

constraints

V<0,208>,
10>,

V<2,4>,
V<6, 12>,

corr e

V<1,3>, V<1,5>, V<1,7>, V<1,9>, V<1,11>, V<1,13>, V<1,15>, V<1,17>,
V<1,19>,

V<3,

V<1,21>,
9>,

V<3,

V<1,238 ,
11>,

s

s 7

ééeéeé,

7z

s 7z oz

eeee.

V<1,

aV<9a

207 >,
153>.

V<3, 5>

Further, secret security constraints corresponding to the number of bitgary

0.

0

n

retinal signature bi
Table6.2 ASAP Scheduling (3+, 3*) of Macro IP of
JPEGcodec

CS | Opns | Opns Opns Opns Opns Opns

assign | assign| assign | assign | assign | assign
toM1 | toM2 | to M3 to Al to A2 to A3

1 1 2 3

2 4 5 6 9

3 7 8 17 10 11

4 18 19 20 12 13

5 21 22 23 25 26 14

6 24 33 34 27 29 15

7 35 36 37 28 41

8 38 39 40 42 30

9 49 50 51 43 44 45

10 52 53 54 31 57 46

11 55 56 65 58 59 47

12 66 67 68 60 61

13 69 70 71 73 74 62

14 72 81 82 75 77 63

15 83 84 85 76 89

16 86 87 88 90 78

17 97 98 99 91 92 93

18 100 101 102 79 105 94

19 103 104 113 106 107 95

20 114 115 116 108 109

21 117 118 119 121 122 110

22 120 16 32 123 125 111

23 48 64 80 124 129

24 96 112 130 126

25 131 133 127

26 128

27 132

28 134

29 135

30 136

Table6.3Encoding forgenerating theecretsecurity
constraints

Bit Encoding rule
1 Embedding security constrairtetween odebdd storage
variablepair V<i, j> of theregister allocation table
0 Embedding security constrairtgetweerevenreven storage
variablepair V<i, j> of theregister allocation table
Binary Embedding security constrairttetweend z € rna e g
point () storage variablpair V<i, j> of theregiger allocation table
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V<0,1>, V<0,3>, V<0,5>, V<0,7>, V<0,9>, V<0,11> V<0,13>,

V<0, 15>, ¢ééé. . ,V<0,61> |, V<0, 63>, V<O,

However,based on the different possible ordering of storage variables (sorted
increasing, decreasing, sorted as per control steps ordering, alternate ordering
of storage variables etc.), generating different combinations of security
constraints are possible. Fweth to enhance the security, an IP vendor can
encode the retinal signature bits into hardware security constraints in
innumerous possible ways. Finally, these generated secret security constraints
(as per designer selection) are embedded into design ér twdgenerate
retinal embdded secured JPEEdec design as discussed in subsequent

section6.4.2
6.4.2. Generating secured RTL design

Once the secret security constraints corresponding to retinal signature are
generated, embedding of the security constrairitsthe JPEGodec design

is performed in order to generate retinal biometric implanted secured- JPEG
codec designWe first discuss the general steps7§lof JPEG image
compression and its representation as a transfer fuffatational
description followed by deduction of its respective data flow graph generation

from its transfer function. Finally, the process of embeddirdiscussed
6.4.2.1. Functional description of JPEGCodec

The JPEGcodec is used to perform image compression and decompression.
The proess of computing first pixel of compressed image using JPEG

compressor is discussed below:

Stepl transform the input image (to be compressed) into matrix form (square
matrix form) of size MM, where each pixel value of the matrix represents the

pixel intensity value (6255).

Step2 perform matrix slicing and generate roverlapping matrix or block,
each of size 8. This is corresponding to discrete cosine transform (DCT)
function used in JPEG compressor which tak&8 §ize block in one single

controloperation.
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Step3 transform each 38 block of pixels using - DCT transformation

using following function:
T = (I *N) *16 (6.1)

Wher e, 0 | éDCT awefficienensatrix2(€hown in Fid.7), N denotes
88 size Dbl ock of rgmspose matrix cotrgspondiegpto e s e n

matrix | and T denotes the transformed matrix.

Step4 compute the first pixel value of
to compute T11, first we compute the output of first micro unit (IP1 of the
DCT units) t11 asdilows:

t11 = (i4*pll) + (i4*p21) + (i4*p31) + (i4*p4l) + (i4*p51) + (i4*p61) +
(i4*p71) + (i4*p81) (6.2)

where, in all product terms, first operand value indicates the coefficient value
of first row of coefficient matrix 1 and second operandicate elements of
first column of matrix N. Now the first pixel of compressed image is

computed using following function:

T11 = (i4*t11) + (i4*t12) + (i4*t13) + (i4*t14) + (i4*t15) + (i4*t16) + (i4*t17)

+ (i4*t18) (6.3)
Where, in all producterms, first operand value indicates the coefficient value

of first col umn of matrix | 6 and secor

of matrix | x N.

Step5 Now compressiorusing a quantization matrix is performed on each

DCT transformed 88 matrix block. Finally, by multiplying the first pixel of

DCT transformed matrix (T11) with qua
pi xel of compressed S&imlarly, etherimagemxeip ut ed

of compressed image are computed.

T e @ @ @ @ @ o.
“a a2 % ® e @ g
e 9 @ Q@ Q@ Q@ Q@ Q,
m R Q@ 2 0 9 R Q,
" R R R R R R ®a
m @ R @ @ ® @ o
p g R 9 9 @ @ Qv
W 2@ @ @ @ @a o g

Fig.67.2D DCT <coefficient r
elements indicate eighpoint DCT coefficients.
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Step@ In order to store the compressed image post quantization, following
operations are performed: a) convert the quantized image into 1D array using
zigzag selection of elements of image b) apply length encoding algorithm

to obtain bitstream of compressed image (to be stored).

Step7 In case if original image is to be reconstructed from stored bitstream of
compressed image through JPEG decompression process, following operations
are performeda) apply run length decoding b) inverse zigzag selection of

image elements c) inverse quantization d) inverse DCT transformation.
6.4.2.2. Data flow graph generation of JPEGCodec

As discusseth earlier section that the functional description of JRi6Gec is
transformed into DFG/CDFG. DFG of JPE@Gdec is shown in Fig6.8,
which computes the first pixel of the compressed image (post performing

Micro_IP1_output

o | | . 6 é ; P 18 é
plLl épl2 ép13 ePl4 €& .5 (P1 p17 6
N A N A A J
IP1 IP2 IP3 IP4 IP5 IP6 IP7 IP8
N N\ / N g/ \_/
129 [+ 130 + 131 - 132 ( +
+ +
135 + c
X1y , a
136( *
-
Xl/l 1 1" pixel of the compressed imag

Fig.6.8. DFG of JPEGCODEC IP core
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guantization). JPE@® core comprises of eight lslPs (microlPs, IP1 to
IP8). Each micrdP performs 16 operations (IP1 have 9 multiplications and 7
additions as shown in Fi®.8). Therefore, total operations are: operations of
one IP* number of IPs + operations between ml&® Hence total 136
opemtions are performed to compute the first pixel of compressed image in

JPEGcodec design IP core.
6.4.2.3. Scheduled Data flow graph generation of JPE&odec

Further, scheduling of operations, hardware allocation and bindings are
performed using resource constrainAs shown in Tablé.2, 3 adder and 3
multipliers are applied for scheduling the DFG of the design. Further, there are
136 operations in the design. However, 30 control steps are required to
schedule the corresponding data path using the following @sgonstraints.

Post obtaining the scheduled DFG of JP&gdec design register allocation
table is constructed which contains the following details: a) number of storage
variables (used to store primary and intermediate input/output values), b)
registers equired corresponding to storage variables c) control steps required
to generate the first output pixel value of compressed image. As shown in Fig.
6.9, register allocation contains the 73 different registers corresponding to 209

storage variables and 30rdrol steps.

6.4.2.4. Retinal signature embedded register allocation framework of
JPEG-codec design

After generating the secret security constraints corresponding to retinal
signature using encoding algorithm (as discussed in earlier section),
embedding is perfoned during register allocation phase of HLS process. In

order to do spsteps are as follows:

1) first perform the mapping of retinal signature template of IP vendor selected

size into secret security constraints using encoding rule.

2) generate securigonstraints corresponding to 411 zeros, 478 ones and 33

binary points of retinal signature.

3) embed each of the security constraints into register allocation framework.
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Further, constraints embedding rules are: If any two storage variables are
executing in same control step, then they cannot share the same register.
Further, if any two storage variables are executing in different control steps,
then they can share the registdfer example as shown in Fi§.9, for the
storage variable pair V{R), as they are already assigned in different registers
Register 1 and register 3 respectively, therefore no conflict will occur.
However for the storage variable pairs M(96), V(3202),V(0-208), conflict
occurs. Therefore, they (V196, V202, V208) cannot be accommodated with
VO in same register. Similarly for the pair V{38), V(4144), V(6140),
conflict occurs and they also cannot be accommodated with storage variables
V2,V4 and V6 repectively. For the shake of brevity register allocation detalils,
post embedding the secret security constraints is shown i6.8jgvhere, the
storage variables in red color indicates the updated positions of the storage
variables corresponding to théd@osition of storage variables is marked in

blue. It is evident from the register allocation framework that no extra register

| Control steps (&0) | T
61 Y 4 §F & 7T & 8 00 1 # W o5 o® 7 % ¥ » H 2w U B ¥ N BB U
1 0 B o® oW oW oW W OW W W oW oW oW oW oW oW oWwoWw W oW oW oW oW % % W M om om W M
2 1 on % % W om oW m m
E I T
[N I
5 ¢ 0o om o omow |
6 5 5 m® W
17 6 ¢ 6 B M@
L N B R
L R T T O (B U T T T S N T O - T R - TN I R ]
T I ]
oo 0w 0 0 B W
_ g ouou 1o Storage variables V {208)
Registersiusgtd (RR73) ¢ & & ® & & &
W 8 8 8 B 8
B ow o ou ow oo oW oM
# 5 5 5 5 5 5 B
s 5 % % 5 % B W % 5 5 @ B © ® W ® K 6 B W ® § @ 1w
# v 0 g 0 g 0w
o8 B B B B # B H W
A S R I B IS - B I I} ——
H » n » » 2 ®» » % B B
Z 2 u 2 o n oM on oH o
B » » 2 » 2 n 2 B % B
¥ 3 B 3 B B B B B %
R N ' A A A A T T T N T N T
Preembedding Postembedding
Cs R1 | R2| R3|R4| R5| R6| R7 | R8| R1 R2 | R3 | R4 R5 R6 | R7 | R8
3 [ 137 - [138] - 139 - [ 79 [ 80 [137] - - [ 138[139] - [79] 80
4 [ 11| - - - 139 - T - J1aa| - - - [139] - - | 140
5 141 - - - 144 - - 141 - - - - 144 - -
23 [ 196 - - - - - - - - [196] - - - - - -
24 | 196 | - - - - - - - - [196] - - - - - -
25 [ 202 - - - - - - - - [202] - - - - - -
26 | 202 - - - - - - - - [202] - - - - - -
27 | 202 - - - - - - - - [202] - - - - - -
28 | 202 - - - - - - - - [ 202] - - - - - -
29 207 - | - [ - T -T-T-T-Ta7| - -1 - T -T-T-7T-
30 | 208 - - - - - - - - 208 - - - - - -

Fig. 6.9. Register allocation framework post embedding retinal security constraints (prt
post embedding table represents changes due to security constraints). Note: For the ¢
brevity, details of only 25 registers (out of 73) have been presented.
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is required during embedding of all secret security constraints corresponding
to retinal signature (for image_1) into registdo@ation framework of JPEC
codec design. Finally, the signature embedded register allocation framework
as shown in Fig6.9 is obtained. Further, retinal biometric implanted secured

JPEGcodec datapatis subsequently desigdusing HLS.
6.4.3. Detection of retinal biometric security mark into the design

In the proposed approach, retina biometric of IP vendor is only captured once
before the embedding process and the corresponding retinal biometric image
(with grid size and spacing) is safely stored for IP pirdetection process

later by a system integrator. There is no need to recapture the retina biometric
again for detection process. The existing-giaed retinal biometric image is
used to regenerate the retinal signature and its corresponding hardware
secuity constraints to detect pirated designs. The same features and their
dimensions of the retina biometric can be identified and computed accurately
from the prestored retinal image. Since, the retina biometric is only captured
once and hence factors sumhvascular damage to the eyes, fatigueness, slight
tilt of camera, variation in resolution, difference in cropping size do not have
any impact on the IP piracy detection process. The detection process is
independent of recapturing of the retinal bioneeinformation. There will be

no differences in extracted biometric data as second time capturing of the
biometric information is not required. The gtwred retinal image (with grid

size and spacing) is sufficient to detect IP piracy. Additionally, thieeelsed
retinal signature acts as a strongly authentic naturally unique secret mark
which enables the detection of pirated IPs. The piracy detection process of
JPEGcodec IP core design is shown in FadL0.

Note: The retinal signature of genuine IP venaauld match with the
embedded digital signature because of uniqueness of retinal vessel structure of
each individual. Further in case of twins, the retinal structure remains
distinctive. Therefore, it is impossible for an adversary to possess the same
rei nal characteristics as of genuine
several complex information during signature generation and implantation

makes it almost impossible for an adversary to evade piracy detpobicgss
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Input:

a) regeneraid secret security constraints corresponding to authentic retinal
sighature

b) design under test (RTL information)

output:

IP piracy detection

Pseudo code

While (position of retinal signature bits are matched bit by bit with embedded sign
{

If (secret security constraints are matched 100%)

{

Design is not pirated;

Else

Design may be pirated;

}

Fig. 6.10. Pseudo code for isolating the pirated designs

6.4.4. Security properties/parameters of retina biometric based security
methodology

The proposed retinal biometrics for securing hardware IP core render several

security properties as described below:

(a) exact regeneration (replication) of retinal signature is impossible for an
adversary because of several crucial secuatameters required for signature

generation (which are all unknown to an adversary) such as:

i) IP vendor selected region of interest in captured retinal imagdP
designer specified grid size and spacing of retina biometric iniag&ernel
matrix size of retinal featuredy) convolutional algorithm used for retinal
nodal feature point extractiow, orientation of kernel matricesj) type of
nodal feature points and how many of them were used for signature
generationyii) naming convention and ordering of retinal features (may be
corresponding to convolution process or IP vendor specifiic); coordinates

of retinal nodal feature pointg) truncation length of the generated retinal
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signature (decided by IP vendor) befayenerating its corresponding covert

hardware security constraints for embedding.

(b) the effectiveness of the proposed retina biometric based hardware security
can also be measured using the criteria, False Accept Rate (FAR) and False
Reject Rate (FRR)In the proposed approach, FAR as 0% for an adversary
and FRR is 0% for genuine IP vendor. This is because in case, even if an
adversary gets access to-gtered retinal image, he/she cannot regenerate the
exact same retinal signature because an adveissanyaware of the security
variables (listed above frointo ix) required, that was originally specified by

genuine IP vendor.

(c) As discussed earlier, the p®red retina biometric image of IP vendor
with specific grid size is used for piracy detentiddowever, in case if the
stored image is leaked to an adversary, the exact regeneration of retinal
signature (digital evidence) from compromised/leaked retina biometric image
is notpossible. This is because the security layers/parameters discussad earli
(from point (a) i to ix areall unknown to an adversary. In the proposed
approach, IP vendor does not store his/her retinal signature. However, in case
if an adversary even manages to derive the exact retinal signature, the
generation of secret hardwasecurity constraints is not possible because of

following details unknown to an adversary:

i) truncation length of the retinal signature employed (known to the original IP
vendor only) before generating the final retinal signature for extracting covert

hardware security constraints.

i) genuine IP vendor specified encoding rule used for generating the hardware

security constraints corresponding to the retinal signature strength.

iii) ordering of storage variable of the design is also unknown (eithedsiorte

ascending order or sorted in descending order or sorted as per CS in
scheduling or alternate arrangements of storage variables or arrangements
based on FUs, etc.) that is responsible for creating storage variable pairs of the

security constraints.

iv) retinal signature generation methodology which includes security factors

such as: type of retinal features used, number of generated retinal nodal points,
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feature concatenation order, feature dimensions etc. These factors are only
known to the original IPvendor. Therefore, an adversary cannot evade IP
piracy detection process. This renders the proposed retina biometric approach
for securing hardware IP core as highly robust even if retinal image is

compromised/spoofed.

(d) adversary cannot evade the pyragetection process as the complete
matching of secret security constraints of regenerated signature is mandatory
with the extracted register allocation information of the target design under

test.

(e) even in case of two identical twins, exact matchhefretinal signature is

impossible due to highly distinctive vessel structure of retinal biometric.

() information regarding the ordering of storage variables (used in the design
to store intermediate, primary input and output results) based on whieht secr
security constraints are generated for embedding into the design, is restricted
to genuine IP vendor only. Further, the position of signature bits (0s, 1s and
binary points) and their strength are only known to the genuine IP vendor.

(g) due to robustetinal signature, it provides higher tamper tolerance and

lesser probability of coincidence.

(h) the proposed retinal biometric approach for securing J&€iéc IP core
is independent of any external key for signature generation. Therefore, it is not

vulnerable to key exploitation attacks.

(i) proposed retinal biometric incorporates more robust covert security
constraints generation due to more number of encoding digits of generated
retinal signature than facial and fingerprint biometric (comprises twd digi

encoding).

() in case of retinal biometric, it is not possible for an adversary to capture the
retinal biometric without the consent of an individual or by using ordinary
camera (through superficial imaging). Therefore, it is the safer than other

biometics for enabling robust security of hardware IP cores.
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(k) moreover, in case of securing a large size hardware IP core, retinal
structure of both the eyes corresponding to genuine IP vendor can be exploited

to generate more robust retinal signature tetapla

() the revocability of the biometric template is also a crucial perspective for
enhancing robustness of the systefhine proposed system is inherently
capable of generating or reissuing another instance of retinal signature
corresponding to IP vendomnicase if attacker manages to compromise
biometric template (it should be noted that the proposed approach does not
require storing the retinal signature). This is because, different retinal
signature could be generated corresponding to retinal biométgenoiine IP
vendor. In order to do so, the proposed approach offers the generation of new
biometric template corresponding to an IP vendor by offering the selection of
different ordering of retinal features, signature truncation length and different
constaints generation encoding algorithm. This renders formation of different
retinal template corresponding to same IP vendor. This therefore ensures
significantly robust security of the proposed system in terms of revokable

property.

(m) the proposed retindbiometric signature offers stronger security than
embedding random secret key into the design. This is because in case if the
random signature is leaked/compromised, then evading IP piracy detection is
possible by an adversary as he/she can easily erhbedformation in fake

IPs. However, in case of proposed retinal biometric signature, the key or
retinal signature or hardware security constraints is not stored. Only the
biometric retinal image is stored which on compromise does not cause security
breachin terms of evasion of IP piracy detection. This is because, even if the
pre-stored retinal biometric image is compromised/leaked to an adversary,
regeneration of retinal signature is impossible. This is due to several security
layers mentionedn points(a) i to ix earlier(which all are unknown to an
adversary and is extremely difficult to guess/break). For example, in some of
the security layers the conversion of retinal image into sequence of O and 1 is
performed which itself is an arduous task foragiversary as there are several
intricate parameters involved such as feature nodal points, feature order,

feature set etc. which creates innumerable possibilities (as discussed earlier in
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(). Additionally, during the signature embedding process, an latrecan
encode the signature into hardware security constraints in innumerous possible
ways (discussed earlier in sectiéi.]). Therefore for an adversary to evade

IP piracy detection process, he/she needs to break all these security
layers/parameter3.herefore, the proposed approach offers more robustness in
security as compared to embedding random sequence of bit 0 and 1.
Therefore, neither storing the random signature nor the retinal signature is
good alternative. Hence, the proposed approach diesare retinal signature
which could in turn potentially cause security breach through leakage
(therefore only retinal image is stored which on potential compromise does not
allow an adversary in regenerating the retinal signdiased security
constrants). In case of proposed approach instead of storing biometric
template, only retinal image is safely stored. Further, during IP piracy
detection process, verification of the embedded encoded hardware security
constraints in the register transfer levesida file of the IP is performed bit
by-bit position wise. Therefore, accessing only the biometric image will not
help adversary to spoof/compromise the security of the proposed approach in

terms of evasion of IP piracy detection
6.5. Summary

This chaptempresenteda novel HLS basedhardware security approadbr
securing JPE&oded IP core against threat of piraing retinal biometric.
Robust scurity against piracy(in terms of seamless detective contrid)
achieved by embedding unique retinal sigrataf authentic IP vendanto

the design while incurringzero design overheadlhe embedded retinal
signature in the form of encoded hardware security constraints enables the
detecive control againsgpirated versions during piracy detection process. This
therefore enables to discern and isolate pirated IP versions before being
integrated into SoCs of CE systenTdus, theproposed retinal biometric
approach ensures seamless and robust detection of pirated versions qf design
therefore, it ensures the sgfand integrity of end consumexdditionally, the
proposedretinal biometricapproachs also capableto ensure robust security

of any DSP and multimedia hardware IP core desidgnsther, @suring
security of DSP basetPEGcodeclP cores againgiiracythreats is crucial for
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both SoC designer and end consumersit & widely used in modernCE
systems. The presented methodology was proven to be more robust in terms of
security than recent similar works while incurring zero design cost overhead.
The exgrimental results of the proposeetinal biometricbased hardware
security approackhavebeen discussed and analyzed in ¢hapter8 of this

thesis
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Chapter 7

Exploration of security-design cost tradeoff for
signature driven security algorithms for optimal
architecture of data-intensive hardware IPs

This chapter presents novel approach for the exploration of secudgsign

cost tradeoff for signaturebased hardware security algorithms fordata
intensive dyital signal processin@PSP intellectua property (IP) coresData
intensive DSP application frameworksuch as finite impulse response (FIR)
filter, discrete cosine transform (DCT), discrete wavelet transform (DWT) and
ARF are widely used téacilitate image compressiedecompression, digital

data filtering, sound processing, signal coding, gait anafsisso on82],

[83. Owing to their usages alongith the rapid growth in modern technology
and globalization process, the demands of optimal hardware IP core designs
that are secure and low cost have become very significant and imperative.
Furthermore, before integrating an IP core into system on cBiPE£¢)/end
systems, the following orthogonal issues need to be addressed: optimizing the
design architecture (yielding lower design cost) as well as enhancing security
against external hardware attacks. An IP core before its integration into an
integrated tcuit (ICs), may take several years of research, development and
design. Exploring optimal design architecture for secured IP cores using high
level synthesis (HLS) is @resome task §3]. Therefore the knowledge of
optimal IP design architecture carapla major role in obtaining an optimal

CE system in terms of robust hardware security and lower design cost. Since,
DSP applications are computationally intensive therefore their optimal
hardware can be designed using HLS process integrated with desigg sp
exploration process such as particle swarm optimizatR®0() [/8]. Apart

from the optimality issues the securityeats arising due to involvement of
offshore design houses in modern design supply chain, renders-pathydP
(3PIP) core completgluntrustworthy [5][7], [25]. Further, the involvement

of the multivendor thireparty IP cores (designed in a fabless center) during
the process of system on chip (SoCs) integration generates possibility for an
adversary to perform malicious activity [8]11]. The major security
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challenges involved during system design of an end product includes IP

counterfeiting, IP cloning and false claim of IP ownergirpof [31]-[41].

The proposed approach offers optimal hardware design architectural solutions
using particle swarm optimization (PSO) based design space exploration
(DSE) for secured IP cores that are ubiquitously used in consumer electronics
(CE) systems. In the proposed methodology, three different hardware security
algorithms viz. facial biometricencrypteehash and watermarking, have been
integrated with the PSOSE framework for exploring the traadf of
securitydesign cost. The proposed methodology enables the IP core vendor
and CE integrator to decide the choice of their data intensive hard®Rar
architecture such that it meets the end objective of robust security (against
fake/pirated IPs) and lower design colte proposed approach is capable to
obtain an optimal secured design solutions for DSP hardware used in
electronics systems based eacuritydesign cost tradeoff using PSO for
different signature based security algorithms.

Outline of the chapter is as follows. The first section formulates the problem.
The second section discusses thethodology for exploration of securty
design cost for obtaining lowost architectural solutioannder the following
subsectionsmotivation and overviewrurther, the third sectiodiscusses the
process flow of different signature driven security aldfpons. The fourth
section demonstrates th@ocess flow of generating lewost and secure
architectural solution for DCT -Boint application under following
subsections: details of PSO based design space exploratbails of
scheduling, allocation and dding processgdetails of signature embedding
process and details of securdgsign cost tradeoff fithess functiofinally,
the fifth section summarizes the chapter.

7.1. Problem Formulation

Giventhedata intensive hardware IPs in the form of transfer fanctodule
library, along with signature generation tool box comprising of different
signature driven hardware security algorithanslithe objective oexploration
of securitydesign cost tradeff for obtaining lowcost architectural solution

Therefore, generating lcwost architectural solution correspondiegvarious
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security algorithms for varying (scalable) signature strengtigs different

data intensive DSP based hardware IPs.

7.2. Methodology for exploration of securitydesign cost

trade-off for obtaining low-cost architectural solution

In this section the proposed methodology has been discussed based on the

motivation and overview.
7.2.1. Motivation

Ensuring optimization and robust security in parallel for the IP Core designs
are the major concerns for any IP Core designer. FuitheiGrucial tochoose

one security approach over the otheterms of generated signature strength
and combination However, selection is influenced by several crucial
parameters such as: temper tolerance ability, strength of IP ownership proof by
the genuine designer, vulnerability and replicability of the security
mechanism, counterfeit detection control and implentiemtacomplexity.
Further, there is tradeoff between design optimization and security as
enhancing one may lead to influence othinis encourages t@nalyz the
impact of choosing a particular security approach on design optimality
Further, ensuring theobust security while incurring minimal design cost is
imperative for CE systems integrating the reusable hardware IPs, thereby
ensuring safety of end consumer against safety hazards atekign cost.
Therefore, it is viable to design an optimal as vesllsecured IP with low

design cost.
7.2.2. Overview

In this chapteran approach for the exploration of secudsign cost trade

off for signaturebased security algorithms for DSP hardware used in CE
systems has been presented. A stochastic multi objective particle swarm
optimization [f8] algorithm has been operated fohe same. The primary
inputs to the proposed approach are signature generation tool box, input DSP
application (in form of @ode/transfer function), library8f] and PSO input
parameters such as population size, acceleration coefficient, inertia weldght an
terminating criteria. The output of the proposed approach is an optimal
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securitydesign cost solution for the DSP application based on the security
algorithm selected from the signature generation toolbox by the designer. The
major blocks of the approacks shown in Fig. 7.hre: PSO based design
space exploration, HLS scheduling, allocation and binding, DSP application
input block, signature embedding block and secixi¢gign cost tradeoff
fitness function block.PSO based design space exploration blask
responsible for performing the exploration of a {owmst resource
configuration by considering the parameters of security and desigrHtést.
based scheduling block is responsible for scheduling the DFG of input DSP
design based on PSO driven resowaefiguration. Post scheduling, hardware

is allocated and their binding is performed. DSP application input block is
responsible to transform the behavioral description of DSP application into

data flow graph. Next, signature embedding block is responsible for

PSO input parameters (populati
size inertia weight, acceleratio
coefficient, termination criteria et

C-code| /Transfer function of
DSR application
_ _ DFG of DSP v
Primary inputs N application
PSO block to Low-cos!
¢ perform dlesigt;_n < S;C_I‘_"[ed
- space exploratio
Scheduling blqc P P solution
to perform desig
scheduling,
Uibrary hardyvare Low-cqst resourc
allocation and configuration
binding
Low-cost
v schedule
IP designe Register
. allocation
Sl gelected informaltion
generatiol signature Signature
Tool-box | 9eneration ¢ embeddec | [ Fitness function
(SeCUrity methOdOIOg Signature design for Security
algorithms : embedding (SE Obtain area"’ design cost trads
Securl_ty block delay and off
constraints post
correspondin embedding
0 | eS|g(|jne security
Encoding s€ ecte constraints
rule by 1P signature _
y strength HLS Framework fogenerating the loveost secured RTL
vendor design solution using PSO

Fig. 7.1 Details of the proposed methodolofgy performing securitydesign cost tradeff
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embedding the signature corresponding to IP designer selected security
algorithm. The securitgdesign cost tradeoff fithess function block results into
an optimal securitglesign cost regter transfer level architectural solution as

an output based on the different signatbased security algorithms used for
DSP applications.

7.3. Process flow of different signature driven security

algorithms

The signature (digital evidence) can be generatgd respect to any DSP
application and any security algorithm selected by an IP desigsshown in

Fig. 72, signature generation tebbx comprises of the signatubased
security algorithms. An IP designer may select any of the sigrbased
security algorithm (with specific signature strength) for embedding into the
target design. In the proposed methodglothe security algorithms that are
mainly considered for analyzing the secuwdgsign cost tradeoff are IP
watermarking, encrypted hashing and facial biometric based. Further, an IP
designer can also select any of the DSP application to obtain itspamnckng
secure and loweost architectural solution. This therefore enables an IP
designer to obtain an optimal and secured architectural solution for DSP
applications corresponding to security algorithm chosen by IP desiGoer.
generate the signature ngithe watermarkingpasedapproach 31], [32] it

uses robust multi variable signature encoding methodology for generating the
signature as secret digital evidence. In encrypted-basedalgorithm B9] it

uses multlevel encoding, SHA12 and RSA algotim for the security of
complex reusable IP coresed in CE systems. Furthermore, in the signature
generation process using biometric approadh) [it uses facial features
(always unique in the form of nodal points) of an individual (IP vendor).
Signaturecan be generated by the combination of different facial features
(more the number of features more the signature strength) and by the different
ordering possibilities. The details of preciseardinates of nodal points, type

of feature selected, orderiraf the features, position of the bits (Oandl) grid
size and are unknown to an adversary even if being a look alike or twin. This
makes facial biometric approach more secure as compared to watermarking

and encrypted hadbased approach. It is more robust geevent true IP
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Fig. 7.2 Process flow of signature generation methodologies and embedding their
corresponding generated signature during HLS¢gss

designer from the fraudulent claim of IP ownershife process flow of

different signature driven security algorithms is discussed below:
7.3.1. Watermarking based hardware security

In the watermarking approach, signature is generated based on auxiliary multi
variable (i, 1, T, ) combinationof IP designer chosen signature length.

Subsequently, muhvariable signature is encodedo generate its
corresponding secret hardware secuciystraintsusing following encoding

algorithm as shown below:

i-embed an edge betwestorage variablpairs of primeprime,
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I- embed an edge betwestorage variablpairs of evereven,
T- embed an edge betwestorage variablpairs of oddeven and

- embed an edge betweestorage variablepairs of zereany integer
(depending on the size of the DSP application)

The hardware securigonstraintgpairs Sy X to S,Y) are formedising storage
variablesobtained fromDFG of the designwhere X and Y dentes the
storage variable numheBubsequently embedding of the signature constraints
is performed in the last phase of watermarking scheme as shown inZig.
On the other hand, in casesdfglephase watermarking tlgeneratedecurity
constraintsare embedled in register allocation phase whereasthe triple
phase watermarkingpproach the generatedcurity constraintare embedded
duringscheduling, FU vendor and register allocation phases

7.3.2. Encrypted-hash based hardware security

Furthermore, the engpted hastbasedalgorithm B9 encodeghe scheduled
DFG of the DSP application into a bit strehased on the following encoding

rule:

Bit=60606, i f operation number and the

operation are of same parity and

Bi t = bdpération inumber and the control step number assigned to the
operation are of different parity.

Subsequently hashing is performed based on -SHA algorithm. The
encrypted digital signature has been generated after performing the RSA
encryption using 128it private key chosen by the IP vendor. The generated
signature is used to obtain the security constraints using the following

encoding rule:
0 Befnbed an edge betwestorage variableair of primeprime and

0 1 émbed an edge betweetorage variablepair of evereven into the
register allocation informationFinally, the embedding of the signature
constraints into register allocation phase of HLS is performed to obtain the
signature embedded DSP RTL design.
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7.3.3. Facial biometric based hardware security

In the facial biometricapproach 40] to obtainthe signature embedded design,
capturing the facial biometric of the IP designer has been performed initially.
Subsequently nodal points are generated on captured facial image based on the
chosen facial featurget. Subsequently in the next phase, image with the facial
features has been produced and based on that feature dimensions are
determined. Subsequently facial signature template has been generated.
Subsequently in the next phase converting the faciahsign template into
security constraints has been performed. Following encoding rule has been
employed for converting facial signature template into the respective hardware

security constraints:
0 Geinbed an edge betwestorage variablpair of everevenand

0 1 @mbed an edge betwestorage variablpair of oddodd into theregister
allocation information In the final phaseembeddingof facial signature
constraints into register allocation phase of HLS has been performed to obtain
the securesignature embedded DSP RTL desighurthermore, dcial
biometric based approach is more robust against forgery attack (exact
regeneration of secret mark is impossible) as the employed intricate
parameters such as grid size, types of facial features chgsd#h designer,
ordering of the features for deriving the signature, position of signature bits
(0s,1s) and the encoding rules, all are unknown to an advefghtijionally,

a qualitative comparison among the above security approaches in shown in
Table7.1.

7.4. Demonstration on generating lowcost and secure

architectural solution for DCT 8-point application

In order to generate lowost architectural solutiorthe resource constraints

are obtained using PSO based design space exploration methodology.
Subsequently, based on the generated optimal resource constraints, the target
DSP design is scheduled. Next, the generated hardware security constraints
correspondig to different security algorithms are embedded into the design
during register allocation phase of HLS framework. Thereafter, by analyzing

the securitydesign cost tradeoff fitness function, lamest and secured
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architectural solution is obtained. Thetalls of each moduléhave been

discussed below:
7.4.1. Details of PSO based design space exploration

To explore the optimal design space solution as an output using PSO (as
shown in Fig.73),thepr i mary inputs to the PSO bl
acceleration coefficient (t1, t2), terminating criteriar@nd population size

(Ps) . Besi des t he secondary I N ppd t I S
(corresponding to minimum securtiesign cost value obtained in initial
iteration). Whereas the output tiie PSO block is the lowost resource

configuration as shown in Fig@.3.

In the first phase of PSO number of particles are chosen and there encoding
has been perfor med. I n order to do so,
minimum hardware reswces: $= (P1™", P2""). Where P1 and P2 are the
hardware resource types, adder(s) and multiplier(s) respectively (available in

t he l'i brary). The second particleobs
resources: & (PI™ P2"™) . The t hpositidn () & initialized by 6 s
average of maxi mum and minimum resour

position (€ S,) is initialized by the following equation:
3= 17 r (7.2)

Wherded érepresents t he@acurnrce et i modiitmeanrs
is the minimum resource value and 06D

0
any random number bet ween -moitéDCTand 6b

Table7.1 Qualitative comparison between the security approaches

S.No. | Characteristics/Paramete| Biometric [40], IP Digital
[41] Watermarking |  signature
[32] [39]
1. security mechanism Natural biometric | Signature and RSA
features (minutiae| encoding rules| encryption,
points or facial SHA-512
nodalpoints)
2. Counterfeit detection strong less less
control
3. Implementation less more More
complexity
4. Proof of IP ownership by, seamless difficult arduous
a genuine owner
5. Vulnerability and Almost Impossible yes Yes
replicability

132



particle positions are,;S (1,1), $= (1,8), $= (1,4) and so on.

In the next phase, new velocity of the particles (initial velocity=0) has been

determined by using the equation below:
O tvi gt 1Y13 +t 2% 23 (7.2)

Wher e 6 v ibdrépresemtsdthe welodity of particle d dimension in

previous and next iteration respectively and x1, x2 are random numbers
between [0,1]. Furthe™Y represents local best solution of the ith particle

The compauhens G6HIVed inertia componer
change inthedi r ecti on of particl eSy-3T)hdée iost he
called cognitive component which represents the tendency of a particle to
return to its individual best resource configuration from the past. The
componentg30)t&xi2s ¢ &a&l tomponenttwhkich sliect the

particle towards the best resource configuration found by all its neighbors
including itself. If the new velocity outreaches the boundary, then velocity
clamping has been performed to control the excessive exploration Idrift.

helps particles to stay in the design space by taking the step size sensibly. In

the next phase new position of the particles has been determined by adding the
new velocity to the previous position of the resources. Furthermore, if the new
position ofthe particle outreaches the boundary space, then the end terminal
perturbation has been performed in order to keep the particle in its design
space. Subsequently in the next phase local best solution of each particle has
been updated (if the solution withinimum securitydesign cost is found) and

based on that global best solutions{)Sis also updated in each iteration.

Particles
encoding
PSO input \l/
parameters Determination of new Velocity
<L Velocity Clamping
PSO based
Design Space Determinati f -
Exploration etermination of new End Terml_nal
Position Perturbation
Design solutiot ;
Update global best Mutation
(resource

. and local best
constraints)

PSOprocess

Fig.7.3. Details of the PSO based design space exploration
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Mutation has been performed on every local best reso0fgeafd S is also
updated. Following process continues utgitminatingc r i t g6 (if the 0 C
solution executes for a certain number of times or solution converges and does
not get updated for next 10 iterations) is met. Thwe-cost RTL solution
(global best resource constrains) is explored by th® By converging the

initial solution to the global minima

7.4.2. Details of HLS scheduling, allocation and binding process:

Demonstration on &point DCT

Based on the output of the PESXSE (resource constraints) scheduling of the
DFG of respective DSP applicatibas been performed in each iteration (up to
i<T). List scheduling technique has been used for scheduling. The output of
the scheduling is the numbef control steps (CS) using multiplier (x) and the
control steps using the adder only (y). It is useddeterminng the design

latency (g).

Initial allocation of the hardware resourdgsgisters) has been performed to
each operation as shown in Fig4. Based on that initial register allocation
table (pre embedding, as shown in Tahi® has been generatethe register

allocation table comprises of the following details: number dfisters

Is,o Sl 52 +s,3 SAT T if,? 60

Fig. 7.4 Scheduled DFG of@int DCT core using one adder (¢
and four multipliers (M)
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required for accommodating the storage variables of the design, number of
control steps required to schedule the design and the position of storage
variables based on their dependency information corresponding to functional
behavior of the desigms evident from Tabler.2, the number of required
registers corresponding to-@int DCT are eightwhere each register is
designated using a different coloame Further, number of required control
steps are nine Q0-CsB). Subsequently binding has been performed to
determine the multiplexer and demultiplexer information during resource

sharing
7.4.3. Details of sgnature embeddingprocess

As shown in Figure7.1, the inputs of the signature (digital evidence)
embedding block ardé signature generation algorithm and signature strength
(size) chosen by the IP designer and the scheduled and allocated/binded DFG
of the DSP application. The output of the signature embedding (SE) block is
the signature embedded desidine scheduledDFG design corresponding to
algorithmic descriptioftransfer functionof 8-point DCT is shown in Fig7.4,

where, (§0 to §,22) are the storage variables (comprising the inputs of the
design), different colors indicate the number of registers @HEsB) are the
control steps required for executiomhe scheduled DFG of -@oint DCT

applicationis based on one adder and four multipfiesources.

In case of hardware watermarking approach, for performing the embedding of
generated watermark signature inte thrget design, the details of embedding

are discussed below:

Assuming that the IP designer chosen watermark signature based on the
variables (i, I, T, !) is 16 bit long (for the sake of brevity). However, the

discussed approach is easily scalable as a function of the signature and design

Table7.2 Register allocation ofgoint DCT fre-embeddiny

CS | Pink | Indigo | Violet | Green| Orange| Brown | Red | Black
g0 | SO | S S2 S/3 S/4 S/5 S6 | 87
gl| S8 | S9 SV10 | S\11 | S/4 S/5 S6 | S7
g2 | S¥16 | - S10 | SV11 | Sy12 Sv13 Sv14 | S/15
g3 | Sv17 - S/11 | S/12 S/13 Sv14 | S/15
g4 | Sv18 - S/12 Sv13 Sv14 | S/15
g5 | Sv19 - S/13 S/14 | S/15
g6 | Sv20 - S14 | S15
g7 | Sv21 - S/15
g8 | Sv22 -
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size (IPdesigner can also select a signature of larger size). Let us consider the

16-bit watermark signature as follows:
L LT, L

The security constraints corresponding to above watermark signature are
derived using designespecific encoding rule (as discussed earlier in
subsection7.3.]). Therefore, the resulting security constraints corresponding

to chosen watermark signature, are shawifollows:

f or S I g n a\t (S\/ﬂ'ﬁl:l-)’lQS/ot S\/m’ I(%‘D_ S\/3)’ (S/O' S\/4)1 (S/O'
Sv5),

f oy (22, S3), (52, S5), (82, &7), (82, S11), (S2, S13), (S2,
Sv17),

forA (6/2,&4) (S2, S6), (S2, $8), (52, $10) and
forA GBI052)

Next, these generated hardware security constraints are covertly embedded
into the register allocation phase of HLS process. In order to do so, local
alteration of the registers for-sdlocation of the storage variables into the
register allocation table, is performed based on the- rdleth storage
variables of any security consint pair cannot be allocated into the same
registei . Thus, the register all ocati on
signature driven secret hardware security constraints #ptr@ DCT design,

is shown in Tabl&.3, where the storage variables markeded represents the
embedded constraints post performing the local alteration based on the
embedding algorithmThese, embedded secret watermark constraints acts as
secret digital evidence for enabling the detective control (security) against IP

piracyand nullifying fraudulent ownership claim.

In case ofencrypted digital signatwieased approaghessuming that the IP
designer chosen encrypted digital signature isii8ong (for the sake of
brevity). However, the discussed approach is easily scadabée function of

the signature and design size (IP designer can also select a signature of larger
size). Let us consider the -bit encrypted digital signature as follows:

1,10,1,0,1,0,2,0,1,0,1,1,0,0,1
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Table7.3 Register allocation of-Boint DCT fostembedding
in case of IP watermarking approach

CS | pink | Indigo | violet | green| orange| brown | Red | black
g0 | SO0 | SVl S2 S/3 S/4 S/5 S/6 S/7
gl | S8 S/9 S/11 | SY10 | S/4 S/5 S/6 S/7
Fl2 | S¥16 | -- S/11 | S/10 | S22 S/13 | Sv14 | S/15
3| S17 | -- S/11 | -- Sv12 S/13 | Sv14 | S/15
4 | S/18 -- S/12 S/13 | Sv14 | S/15
g5 | S19 ] — - S13 | 514 S15
g6 | S20 | - - S/14 | S,15
g7 | S21] - - S/15
m8 | Sv22 | -

The security constraints corresponding to above encrypted digital signature are
derived using designer specific encoding rule (as discussed earlier in
subsection7.32). Therefore, the resulting hardware security constraints

corresponding to chosen digiggnature, aras follows:
For BB SB)0(82 S5), (52 S7), (S2, S11), (S2,S/13), €

For biS0, 2L ¢80, SV4), (S0, §6), (S0, S8), (S0, $10),
(&0,812), ,v06648). (S

Next, these generated hardware securitystraints are embedded into design
during register allocation phase of HLBhus, the register allocation table of
8-point DCT design post embedding the encrypted digital signature driven
secret hardware security constraints, is shown in Ta#levherethe storage
variables marked ined represents the embedded constraints post performing

the local alteration based on the embedding algorithm

Further,in case of facial biometric based security algorithm, for performing
the embedding of generated facsanature into the target design, the details

of embedding are discussed below:

Assuming that the IP designer chosen facial biometric signaturelg ég
(for the sake of brevity). Let us consider-4i6 facial biometric signature as

follows:
1,01,1,1,1,1,1,0,0,0,0,0,1,0,1

Therefore, the generated security constraints corresponding to chosen facial

biometric signature, ar&s follows:

(5v1,53).(8,0,5,2),(51,5/5).(51,57),(51,5,9),(51,511).(51,5/13),(S
vS15) , € ed.S509%
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Next, these generated hardware security constraints are embedded into target
design based on the same rule stated earlier. Thus, the register allocation table
of 8-point DCT design post embedding the facial biometric signature driven
secret hardware sectyriconstraints, is shown in Tables, where the storage
variables marked in red represents the embedded constraints post performing
the local alteration based on the embedding algorithm. These, embedded facial
security constraints acts as digital evidefameenabling the detective control
against IP piracy. Further, as the facial security constraints also associate the
unique facial identity of IP vendor. This therefore enables the definitive proof

of IP ownership for an original IP vendor.
7.4.4. Security-desgn cost tradeoff fitness function

The primary inputs to the secuiiyesign cost fitness function are the
signature embedded design (use to compile area, latency and security
constraints) and the library. Based on the embedded security constraints,
securiyy metric in terms of embedded constraints size of the corresponding
sign&téurceand be determined as:

3 A A QIOA@®E A 070 (7.3)
Wherld oepresents number of emM@dded
represents totalpossible security constraints (corresponding to security
met hodol ogy) . The number &b iesnba doedsd
of hardware security in terms of the proof of digital evidence against piracy
(and IP ownership) as well as tamper toleraaoiity. This is because higher
the number of security constraints embedded, lower is the probability of
coincidence (indicating stronger digital evidence) and higher is the tamper

tolerance.

Furthermore, the design cost)of a particular DSP applicat is determined
using metrid31], [32], [36}[40]:
OB )E8+/+ +7 .4/4 (7.4)
Wher gf &mdefers to the area andmpl atenc
represents maximum design aréavaluated using maximum available

hardware resources (P, PZ"™) ) Tm6é6é represents the max

(evaluated based on the most serial execution using minimum possible
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Table7.4 Register allocation of-point DCT applicationFPost
embeddindn case okncrypted haslvasedapproach

Cr | pink | Indigo | violet | green| orange| brown | Red | black
g0 | VO Vsl Vg2 Vs3 Vs Vs5 V6 | Vg7
Fll V9 V8 Vs10 | Vg1l Vda V5 V6 Vs7
B -- Vsl6 | V10 | Vg1l | Vsl2 Vsl3 | Vsl4 | V15
B | Vsl7

- — | Vsl | Vs12 | V3 | Vsl4 | Vdl5
= — [ vdas | - — [ Vs12 | V413 | Vsld | V45
B | Vs9 | - - - — | V13 [ V4 | V45
B | V20| - - - — | Vsl | V5
B | Vel | - - - -~ | Vd5
B |Ve22| — | - | - =

Table7.5 Register allocation of-point DCT applicationRost
embeddingn case of facial biometric approagh

Cr | pink | Indigo | violet | green| orange| brown | Red | black
g0 | VO Vsl Vg2 Vs3 Vda V5 V<6 Vs7
R V9 V8 Vs10 | Vsl Vs V5 V<6 Vs7
R Vs16 - Vs10 | Vs11 | Vsl2 Vs13 | Vsl4d | Vsl

B | Vel7| - VSll | Vs12 | VI3 | Vela | Vdl5
B | Vsl8| - - — | Vs12 | V<13 | V14 | V45
B | Vd9 | - - - - V13 | Vsl4 | Vel5
| V20| - - - - — [ Vd4 | V5
B |Vl | - - - - - — | Vd5
| V22| - - - - -

hardware resources (P9, PZ"™).W,and Ware the weighting factors for area

and latency respectivelizbrary file (A 15nmopencell library [86]) contains

the following information such as: area of the adder, multiplier and register

unit and delay (time consumed) of the adder and multiplier unit. Based on that,
area of tJd¢ dessishmow wmO Kann de gl yéadtei mosny s(fh © Wn
in equation §) has been determind®2], [83].

Design area (K = n*(area of adder) + m*(area of multiplier) +P*(area of

register) (75)
Where 6nbo i ndi cates the number of add
multipliers.

Design latency (J) = (#CS using multiplier*delay of 1 multiplier) + (#CS
using adder only*delay of 1 adder) (7.6)

Subsequently, the securtlesign cost tradeoff fithess value for each particle

can be determined using the equation below:
M 7 3 7 O (7.7)

Where, W and W, indicate weight of security and design cost in security
design cost tradeff function. Based on the fithess value of each particle, the

global best resource configuratias determined. The particle with the
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minimum fitness functionvalue (minimum security design cost value) is
declared as the fittest or global best resource configuration among all other
particles in each iteration. This process is followed in each iterahtihthe
process gets converged or thei€met. At the endbw cost RTL solution for
signaturebased security methodologies using PSO flifferent DSP

applications is obtained
7.5. Summary

This chapter discussednavel approach for the exploration of secudigsign

cost tradeoff for signature based security algorithms for DSP hardweselt
provides optimal design architectural solutions for secured IP cores used in
consumer electronics (CE) systems using #&€ed design space exploration.
The proposed approach considers three different hardware security algorithms
based on facial biometrics, encrypteash and watermarking for integration
with the PSGDSE framework for exploring the hardware architecture
tradeoffs of securitydesign cost. Experimental results in terms of security,
design cost (area, delay), exploration time and other vital parameters are
obtainedthat offer IP designer and SOC integrator to employ optimal secured
and robust IP cores for integion in modern electronic/automated system
designsThe experimental results of the proposeduritydesign cost tradeoff

methodologyhave been discussed and analyzethénchapteB of thisthesis.
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Chapter 8

Symmetrical Protection ofOwner shi p Ri ght 0s
Buyer and IP seller using Facial Biometric Pairing

This chaptempresents a novel methodology for enabling the protection of IP
rights of IP buyer and sellelin the present scenario where the development of
smart cities and deployent loT enabled devices is thriving, the demand of
hardware accelerators is increasing. Therefore, in order to tradeoff the supply
and demand, these hardware accelerators are developed and delivered by the
third-party vendors (sellers), this scenario indleeay lead the major security
concerns to end consumer along with IP buyer. Further, an untrustworthy IP
buyer may also falsely claim the ownership rights (post receiving the IP). On
the other hand, an IP vendor may also distribute the illegally copi¢® of
cores. Therefore, the security of these hardware accelerators (IP cores) along
with the rights of IP vendor and buyer simultaneously, is of utmost importance
before their integration into system on chips (SoCs) of consumer electronics

(CE) systems.

Outline of the chapter is as follows. The first section formulates the problem.
The second section discusses finecess for generating the secusgkign
through embedding facial biometric of IP buyerder following subsections:
threat model and motivatioprocess for generating the security constraints for
facial biometric of IP buyer, process for generating the signature embedded
design corresponding to facial biometric of IP buyairrther, the third section
discuss the proposed approaahder following sibsections:process for
generating the security constraints for facial biometric of IP seller, process for
generating the signature embedded design corresponding to facial biometric of
IP seller The fourth sectiodiscuss the process for nullifying falskaim of IP

rights and detecting IP piracyFinally, the fifth section summarizes the

chapter.

8.1. Problem Formulation

Given the data intensive hardware IP core in the form of transfer

function/behavioral description, library, resource constraints and facial
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biometric of IP buyer and seller along with the objective of protecting their IP

rights symmetrically.

8.2. Process for generating the secured design through

embedding facial biometric of IP buyer

The proposed approach preseatsobust security methodology ngi facial
biometricsbased approach for protecting ownership rights in the hardware
accelerators (IPs) used in CE systeMbBe proposed approach ensures the
protection of the rights of IP seller against the threat of fraudulent claim of
ownership from IP byer. On the other hand, it also protects the rights of IP
buyer against the illegal distribution of IP cores, thereby offering symmetric
security to both parties e.g., IP seller and IP buyer shown in Fig. 8.1,
firstly, the hardware security constri@ncorresponding to facial biometric
features of original IP buyer are generated. Subsequently, these security
constraints are implanted into the baseline design during register allocation
phase of behavioral synthesis. Next, the hardware security cotstrai
corresponding to facial biometric features of original IP seller are generated.
Subsequentl vy, sell erés security const
obtained post embeddi ng buyer 6s sec.
embedding process ensures theemion of the security constraints of IP seller
and IP buyer uniquely without affecting the functionality of the design.
Therefore, while performing the detection of illegal IP cores and to nullify
false claim of ownership, both entities (IP supplier asdr) can verify their
secret mark distinctly. Thus, proposed methodology offers the robust
symmetrical protection of hardware accelerators by integrating the non
replicable and unique facial biometric information of IP buyer and seller. The
detailed proces of proposed security methodology has been presented in

subsequent subsections

8.2.1. Threat model and motivation

The proposed methodology handles the security threats from the perspective

of IP seller and IP buyer (the two main entities of IP supply chain).
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Threat to IP seller an IP buyer may falsely claim the IP ownership rights,
post receiving the IP. Therefore, a robust security mechanism must be
integrated in order to safeguard the rights of IP seller. Additionally, the
embedding of security into desighould not impact its functionality and also

the resulting design cost should be as minimal as possible.

Threat to IP buyer an untrustworthy IP seller may distribute/ sell the illegal
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Fig. 8.1 The design floncorresponding to the proposed security approach using facial
biometric
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copies of custom IP (designed based on the IP buyer specification). This may
lead to illegal use of IPdt must be prohibited in case if some hardware
accelerator is designed for some specific purpose (mission critical
applications) corresponding to a specific IP buyer.

The proposed methodology embeds the facial biometric based digital signature
driven security constraints into the design during behavioral synthesis.
Biometric based protection offers the robust security in the form of embedded
signature as the unique facial features driven digital signature is not replicable
unlike other hardware secwritechniques like hardware steganography and
watermarking. The embedding of security constraints at behavioral synthesis
level costs lesser design overhead and results lesser implementation
complexity as compared to enabling the security at lower levideotlesign
abstraction. However, it also protects the lovesel design as the embedded
signature during behavioral synthesis is distributed throughout the design or
subsequent levels. Therefore, the embedded facial biometric signature (in
pairing of IP luyer and IP seller) not only offers minimal design cost, low
complexity, norreplicable security but also provides the protection of the

rights of IP user and IP supplier simultaneously.

8.2.2. Process for generating the security constraints for facial biometric

of IP buyer

The process for generating the hardware security constraints corresponding to

original IPbuyer, is assimilated through following steps:
a) first the facial image is captured using imaging device.

b) map the captured image of Hiyerinto ecific grid size and spacing

which helps in obtaining the accurate facial feature dimensions.

c) designate the nodal point on the resulting facial image. The nodal points are

marked in red as shown in Fig. 8.2.

d) based on IPuyerselected set of facidééatures, perform the assignment of

naming convention on the designated nodal points.

e) generate the facial image for Buyer corresponding to chosen facial

features in step d).
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f) for each of the selected facial feature (comprising of two nodal points)

determine the cordinate points.

g) subsequently, evaluatiee feature dimension corresponding to each feature.

The same is performed using Manhattan equation.

Input image of IP buyer
captured using high resoluti
camera lo [100 o, o S e

Subjecting the captured faci
image with grid size and
spacing

Nodal points generation
process

]

Assign naming conventions

nodal points
A

Generate the facial image with chosen features

100|

IP buyer selected
feature set

Calculating thdeaturedimensionsetweenmodal points ofchosenfeatures

Facial features Naming Co-ordinates (x1,| Feature dimension | Binarize feature
convention | yl)- (x2, y2) evaluated using magnitude
of points Manhattan equation
(Ix2-x1[+]y2yl])
Face HeightHF) | (P1) & (260, 145) & 425 110101004
(P18) (260,570)
Height of (P1) &(P2) | (260, 145) & 145 10010001
ForeheadHFH) (260, 290)
Nasal Ridge (P2) & (260, 290) & 110 1101110
Width (WNR) (P11) (260, 400)
Inter Pupillary (P3) & (P4) | (185, 315) & 155 10011011
Distance(IPD) (340,315)
Ocular Breadth (P5) & (P6) | (140, 325) & 80 1010000
(OB) (220, 325)
Bio- Ocular (P5) &(P8) | (140, 325) & 250 11111014
Breadth(BOB) (390, 325)
Interi Ocular (P6) & (P7) | (220, 325) & 75 1001011
Breadth(IOB) (295, 325)
Face WidthWF) | (P9) &(P10) | (110, 370) & 300 1001011d
(410,370)
Nasal Breadth (P12) & (205, 425) & 95 1011111
(NB) (P15) (300, 425)
Nasal Base Width| (P13) & (230, 425) & 45 101101
(WNB) (P14) (275, 425)
Oral Commissure| (P16) & (190, 485) &
Width (OCW) (P17) (320, 485)

Fig. 8.2. Process for generating biometric information corresponding to facial features

buyer
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h) convert the magnitude of each facial feature into their binarized form.

i) Next, in order to generate the digital biometric template corresponding to
auhentic IPbuyer, the binarize signature corresponding to each facial feature
is concatenated. However, IBuyer can generate numerous signatures of

particular strength and combinations, depending upon the different possible

concatenation orders.

The proess of generating the facial biometric signature corresponding to IP
buyeris demonstrated in Fig. 8.2. Where, based on the captured input facial
image of IPbuyer, specific grid size, number of facial features chosen and

their concatenation order and toation length, final biometric digital

template is generated. The above process has been implemented using [85].

]) Subsequently, the generated signature is converted into corresponding
hardware security constraints based on the encoding rules specifign by

original IPbuyer

For example, if IPbuyer selects following facial features among the total

specified features, in the following concatenation order such as:

i HA-WNRA OBA IOBA NBA OCWA WNBA WFAB OB 0 . Then, t

generated facial signature will be as follows:

il 101011000 01010001 O 1 11101010201 20010111100
111610

Subsequently, hardware security constraints are generated based on final
truncation length, target DSP design, and by using the following encoding rule
specified by the IBuyer.

1T For signature bit 006 i mpl ant t he

storage variable pairs where both the variables (P) are even.

T For bit 616 implant the security <co
pairs where first variable is 0 and secondatale can be of any integer

value (excluding the already available pairs).

In this paper, the methodology of protection of the rights of bothuierand

IP seller is demonstrated using IIR filter (which contains 27 storage variables
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to perform the compation). The IIR DSP benchmark has been adopted from
(pp.255257) [83]. Therefore, the resulting hardware security constraints

corresponding to IP buyer are:

For si gn &(PO-RP2s (POPK) (POBA), §POPS), (POP10), (POP12),
(PO-P14), (POP16), (PO-P18), (POP20), (POP22), (PEP24), (POP26), (P2
P4),(P2P6) , . . éR14), . , (P4

For si gna{(PORLE (PGPB)I(POB S P, é-P25)( PO

Subsequently, these hardware security constraints are embedded into design
by performing the local alteratioof the storage variables among the available
registers, during register allocation phase of behavioural synthesis. The

following rule is followed while embedding the constraints into target design:

any two storage variables of the same generated pair cannot be assigned to
same register available as it will result into conflict as same register cannot be
assigned to two storage variables at the same time. However, in case if it is not
possible to accomnuate the conflict then a new register is allocated.

However, it may lead to design area and delay overhead, if required

8.2.3. Process for generating the signature embedded design

corresponding to facial biometric of IP buyer

In order to generate the embeddaksign with IP buyer signature constraints,

following steps are followed:

a) firstly, we construct the DFG of the input design by following the

dependency information of operations.

b) next, schedule the target DSP design based on the resource constraints
specified by IP designer. The scheduled DFG is shown in Fig. 8.3.

c) allocate the hardware resources available in the module library, to
respective operations (multiplication, addition and subtraction) and perform

there binding.

d) construct the registerll@cation table corresponding to input design.

Register allocation table comprises of the details of required registers (R1 to
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R14), available storage variables (PO to P26) in the design and their

assignment to particular register and required contro$ gtépo 17).

e) now, perform the embedding of the generated hardware security constraints
earlier (corresponding to original IP buyer, based on the selected strength of
facial biometric signature and specified encoding rules), by locally altering the
register allocation information. The register allocation information post
embedding the facial biometric signature of IP buyer is shown in Table 8.1
Where, the variables marked in blue color indicates the updated position of
variables post embedding the seturconstraints based on the embedding
rules. The variables marked in yellow color indicates the previous position of
storage variables before embedding the IP buyer based facial signature driven

security constraints.

8.3. Process for generating the secured dgm through

embedding facial biometric of IPseller

The detailed process of proposed security methodotmyyesponding to
generating secured design through IP seller facial biométais been

presentedn subsequent subsections

R1R8 R2 R9 R3 RIOR4 Rll R5 R12 R6 RI3 R7  R14

P11 p12P6 P13
11

\/ T

Fig. 8.3. Scheduled DFG of IIR filter corresponding to resources one adder, two multip
and one subtractor
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8.3.1. Process for generating the security constraints for facial biometric

of IP seler

In order to generate the security constraints corresponding to facial biometric
image of IP seller, the following steps as discussed in subsection 8.2.2 from a)
to i) has been followed. The facial image of IP seller with chosen features set
is shownin Fig. 8.4. However, an IP seller may choose specific value of
security parameters corresponding to his facial biometric image such as
specific grid size to generate facial signature, number of facial features, their
concatenation order and specific tration length. For example, if the IP

sellerselects following facial features among the total specified features, in the

following concatenation order such as:
fi OB 10BA NBA OCWA WFA BOBA HFA WN B.0 Then the generated
facial signature will be as follows:

fil 0101010M1 0 1 111111111100011 0110100000101100001110011600 O
. Subsequently, in order to generate the security constraints, following

encoding rule has been followed such as:

1 Corresponding to facial signature of $eller, for signature
implant the security constraints between the storage variable pairs

where both the variables are odd.

Generated the facial image with chosen features

100 20

Sm i

Fig. 8.4. Facial image with selected facial features correspond
to IP supplier
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1 Forsignatue bit 616 i mplant the secur

storage variable pairs where both the storage variables are primes.

Therefore, the resulting hardware security constraints corresponding to IP

sellerare:

For si gn &{(P&P3g (PEPE) (P17, §P1PY), (PIP11), (P1P13),
(PLP15), 6éééé.-PH),, (P5

For si gna{(PaR3g (PRPi5t) , 016 é .-P23).. . (P17

Subsequently, these hardware security constraints are embedded into design,
obtained post embedding the security constraints qunesng to facial

biometric of original IP buyer (as discussed earlier in subsection 8.2.3).

8.3.2. Process for generating the signature embedded design

corresponding to facial biometric of IP seller

The embedding process at the IP seller end takes the follompugs e.g.,
register allocation information post embedding IP buyer facial signature
driven secret security constraints and the newly generated security constraints
corresponding to the facial features of IP seller. Thereafter, the embedding
process is @rformed. The resulting register allocation information post
embedding IP seller driven facial signature is shown in Table. 8.1. Where the
variables marked in red color indicates the changes due to local alteration, post
embedding the security constraibsed on the embedding rules (as discussed
earlier). Thus, the proposed approach ensures the protection of the rights of
both the IP buyer and IP seller by embedding their facial biometric signature
into the design during behavioural synthesis. Furthes, #@pparent form the
Table 8.1 that no extra storage element was needed while performing the
embedding of all the security constraints, corresponding to facial biometrics of
both IP buyer and IP seller symmetrically.

8.4. Process for Nullifying false claim of IP rights and

detecting IP piracy

In case if either a rogue IP buyer fraudulently claims ownership or IP seller
distributes illegal copies, the proposed approach provides seamless

verification of IP rights to both the parties, by detecting the unique hbimme
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Table 8.1 Register allocation information post embedding the facial biometric driven sec
constraints corresponding to IP buyer and seller

NOTE: among the total storage variables of the design, variables marked in blue
represents their new position corresponding to older position of variables (marked in y
post embedding the facial constraints correspondiniB btiyer. variables marked red color
represents their new position, post embedding the facial constrain® s#ller into the
resulting design post embedding of the buyer constraints

| R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 | R11 | R12 | R13 | R14
0O|PO |PL |P2 |P3 |P4 |P5 |P6 |P7 |P8 |P9 | P10 | P11 | P12 | P13
1 P14 | P2 |P3 | P4 |P5 |P6 | P15 | - P9 | P10 | P11 | P12 | P13
2 P17 P16 | P4 | P5 | P6 | P18 | P17 | - - P11 | P12 | P13
3 P21 | P21 P19 | P20 | pg | P18 | - - - - - P13
4 P23 | - - P19 | P20 | p22 | - - P23

5 P24 | - - - P20 | p22

6 P25 | P25 | -- -- - p22

7 P26

signature corresponding to each. In order to do so firstly, the signature
embedded design is being inspected to reconstruct the controller and extract
embedded signature. In case if an IP buyer (or adversary) is falsely claiming
the ownership, then IP seil by performing the matching of the regenerated
signature (along with its corresponding security constraints from the design)
with the embedded security constraints into target design, can easily prove

his/her IP ownership.

Similarly, in order to tracergy pirated or illegal copies made by an IP seller,
original IP buyer can prove his/her IP rights over the obtained IP core by
extracting his/her biometric signature from the IP RTL design and match with
the original embedded security constraints of hidfi@metric signature. Only

the original IP buyer will be able to match the security constraints successfully
to prove his/her IP rights. Further, the covert details of security parameters
used in the proposed approach to derive facial biometric secunisyramts is
known to only genuine IP buyer and seller thereby ensuring robust security of

the target design.

Further, an adversary present in untrustworthy design house may attempt to
pirate the IP cores without the knowledge of IP seller (vendor). Topoped
approach enables the robust detective control against pirated IP cores by the
integration of norreplicable and unique facial biometric driven secret security
constraints of IP vendor. While performing the IP piracy detection, the

presence of auth&n security constraints corresponding to the facial biometric
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signature of the original IP vendor is verified. In order to do so, the embedded
constraints from the target design under test are extracted. Subsequently, if
they do completely match with theecurity constraints of the original IP

vendor, then the target IP design is considered as genuine otherwise it is a

pirated design
8.5. Summary

This chapter presentedrobust symmetric security methodology to enable the
protection of the ownership rights of both the IP buyer and IP seller. The
proposed approach exploited the unique facial biometrics of both parties for
the same. Furthermore, it ensures the integragfoanly authentic IP cores
into CE systems, thereby safeguarding the end consumerg hésproposed
work presented strongearotection of hardware IPs (in terms of lowec

value) while incurring zerdesign overhead
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Chapter 9

Experimental Results andAnalysis

The experimental results and analyses of the propbsedware security
techniquesfor ensuring the security (in terms of IP core protection and
detective control) of data intensilerdware/IP coeare presented in this
chapter The results have been calculated for varidag intensivdDSP and
multi-mediabenchmark$81]-[84].

9.1. Results and analysis:Contact-less palmprint biometric
for securing DSP ceprocessors used in CE systems
against IP piracy

The experimental results of the proposed codess palmprint biometric
methodology for securing DS&bprocessors discussed in section 3 are
analyzed and discussed in this sectiorl5Anm open cell library was used to

calculate different parameters suel design areand latency [86]. The
proposed method all ows capturing of &r
6nd depends on the I P designerds choi c
extraction and embedding process in an IP core, only a singhp@ image

is used at a time. The choice of the palmprint image again depends on the IP
vendor. The palmprint size dataset tested in our approach varies between 7 to

262 digits. The proposed approach has therefore been tested on wide variety of
palm imaye sizes for analyzing its security and design overhddmd

following subsections present the results for palmprint biometric based

hardware security technique.

9.1.1. Analyzing the impact of varying size of palmprint features set on

final palmprint signature size

The size of palmprint signature varies in accordance to the number and type of
palmprint features chosen. Figj1 shows the variation in the final palmprint
signature with respect to different size of palmprint features set of the same
palm. As shown in the figure, a larger size of palmprint signature can be
obtained by choosing more number of palmprint featuresdouring larger

DSP designs. The palmprint signature size can be scaled down by choosing
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relatively lesser number of features, according to the size of target designs to
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Fig. 9.1 Variation in the final palmprint signature with respect to different size of
palmprint features set of the same palm
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be secured

9.1.2. Security analysis of proposed palmprint biometric based hardware

security methodology

Strength of the proposed palmprint biometric based hardware security
approachis analyzed in terms of probability of coincidence (Pc) and tamper
tolerance (TT) metricg31], [32], [36], [37}39].

Table 9.1 shows the variation in the Pc for FIR filter for varying number of
palmprint features in a palmprint signature. It is obsetlatla very low value

of Pc can be achieved by embedding more number of palmprint features.
Further, Table9.2 shows the Pc of different DSP designs for maximum
possible number of constraints embedded and the Pc is compared with the
biometric fingerprint biometric approach 40]. As shown, the proposed
palmprint biometric approach achieves lower Pc than the fingetpased
approach 40]. Thisis because the proposed palmprint signature comprises of
three types of digitshé oD@ OeEpesmndf 6
and 016) I n-basetl apprdachnTdhesy ter proposed approach is
able to embed larger constraints (z) than the fingerpased approach,
resulting into lower Pc and hence providing greater strength of palmprint
signaure. Further, the proposed palmprint approach is compared with IP
steganographgpproach 37, IP digital signature approact3]] and IP digital
signature based watermarking approa83] [in Tables 9.3, 9.4 and 9.5
respectively. As shown in the tables, the proposed approach is capable to
achieve lower Pc than hardware steganogragpgroach 37], IP digital
signatureapproach 31] and IPdigital signature based watermarking approach
[33] becauseof higher yield in he number of generated security constraints.
Since lower Pc is achieved forg®int DCT, it is intuitive that smaller size

DCT (e.g., 4point) will also have lower Pc than steganography approach.

Further, the tamper tolerance ability of the proposed pamnpignature is
reported in Table®.4, 9.5 and9.6 and compared with IP digital signature
based watermarkingpproach 33] and fingerprintbasedapproach 40] and
the IP digital signatur@pproach 31] respectively As shown, the proposed

approach has higher tamper tolerance ability (due to larger signature space)
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than the IP digital signatur@approach 31], IP digital signature based
watermarkingapproach 33] and biometric fingerprirtbasedapproach 40Q].

This is because of generating higher strength digits (W) in the palmprint
signaturethan the IP digital signature approa@&i][ IP digital signature based
watermarking approact88] andfingerprintbasedapproach 40]. Becauseof

high tamper tolerance abilityan attacker cannot find the exact palmprint
signature to attempt tampering in the form of regeneration of duplicate
signature. This incapacitates an attacker from duplicating the authentic
palmprint signature and embedding into fake designs for evadingectaint
detection process. Hence the proposed palmprint based approach offers robust

security againgpiracykounterfeiting

9.1.3. Design cost analysis of proposed palmprint biometric based

TABLE 9.1 Variation in Pc of FIR filter design for
different size of palmprint signature of same palrr

# Palmprint featureg  # constraints (z) Pc
17 227 6.85E14
16 182 2.79E11
15 155 1.02E9
14 143 5.09E9
12 105 8.14E7

TABLE 9.2 Comparison of Pc w.r.t related work [40]

Bench _ Proposed Related work [8]
marks | B ints|  PC | constraimts|  PC
“-paint 27 4.23E4 25 7.52E4
“paint 27 4.23E4 25 7.52E4
&point 125 5.63E8 121 9.61E8
ﬁg’g?t 125 5.63E8 121 9.61E8
FIR 231 4.01E14 225 8.95E14

TABLE 9.3 Comparison of Pc w.r.t. related work [37]

Bench Proposed Relatedwork [37]
marks constraints Pc constraints Pc
8-point
DCT 125 5.63E8 43 3.2E3
8-point
DCT 125 5.63E8 43 3.2E3
FIR 231 4.01E14 57 4.9E4

TABLE 9.4 Comparison of proposed approach with digit
signature [31]

Bench bc T

marks Proposed [31] Proposed [31]
4-point

DCT 4.23E4 1.00E3 7.6E+12 1.6E+7
4-point

IDCT 4.23E4 1.00E3 7.6E+12 1.6E+7
83’8#“ 5.63E8 | 2.22E4 4.3E+59 | 9.22E+18
8-point

DCT 5.63E8 2.22E4 4.3E+59 9.22E+18

FIR 4.01E14 4.94E4 1.6E+110 1.44E+17
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hardware security methodology

The design cost is computed using a 15nm agadribrary [86] and hadeen
reported in Tabl®.7. As shown in the table, a very trivial overhead in the
design cost (less than 0.9%) is incurred compared to the baseline counterparts
(designs without embedd palmprint). The underlying reason is incurrence of
extra registers for satisfying the embedding of all palmprint biometric
hardware security constraints. For example, the FIR filter requires 15 registers
instead of 8 registers post embedding the sigaata shown in the Tab&?7.
However, the cost overhead is merely 0.8%. This is because, the cost
computation formula (given in 3.3) alsiecludes the area of functional unit
(FU) resources (adders, multipliers etc.) along with the area of registers.
However, the area of FU resources remains unchanged and only the overall

register area is increased post embedding the signature. Moreover, the design

TABLE 9.5 Comparison of proposed approach with digit
signature based watermarking approach [33]

Bench bc T

marks Proposed [33] Proposed [33]
4-point

DCT 4.23E4 1.00E3 7.6E+12 1.6E+7
4-point

IDCT 4.23E4 1.00E3 7.6E+12 1.6E+7
8-point

DCT 5.63E8 5.63E8 4.3E+59 4.3E+59
8-point

DCT 5.63E8 5.63E8 4.3E+59 4.3E+59

FIR 4.01E14 6.46E4 1.6E+110 3.6E+16

TABLE 9.6 Comparison of tamper tolerance (Wr}).t.
related work [40]

Bench Proposed Related work [8]
marks Signature Tamper Signature Tamper
size (S) tolerance size (S) tolerance
4-point 27 7.6E+12 25 3.3E+7
DCT ) '
4-point
DCT 27 7.6E+12 25 3.3E+7
8-point
DCT 125 4.3E+59 121 2.6E+36
8-point
DCT 125 4.3E+59 121 2.6E+36
FIR 231 1.6E+110 225 5.4E+67

TABLE 9.7 Design cost pre and post embedding palmprint biometric constraints

: : Design cost of
. # of registers in - h
# of registers o Design cost almprint % cost
Benchmarks in basgeline palmprint implanted of bgseline irr)nplae]ted overhead

design design
4-point DCT 4 5 0.5611 0.5623 0.2%
4-point IDCT 4 5 0.5611 0.5623 0.2%
8-point DCT 8 11 0.4721 0.4740 0.4%
8-point IDCT 8 11 0.4721 0.4740 0.4%
FIR 8 15 0.4443 0.4479 0.8%
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cost has the area weightage of only 0.5 while the other 0.5 weightage goes to
latency which remains unchangedst embedding the signature. Togreposed
palmprint biometric based hardware security approach is therefore capable of
embedding larger number of security constraints (robust security) while

incurring trivial design cost overhead.

9.2. Results and analysisDouble line of defense approach for
securing DSP IP cores using structural obfuscation and

chromosomal DNA impression

This section analyses results of the proposed structural obfuscation and
chromosomal DNA impressigbased technique for securing the IPreso
corresponding to the DSP applicatiods15 nm open cellibrary [86] was

used to calculate the design cost. The experimental results have been analyzed
for various DSP benchmarkSur technique is automated using C++ language
and runon intel(R) core(TM) i5-11235G7 processor with 2.40GHz. The

implementation run time of this methodology is ~2.041s.

9.2.1. Security analysis

The security of the proposed double line of defense methodology using
structural obfuscation and chromosomal DNA impression is analyzednirs
of strength of obfuscation, probability of coincidence and tamper tolerance

ability and design cost along with its implementation run time

9.2.1.1. Security analysis in terms of strength of obfuscation

The obfuscation achieved is measured by strength of obfuscation in terms of
number of gates modified in the datapath of the DSP design as shown in Fig.
9.2. The more the number of gates affected, more is the strength of
obfuscation and harder it is for adversary to alter the RTL description of the
DSP core. Fig9.2 shows the strength of obfuscation achieved using proposed

method for different DSP applications.

9.2.1.2. Security analysis in terms of probability of coincidence

Security against IP piracy is anaggrin terms of strength of ownership proof

using probability of coincidence metricT h e OPcbo val ue spe
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m benchmark comparison respective to the number of Gate
affected

256
224
192
160
128

96

R R RS

4-point 4-point 8-point 8-point FIR
DCT IDCT DCT IDCT

Fig. 9.2 Strength of obfuscation of proposed approact

probability of coincidently detecting security constraints in an unsecured
design; hence it is desirable for it to be low as much as possible. The pc value
achieved using our method for FIRpdint DFT, 4point DCT design and-8

point DCT are reported inable9.8, for varying effective constraints size with
respect to encrypted chromosomal DNA impression (corresponding to
different number of base Pairs (AT/GC) in chromosomal DNA and different
number of polynucleotide). As shown in the Ta@lg a | B achiévédc 6
for all the variations of encrypted chromosomal DNA impression sizes
implanted into the obfuscated DSP designs

The proposed encrypted digital DNA impression methodology is also
compared with a recent statéthe art security work based on facial biometric

[41] and hardware steganograpi87]. Thec o mpar i sons of o6Pco
work with [41] and B7] are reported in Fig0.3. As evident, our methodology
achieves much | owe rd4l] @anBB7p This s bggause¢hd t o
number of security constraints generated usiif §nd [37] are significantly

lesser compared to tipeoposednethodolog.

TABLE 9.8 The Pc of the proposed approach indicating strength of digital evidence

# Base Pairs | #Polynucleostridel Digital DNA FIR DFT 4point DCT 8-point
(AT/GC) in (leading/lagging |  impression DCT
chromosomal | strand in DNA) size Pc
DNA #E. (Effective constraints)
2 4 32 1.39E2 9.3E2 1.3E2 1.2E1
32 32 32 32
4 9 64 1.4E3 8.7E3 1.4E3 1.6E2
49 64 49 64
6 17 128 1.4E3 7.59E5 1.4E3 2.5E4
49 128 49 128
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1.00E-04+ Pc w.r.to

relative

1.00E-03+ work[41]

1.00E-021 Pc w.r.to

relative

1.00E-01+ work[37]

.00E+00-
1.00E+00 Pc of the

proposed
work

4-point 4-point 8-point 8-point
DCT IDCT DCT IDCT

Fig. 9.3 Comparison of probability of coincidence (Pc)

1.00E+40- TT w.r.to
1.00E+34- related

work[41]
1.00E+28-

TT w.r.to
1.00E+22- related
1.00E+16- work[37]
1.00E+10- TT of the

proposed
1.00E+04- work

4-point 4-point 8-point 8-point
DCT IDCT DCT IDCT

Fig. 9.4 Comparison of tamper tolerance ability (TA)

9.2.1.3. Security analysis in terms of tamper tolerance

Security against tamperingulnerability is evaluated using the tamper
tolerance ability. The larger kespace proportionately increases the resistance
for an attacker to find the exact encrypted digital DNA impression implanted
in the designSince the security constraints genetlaé®d embedded through
our work is comparatively higher, thus the tamper tolerance ability of
proposed methodology is far stronger thdf) fand [37]. The comparisons of
tamper tolerance ability of our work witd]] and [37] are shown in Fig9.4.

As evicent, the TA of the method that we presented is far robust #ihahd

[37] due to generation of mogecurity constraints

9.2.2. Design cost analysisnd implementation run time

A 15nm opercell library [86] is used to calculate both the delay and area of a
hardware design. Tabl@.9 reports the design cost of proposed obfuscated
encrypted digital DNA impression implanted design and-gundedded
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Table 9.9 Obfuscated design cost pre and post embedding edoriippenosomal DNA
impression constraints (32, 64, 128 bits)

. . # of registers in Design cost of | % Cost overhead
# of registers in .
obfuscated desigr| proposed Design proposed in proposed
Benchmarks . obfuscated obfuscated obfuscated
(pre embedding o cost of - -
[84] . encrypted digital . encrypted digital | encrypted digital
digital DNA h . baseline h . ; .
impression) DNA impression DNA impression | DNA impression
implanted design implanted design| implanted design
4-point 8 8 0.5659 0.5659 0.00%
4-point 8 8 0.5659 0.5659 0.00%
IDCT : : Rt
8-point 0
DCT 16 16 0.4771 0.4771 0.00%
8-point 0
IDCT 16 16 0.4771 0.4771 0.00%

Table9.10 Execution time of proposed DNA base

approach
Benchmark$84] Execution time
4-point DCT 2.323sec
4-point IDCT 2.323sec
8-point DCT 2.491sec
8-pointIDCT 2.491sec
FIR filter 2.904sec

(baseline) obfuscated version. As evident, our methodology incurs design cost
overhead of 0.00 % corresponding to all DSP designs.

The implementation run time of the proposed security approach for different
DSP benchmarks have besmownin Table9.10. As evident from the table,
the proposed technique is capable of embedding robust encrypted DNA
impression into the DSP designs at veays implementation complexity (in

terms of embedding time).

9.3. Results and analysis: Designing secured reusable

convolutional IP core in CNN against piracy using facial

biometric based hardware security

The proposed approach allows three curve detectiorelggfilters to convolve

in parallel over input image and generating feature maps corresponding to
each kernel as output of convolutional layer. Further, each kernel is unrolled
twice and is capable of computing two pixels in parallel. For the sake of

breuty, the details of all kernel datapath could not be included. Further, CNN

kernel IP core is secured with facial biometric which offers robust security
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against IP piracy/counterfeiting, false claim of IP ownership proof and IP

forgery attacks

9.3.1. Analyzing the proposed reusable convolutional IP core in terms of

pixel computation

Table 9.11 shows the comparison of the number of executions for the
convolutional operation between a conventional hardware design and
proposed reusable IP core. As evidzam the table the proposed reusable IP
core design offers significantly lesser number of executions of the convolution
operation due to heavy parallelism involved owing to loop unrolling of the
datapath. For example, for different sizes of the inputgendhe proposed
reusable IP core produces much lower number of executions. Furthermore,
Table 9.12 highlights the number of pixels computed in parallel by the
proposed reusable IP core for different kernel sizes (K=3, K=4, K=5). As
evident from Tabled.12, the number of pixels computed through proposed
approach for respective weight loading is twice as compared to the pixels
computed through conventional hardware design. This reflects the proposed

approach is more efficient in terms of better performance

9.3.2. Analyzing the impact of implanting facial biometric signature on
functional units in RTL datapath of CNN convolutional layer

kernels

The size of facial signature varies in accordance to the number of facial

Table9.11 Number ofexecutions forconvolutionoperation

For three # Executions of # Executions of
Kernels(K=3) convolution operatiomi | convolution operation
conventional hardware | in proposed reusable|
design [73] IP core
For image size 16384 4096
128x128
For image size 65536 16384
256x256
For image size 262144 65536
512x512

Table 9.12Number ofpixels computed irparallel for
differentkernelsizes

# Weight Pixels computed Pixels computed in
Kernels | loading | through conventional parallel through
hardwaredesign [73] proposed approach
K=3 27 3 6
K=4 36 4 8
K=5 45 5 10
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features chosen by IP designer/vendor. Further, different signature can be
formed depending on the concatenation ordering of chosen features. The facial
signature size can be scalddwn by choosing relatively lesser number of
features, according to the size of target IP core to be secured. The proposed
approach renders zero overhead as the number of registers pre and post
embedding facial signature are same. Furthermore, the impaattedding

facial signature on functional units and corresponding multiplexers and

demultiplexers is shown in Tab®13,

9.3.3. Security analysis

Strength of the secured CNN convolutional layer IP core using facial
biometric approach is analyzed in terms adlqability of coincidence (Pc) and
tamper tolerance (TT) metri¢31], [32], [36], [37}[39].

9.3.3.1. Security analysis in terms of probability of coincidence

Pc obtained for different facial images using proposed approach is presented
in Table 9.14 Where, number of security constraints adiferent

corresponding to the facial image chosen by IP designer/vendor for generating

Table 9.13Resources in the RTtlatapath of CNNonvolutionallayerreusable IRore (pre
and posembeddingfacial biometric constraints)

Resources prembedding security Resources pogtmbedding security constraini
constraints
Kernel FU | # Registers| Muxes Demwes | FUs # Muxes Demwes
number s (for double Registers
unrolling) (for double
unrolling)
Convolutional | 2 36 #8X1 #1x8 2M, 36 #8X1 #1x8
layer datapath| M, Muxes Demuxes| 2A Muxes Demuxes
(Kernel £ 2A =4 =2 =8 =6
#16X1 #1x8 #16X1 #1x8
Muxes Demuxes Muxes Demuxes
=6 =4 =4 =2
#2X1 #1x8 #2X1 #1x8
Muxes Demuxes Muxes Demuxes
=16 =16 =16 =16
Convolutional | 2 36 #8X1 #1x8 2M, 36 #8X1 #1x8
layer datapath| M, Muxes Demuxes| 2A Muxes Demuxes
(Kernel 2¢ | 2A =4 =2 =7 =5
#16X1 #1x8 #16X1 #1x8
Muxes Demuxes Muxes Demuxes
=6 =4 =4 =2
#2X1 #1x8 #2X1 #1x8
Muxes Demuxes Muxes Demuxes
=16 =16 =16 =16
#4X1
Muxes
Convolutional | 2 36 #8X1 #1x8 2M, 36 #8X1 #1x8
layer datapath| M, Muxes=4 | Demuxes| 2A Muxes Demuxes
(Kernel 3¢ | 2A =2 = =4
#16X1 #1x8 #16X1 #1x8
Muxes Demuxes Muxes Demuxes
=6 1 74 =5 =3
#2X1 H2xB #2X1 #1x8
Muxes Demuxes Muxes Demuxes
=16 =16 =17 =17




facial signature. Pc metric shows the probability of coincident detection of
covert security constraints with an unsecured design, hence low Pc is
desirable. Pc valuef securing CNN kernel using facial biometric is lesser
than the redted approaches such as digital signat88 4nd steganography
[37], as shownin Table 9.14. Further, percentage reduction in Pc value
achieved using the proposed approach correspomaliting related approaches

is shown in Tabl®.15. Proposed approach renders significant reduction in Pc
value therefore is capable of offering more security strength than the related

approaches

9.3.3.2. Security analysis in terms of tamper tolerance

The tamper tolerance ability of a design indicates the security in terms of
rendering it difficult for an adversary to regenerate the exact signdtuee.
tamper tolerance ability is measured in terms of total signature space. As
shown in Table9.16, the poposed approach has higher tamper tolerance
ability (due to higher signature strength) than the digital signature approach
[39]. In caseof the facial biometric signature, total signature space is of size

Table 9.14Comparison of Pc with respectrelated approach [39], [37] f@NN
convolutionallayer IPcore

Facial #Security Pc of the Digital Pc of the related # Stege Pc ofthe
images | constraints proposed signature approach 39 constraints related
approach strength 89| [37] approach 37]

Image_1 81 4707 15 .8697 13 .8860
Image_2 84 A577 30 .7564 24 .7999
Image_3 84 4577 60 5722 43 .6703
Image 4 84 A577 75 4977 57 .5884
Image_5 83 4620 82 .4663 59 5776

Table 9.15Percentageeduction in Pc valuaechieved
using proposed approach compared to related works [

[37]
Facial images Reduction in Pc Reduction in Pc

wrt [39] wrt [37]
Image_1 45.87% 46.87%
Image 2 39.48% 42.78%
Image_3 20.01% 31.71%
Image 4 8.03% 22.21%
Image 5 0.92% 20.01%

Table 9.16Comparison ofamper tolerance with respect to related approach [39]"
CNN convolutional layer Reusable IP core

Facial images #Security | Tamper tolerance| Digital signature | Tamper tolerance
constraints| of the proposed strength B9 of the related
approach approach39]
Image_1 81 2.417E+24 15 3.2E+4
Image_2 84 1.934E+25 30 1.07E+9
Image_3 84 1.934E+25 60 1.15E+18
Image 4 84 1.934E+25 75 3.7E+22
Image 5 83 9.67E+24 82 4.83E+24
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284 which is a huge number and can be further scaled depending on the
number of facial features chosen by the IP designer/vendor. Therefore,
proposed approach is capable of securing CNN convolutional layer IP core
from IP piracy/ counterfeiting or IP forgeagtempt by a potential adversary.

9.3.4. Design area analysis

The design area is computed using a 15nm -gpdnibrary [86]. Further,

i mpact of number of CNN convolutional
factor on design area is reported in F&5. The more the number of
kernels/filters, more is the parallel computation of pixels. Further, the value of
unrolling also accelerates the pixel computation process. The proposed
approach allows three CNN kernels with twice unrolling. Thus, improving the
CNN performance and limiting the design area on the other hand. Further, as
shown in Tabl.13, zero overhead in the design is incurred compared to the
baseline counterparts (designs without embedded facial signature). The
underlying reason is incurrence of rextra registers for satisfying the
embedding of all facial security constraints. Therefore, the overall design area
overhead is zerol/trivial. Further, the proposed approach can be scaled for more
number of convolutional filter kernels thereby computingrenaumber of
output pixels in one execution. Moreover, scaling can also be achieved by

increasing the number of unrolling

9.4. Results and analysis: Retinal biometric for designing

#Kernels corresponding and their unrolling fac

3500
3000
2500

2000
1500
1000 I
500
o |1
K=3 K=5 K=7

K=1
mUF=4 UF=3 UF=2 UF=1

Design area

Fig. 9.5. Impact of number of CNN convolutional filter
kernels O06K& and wunrolling
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secured JPEGcodec hardware IP core for CE systems
using HLS

This sectiomanalyses results of the proposed retinal biometric based hardware

security approach

9.4.1. Security analysis

Robustness of the security strengtfered by the proposed retinal biometric is
analyzed using probability of coincidence and tamper tolerance migtil;s
[32], [36], [37}39].

9.4.1.1. Security analysis in terms of probability of coincidence

The Pc value indicates probability of coincidentlyted#ing the authentic
retinal security constraints within an unsecured Heg@ec design. Therefore,
lower Pc value is desirable and it indicates higher security strength.
Furthermore, lower Pc value enables the robust security in terms of strength of
digital evidence (proof).The Pc value for different retinal signature size
corresponding to variable number of retinal features for image_1 is shown in
Table 9.17. Further, the respective Pc corresponding to five different retinal
images is reported in Tab®18. It is evident from Tabl®.17 and Table9.18

that the retinal signature of larger size (capacitates the IP vendor to generate
large number of security constraints) results into lesser Pc value and vice

versa
9.4.1.2. Security analysis in terms of tamper toleance

Tamper tolerance is the indicative of robustness of the security strength of the

Table 9.17 Variation in Pc for different size of retin:
signature of same retina (Image_1)

# Retinal features # Constraints (z) Pc
33 900 4.0E6
25 700 6.4E5
18 500 1.0E3
11 300 15E2
4 100 25E1

Table 9.18 Variation in Pc and Tar different retinal images

# Retinalimages # Constraints (z) Pc TT
[77]
Image_1 922 2.9E6 ~1.0E+435
Image_2 589 2.9E4 1.05E+281
Image_3 953 1.9E6 ~1.0E+449
Image_4 958 1.8E6 ~1.0E+451
Image 5 1141 1.4E7 ~1.0E+538
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design against tampering. Higher tampering tolerance indicates that adversary
cannot regenerate the exact retinal signature by performing tampering. It
hinders an adversary tpirate the designs by implanting the regenerated
signature into pirated designshe tamper tolerance provided by the retinal
biometric corresponding to five different retinal images is shown in Table
9.18 1t is evident from Tabl®.18 that more tamperoterance is achieved by
embedding the retinal signature corresponding to image_5 because of more
security constraints than other retinal images. The proposed retinal biometric
hardware security approach is also compared with recentadttie art
hardwae security approaches such dgyital signature 39|, fingerprint
biometric 40} and facial biometric 41] basedhardware security approach.
The Pc comparison with respect to fingerprint biometric, facial biometric and
digital signaturebased approach is shown in TaBl&9. As evident form the

Pc comparison, the proposed retinal biometric approach achieves lesser P
value than relatedpproaches4], [41], [39]. Therefore, lesser Pc value of the
proposed approach ensures the stronger proof of digital evidence to the
genuine IP design only. Further, the tamper tolerance of the proposed retinal
biometric is comparedo [40], [41], [39]. The proposed retinal biometric
approach also attains higher tamper tolerance than related approaches. Table
9.20 shows the tamper tolerance of the proposed approach for varying retinal
biometric signature strength; thus, making it hyghmprobable for an

adversary to exactly regenerate the original retinal signature for evading piracy

Table 9.19 Comparison of Pc w.r.t related wtg], [41], [39]

Proposed Fingerprint biometric4Q] Facial biometric41] Digital signature 39]
#Security #Security #Security #Security
constraints Pc constraints Pc constraints Pc constraints Pc
() () () (2)

922 2.9E6 526 7.06E4 75 3.5E1 15 8.1E1

589 2.9E4 350 8.0E3 80 3.3E1 30 6.6E1

953 1.9E6 538 5.9E4 81 3.27E1 60 4.3E1

958 1.8E6 555 4.7E4 83 3.18E1 120 1.9E1

1141 1.4E7 418 3.13E3 84 3.13E1 240 3.6E2

Table 9.20 Comparison of TT w.r.t related wof4§)], [41], [39]

Proposed Fingerprint biometri¢40] Facial biometric41] Digital signature 39]
#Security #Security #Security #Security
constraints i constraints i constraints T constraints 1T

922 ~1.0E+435 526 9.24E+250 75 6.08E+35 15 1.43E+7
589 1.05E+281 350 9.8E+166 80 1.47E+38 30 2.05E+14
953 ~1.0E+449 538 4.91E+256 81 4.43E+38 60 4.23E+28
958 ~1.0E+451 555 6.34E+264 83 3.99E+39 120 1.79E+57
1141 ~1.0E+538 418 2.73E+199 84 1.19E+40 240 3.22E+114
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detection process

9.4.2. Design cost analysis of proposecktinal biometric based hardware

security methodology

The mpact of enabling the robust security of JRP&s8@ec hardware IP core
through proposecetinal biometricapproach, omlesign cost, is analyzed using
15-nm NanGatdibrary [86]. Thedesign cost of JPEGodec hardware IP core
design, preembedding and postmbedding the retinal signature for different
signature strength, corresponding to retinal image (Image_1), is shown in
Table 9.21 As evident, no design overhead is reported for varying sizes of
retinal signature strength. This is because no extra register was required during
embedding all the generated retinal biometric hardware security constraints
into JPEGcodec desig while satisfying distinct register allocation policy.
Further, the design cost corresponding to different retinal images (Image_1 to
Image_5) is shown in Tab&22 As evident, no design overhead is reported
postembedding security constraints for diffat retinal biometric images.
Therefore, as evident, the proposed retinal biometric hardware security
approach offers more robust security against IP piracy than related hardware

security approaches, at zero design cost overhead.

Furthermore, Fig9.6r eport s t he -dveasriigant i mms tion tfrPac
different number of retinal features corresponding to the same retinal image.

As evident , t he inPco val ue reduces Wi

Table 9.21 JPE@odec IP core design cost pre grust embedding retinal biometric
constraints (Image_1)

Retinal # of # of registers in retinal Design Design cost of % Cost
signature size | registers in signature implanted cost of retinal signature overhead
(image 1) baseline design baseline implanted design
100bits 73 73 0.214 0.214 0.0%
300bits 73 73 0.214 0.214 0.0%
500bits 73 73 0.214 0.214 0.0%
700bits 73 73 0.214 0.214 0.0%
900bits 73 73 0.214 0.214 0.0%

Table 9.22 JPE@odec IP core design cost pre and post embedding retinal biometric
constraints for different retinal images

. # of # of registers in retinal Design Design cost of
f‘;ﬁgg:ls registers in signature implanted cost of retinal signature oo\//oe(r:hczesz;d
baseline design baseline implanted design
Image_1 73 73 0.214 0.214 0.0%
Image_2 73 73 0.214 0.214 0.0%
Image_3 73 73 0.214 0.214 0.0%
Image_4 73 73 0.214 0.214 0.0%
Image_5 73 73 0.214 0.214 0.0%
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features chosen for generating the retinal signea This is because, increase

in number of retinal features results into increased number of corresponding
hardware security constraints to be embedded into the design. Hence, to
achieve higher strengt hPaxo)f, dliaridgfealn uemh

features should be used in a retinal signature.

Since the proposed approach utilizes convolution process to locate the feature
points of IP vendor retinal image using branching and bifimcakernel
matrices during signature generation process, therefore the time complexity
can be indicated as: O(pgmn), whebajps the size of cropped retinal image
matrix and mn is the size of kernel matrix respectively. Further, the
implementation run time of the proposed security approach has been shown in
Table9.23. As evident from the table, the proposed technique is capable of
detecting and embedding robust retinal impgmssto the JPE&odec design

at very less implementation complexity. Since the proposed approach required
2D array for storing the kernel matrix and the retinal image matrix for locating
feature points during signature generation process therefore #me sp
complexity is given as: O(pg+mn), wherégpand mdn are the sizes of the 2

D arrays of retinal image matrix and kernel matrix respectively.

¢ Probability of @ Design cos
1.00E-06+ S — 1.t
1.00E-05 1.2
1.00E-04 -
ili inci —0.9
Probability of c0|nf%eé1_8§_ _
Design cost

1.00E-02 ~0.6

1.00E-01 -
== = == o [03
1.00E+00 . . . ; 0.0

4 25 33

11 18
# of retinal features
Fig. 9.6. Pc design cost tradeff for JPEGcodec for differen
number of retinal features of same retinal image (Image_1

Table 9.23 Implementation time of the proposed
retinal biometric based hardware security approac

# Retinal images # Implementation time (in msec.)
Image_1 273.677
Image_2 205.339
Image_3 272.026
Image_4 275.590
Image_5 332.695
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9.5. Results and analysis: Exploration of security-cost
tradeoff for signature driven security algorithms for

optimal architecture of data-intensive hardware IPs

This sectionanalyzesthe proposed approach in terms s#curitydesign cost
tradeoff for the signaturbased security methodologies using PSO for DSP
hardware IPslIt enables the IP designer and CE integratorchoose an
optimal DSP hardware solution. Furthermore, it also guides the IP designer to
achieve maximum security strength and minimal design cost overhead in

parallel.

9.5.1. Security analysis

9.5.1.1. Security analysis in terms of probability of coincidence

The security is analyzed in terms of strength of ownership pfoabability

of coinciderce) [31], [32], [36], [37}H39]. The &éPcd metric sp
probability of coincidently detecting security constraints in a design; hence it

is desirable for it to beow as much as possible. TRe value achieved for the
respective security algorithms (watermarking based, encrypted hash based and
facial biometric based) using PSUSE approach for-point DCT and ARF

are reported ifFig. 9.7 and Fig.9.8 respectively Smilarly, Pc metric can be
obtained for 4point DCT, FIR and DWT applications. It can be observed that
the pc for the facial biometric based security algorithm is lesser than the pc for
watermarking and encrypted hasased security in both-@int DCT and

ARF applications. This is because ledBeis encountered if more the number

of constraints can be embedded using that security algorithm. Facial biometric
approach 41] results into more security constraints as it generates the
signature based on unigaad nonreplicable facial features as well as uses
several features in the features set to generate large size security constraints.
The number of embedded constraints has been generated based on the

signature strength

9.5.1.2. Security analysis in terms otamper tolerance

Security against tampering vulnerability is evaluated using the tamper
tolerance ability. The larger signature size proportionately increases the
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resistance for an attacker to find the exact security signature impression
implanted in the eésign. Since the number of encoding variables in
watermarking approach mparatively higher (four which are more than the
two for both encrypted hasB9] and facial biometric41]), thusthe TT ability

of watermarking approach is stronger thdf] [and[39]. The comparisons of

TT ability of thewatermarking 32], encrypted hash3p] and facial biometric
approach 41] basedon different signature sizes is shown in F&P. As
evident, the TT of the watermarking approach is far rothast g1] and [39].

9.5.2. Analysis of impact of signature strength on fitness value and
register count on DSP application

The impact of signature strength on fitness value and register count based on
different security algorithms32], [39] ,[4]] for varying signature strength is
analyzed using the securithesign cost tradeoff function (shown in equation
7.7). The corresponding results forp®int DCT and ARF are shown in Fig.

9.10 and Fig.9.11 respectively. The bigger signature size results into more
security constraints than the smaller signature size; hence more possibility of
design overhead (in form of register count on embedding all the effective
security constraints). The security me{ri@ ) as shown in equatio” @) also
affects the fitness function value.

9.5.3. Analysis of security algorithms in terms of hardware cost,

embedded security constraints and exploration time

The details of the security constraints, fithess function, design deday,
global best solution and average exploration time of the proposeeDB&O

for the signaturdased security algorithms for@int DCT and ARF are
shown in Tabled.24 and Table9.25 respectively. The global best resource
configuration (hardware solution) reported by the proposed approach for 8
point DCT and ARF are (1A, 4M) and (2A, 4M) respectively. The EXEE

[78] process during securdyesign cost tradeoff always converges te th
global best solution. Further, the details of hardware units obtained during
tradeoff exploration (securitiidesign cost) are reported in Tabl&6.

9.6. Results and analysis: Symmetrical Protection of
Owner ship Rightos for | P Buy e
Facial Biometric Pairing

This section analyzes the propossgmmetrical security methodology for
ensuring the tection ofonn er shi p Ri ght 0 ssellerasing | P Bu
facialbiometricpairing.

9.6.1. Security analysis
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Therobustness of the presented security methodology is analyzed in terms of
probability of coincidence (). The lesser Pc value indicates the higher

m |P facial biometric m IP watermarking

8 Encrypted hashing

@ 1.00E-07

2 1.00E-06

£ 1.00E-05

S 1.00E-04

‘6 1.00E-03

21.00E-02

= 1.00E-01 II

S1.00E+00

g # embedded # embedded # embedded

constraints  constraints  constraints
(32,32,32) (64,64,55) (110,102,83)
Embedded constraints corresponding to appli¢
encoding rule for 32, 64,128 bit signature stren
respectively

Fig. 9.7 Pc comparison of security methodologies fgrdnt
DCT application

B Facial biometric based security [7]
m Watermarking based security [14]-[17]
1.00E-08

1.00E-06

1.00E-04

1.00E-02 I I
1.00E+00 . .

Embedding constraintEmbedding constraintEmbedding constraints
(32,32,32) (64,64,64) (128,127,110)
corresponding to the corresponding to the corresponding to the
encoding rule for 32-biencoding rule for 64-bhitencoding rule for 128-
signature strength signature strength  bit signature strength

Probability of coincidence

Embedded constraints corresponding to applied encoding rule for 32, 64,
bit signature strength respectively

Fig. 9.8 Pccomparison of security algorithms for ARF framework

1.00E+78

>
= m Facial biometric
Q

< 1.00E+65 security algorithm
8 1.00E+52 [41]

c

g 1.00E+39

‘8 1.00E+26 m Watermarking

Q  1.00E+13 based security

£ algorithm [32]

ﬁ 1.00E+00

32-bit  64-bit 128-bit
signaturesignaturesignature

Encrypted hash
strength strength strength

based algorithm
Signature strength (39]

Fig. 9.9. Tamper Tolerance ability comparison of security algorithms fc
different signature strengths
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distinctiveness of security constraints as compared to baseline design.
Therefore, lesser Pc value is the ib@se. ThePc analyses of the proposed
security methodology using the facial biometric signature corresponding to IP
buyer and IP seller is depicted in TaBl27 and Tabled.28 respectively. As
evident from Tabl®.27and9.28the proposed approach rdasunto lesser Pc
value.

9.6.2. Design cost analysis

Table 9.24Details of the security constraints, fithess function, global best solution an
average exploration time of the proposed approac&fmint DCT wr.t. various security

algorithms[84]
Application | Sign Embedded Security Fitness | Design | Design | Sg» | Exploration
framework | ature constraints algorithm value area latency time
size | corresponding to (Securi 6Adq6LdO (Avg. in
(In the encoding rule ty- (in ms.) ps.)
bits) of the algorithm Design um2)
cost)
8-DCT 32 32 Facial 0.36 327.15 | 927.39 | [1, 173.7
biometric 4]
64 64 Facial 0.50 327.94 | 927.39 | [1,
biometric 4]
128 110 Facial 0.69 329.51 | 927.39 | [1,
biometric 4]
8-DCT 32 32 Watermarking | 0.32 327.15 | 927.39 | [1, 164.4
4]
64 64 Watermarking 0.42 328.72 | 927.39 [1,
4]
128 102 Watermarking | 0.53 328.72 | 927.39 | [1,
4]
8-DCT 32 32 Encrypted 0.40 327.94 | 927.39 | [1, 150
hash 4]
64 55 Encrypted 0.52 327.94 | 927.39 | [1,
hash 4]
128 83 Encrypted 0.67 327.94 | 927.39 | [1,
hash 4]

Table 9.2%Details of the security constraints, fithess function, global best solution an
average exploration time of the proposed approach for ARF framewntkvwarious security

algorithms[84]
Application | Sign Embedded Security Fitness Design Design Sep Exploration
framework | atur constraints algorithm value area latency time
e corresponding (Security (inum2) | 6Ld6 (Avg. in ps.)
size to the Design ms.)
(in encoding rule cost)
bits) of the
algorithm
ARF 32 32 Facial 0.2512 346.03 1391.09| [2,4] 168.8
biometric
64 64 Facial 0.2980 346.03 1391.09| [2,4]
biometric
128 128 Facial 0.3916 346.03 1391.09| [2,4]
biometric
ARF 32 32 Watermar 0.2466 346.03 1391.09| [2,4] 157.2
king
64 64 Watermar 0.2890 346.81 1391.09| [2,4]
king
128 127 Watermar 0.3721 347.60 1391.09| [2,4]
king
ARF 32 32 Encrypted | 0.2814 346.03 | 1391.09| [2,4] 153.4
hash
64 64 Encrypted | 0.3583 346.03 | 1391.09| [2,4]
hash
128 110 Encrypted |  0.4697 348.38 | 1391.09| [2,4]
hash
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Table 9.26Thedetails of DSP hardware units obtained during trafl@xploration
(security design cost)

Application Security Post embedding | #adder | #multiplier #Mux #Demw
framework algorithm register count base( unit(s) unit(s) units units
[84] on signature
size(bits)
32 64 128
4-point Facial 5 6 6 1 2 6 3
DCT biometric
Watermarking | 7 8 9 1 2 6 3
Encrypted 6 6 6 1 2 6 3
hash
8-point Facial 8 9 11 1 4 10 5
DCT biometric
Watermarking | 8 10 10 1 4 10 5
Encrypted 9 9 9 1 4 10 5
hash
FIR Facial 8 8 10 4 4 16 8
biometric
Watermarking | 9 10 11 4 4 16 8
Encrypted 8 9 10 4 4 16 8
hash
DWT Facial 5 7 11 1 1 4 2
biometric
Watermarking | 6 8 11 1 1 4 2
Encrypted 7 8 11 1 1 4 2
hash
ARF Facial 8 8 8 2 4 12 6
biometric
Watermarkng 8 9 10 2 4 12 6
Encrypted 8 8 11 2 4 12 6
hash

Table 9.27Pc analysiscorresponding tdacialsignature of IP
buyer w.r.t. BQ|

Bench Proposed Related work [80]
marks Max. security Pc Max. security Pc
constraintstf) constraints

DCT-8point | 84 4.4E3 30 1.4E1
FIR 84 44E3 30 1.4E1
JPEGcodec | 84 5.2E1 | 30 7.9E1
ARF 84 44E3 30 1.4E1
IR 84 1.9E3 30 1.0E1

Table 9.28Pc analysiscorresponding tdacial signature of IP
sellerw.r.t. [80]

Bench Proposed Related work [80]
marks Max. security Pc Max. security Pc
constraintstf) constraints

DCT-8point | 84 4.4E3 30 1.4E1
FIR 84 4.4E3 30 1.4E1
JPEGcodec | 84 5.2E1 30 7.9E1
ARF 84 4.4E3 30 1.4E1
IR 84 1.9E3 30 1.0E1

The design cost, post embedding the facial biometric signature of IP user and
IP supplier is shown in Tab®29 As evident from Tabl®.29 the proposed
approach incurs zero design overhead while embedding the security
constraints corresponding to IP buyer and IP seller. Thus, the proposed
security methodology ensures the protection of the rights of both the parties,
IP buyer and vendor withero design overhead.
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Table 9.29 Designost of theproposedspproachpostembeddingfacial biometricsignature of
IP buyer and then of IBeller into thedesign

DSP No. of Resource Design Design cost Design cost | %
benchmarks registers () configuration cost of after after Design
[84] baseline embedding embedding cost
design facial facial overhead
biometric of biometric of
IP buyer IP seller
DCT-8point 16 1(+), 2(*) 0.447 0.447 0.447 0.00%
FIR 16 1(+), 3(%) 0.5697 0.5697 0.5697 0.00%
JPEGcodec 129 3(+), 3(% 0.2178 0.2178 0.2178 0.00%
ARF 16 2(+), 4(") 0.4121 0.4121 0.4121 0.00%
IIR 14 1(+),2(*),1¢) 0.5247 0.5247 0.5247 0.00%
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Chapter 10

Conclusion and Future work

10.1 Conclusion

The DSR multimediaand machine learning basagdplications are prevailing

in the modernconsumer electronicsystems Therefore to design the secure
hardware IP cores is crucial fanodern SoCbaseddesigns. However,
different entities or designhouses involved in the SoC design process are
situated globally. Thisenforces to ensure the&ust in hardware before
integration of imported IPs into target systems. Therefore, it is crucial to
devise robust security measures against external hardware security. threats
These threats may pose substantial impacermh consumersystem and as
well as on IPvendordesigner itself.This thesis presented novieardware
securitytechniquesfor generating secure IP cores produce secure CE or
computing systems, thereby ensure the trust in hardwire following

objectives were accomplished

1 Proposedh codtacti ess pal mprint biometricé
approach for enabling robust and seamless detection of pirated IP
versions of DSPdesignsbefore being used in CE systeniBhe
proposed approachgloits the naturally unique palm features oflBn
vendor to generate biometrisignature. The implantedpalmprint
signature in the form of encoded hardware security constraints is then
covertly implanted into design during register allocation phase of HLS
process. These covertly implanted hardware régotonstraints enable
seamless detective control against pirated IP versions while incurring
negligible design overheadThis producel robust security atower
design cost compared taonbiometricbased IP core protection
techniques.

1 Proposed aybrid methodology to secure intellectual property (IP)
cores ofdata intensivdDSP applications against the hardware threats
of reverse engineering and pirachhe proposed approach exploits

multilevel structural obfuscation a8 line of defense againatteration
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of register transfer level (RTL) description of IP core desegrsuring
preventive control for hindering RE attack. Additionallye proposed
approachcovertly implants aninvisible DNA impression into the
structurally obfuscated DSP desigrsing robust encoding and
encryption using muliteration Feistel cipheas a 2 line of defense,
ensuring detective contrahgainst piracy. The proposeeéchnique
renderamore robussecuritythanothercontemporaryechniquesvhile
incurring zeradesigncost overhead

Proposed approach leverages the HLS based methodology for
designing securedcustom reusable convolutional IP care CNN.
Further, in order to ensure the security of reusable IP core, facial
biometric based hardware security has been emagloThe proposed
methodology eploits the naturally unique facial features of an IP
vendor to generate biometric based covert hardware security
constraints. These hardware security constraints are responsible for
enabling the security in terms of deteeticontrol against the
integration of pirated convolutional IPs into computing systems. The
integrated facial biometric based digital evidence therefore enables to
discern and isolate fake/pirated IP versiorEhis ensures the
integration of only genuine QN IPs in computing andCE products

for safety of the end consumer and protecting brand value of the
original vendor The facial biometric based security offers seamless
detective control against pirated IP versions while incurring zero
design cost overhead

ProposedHLS based hardware security methodology for designing
secure]PEG compressiedecompression (CODEC) hardredP using
retinal biometric The proposed approaokxploits naturally unique
features of retinal biometriof original IP vendorfor securing JPEG
codec IP corewhere the covert security constraints corresponding to
generated retinal signature are implanted inside the deBigng
higher abstraction level he proposed approach is capable of offering
higher robustness during autheation/verification process due to

generation of large number of secret security constraints and highly
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distinctive nature of retinal structure. It also enables sturdy isolation of
piratedversiors of IPs at zero design cost overhead.

1 Proposed an exploratiomethodology thabffers lowcost hardware
design architectural solution for secured IP cores using particle swarm
optimization (PSQ)The proposed approach integratiesee different
hardware security methodologies such as I[P facial biometrics,
encryptedhashing and IP watermarking the PSO framework for
exploring the hardware architecture tradeoffs of secdefign cost
for different DSP applicationg-urther, proposed approach is scalable
to perform security design cost tradeoff corresponding to any
signaturebased security algorithnThe proposed methodologgffers
theanalysis of lowcost architectural resource configuration, impact of
signature strength on securiigsign cost fitness value gnekgister
count of the DSP IP core and security param&teh as probability of
co-incidence for various security methodologies for varying (scalable)

signature strength

10.2 Future work

This thesis has presented various hardware security techniques for generating
secured IP cores corresponding to different datansive applications.
However, Thereforan future, we target tdesign more HLS based secured IP
core solutions for differendata intensiveapplications. On the other hand, to
offer more robust hybrid security solutions for IP cores for handlingiprelt
hardware security threats by providing preventive as well as detective security
control. To do so,we aim atdesigning HLS driven hardware IP cores for
machine learning applicationédditionally, to exploit more robust security
mechanisms using muithodal biometric and 3D biometric eto. offer robust

and seamlessetective control on IP piracy
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