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» Reusable hardware designs form key components of SoCs used in computing/CE

systems. (Hardware designs\
» Globalized supply chain involves untrustworthy third-party IP (3PIP) vendor (IP cores)

houses. P R IP2 ﬂ
» Wide usability of DSP hardware designs/cores. \ /
» Backdoor functional Trojans are a major concern for ensuring reliable functionality ‘l‘

of CE systems and also for ensuring consumer trust.
»>  Why it is crucial to address security threats from the IP vendor level to the system (System on

integration level?

» Detection and isolation of such counterfeited hardware designs is essential as they
may contain malicious Trojan.

» The threat of hardware Trojan is highly severe as it can be implanted at any stage
of the IP design chain.

» For a CE system’s secure and reliable operation, the integrated hardware designs
must be Trojan fortified.

SoCs: system-on-chips, CE: Consumer Electronics
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Hardware designs or micro-IPs from untrustworthy IP core vendors (generally
available in the module library of ESL synthesis tools) are susceptible to severe
hardware threats.

Further, the integration of 3PIPs from untrustworthy entities during in-house
system design integration (System on chip (SoC) integration) may result in
malfunctioning of CE systems and a security threat to end consumers.

Hardware Trojan can be implanted secretly at any stage of the design chain by an
adversary, which might not get detected during the Trojan detection process.

This paper handles such functional Trojan, secretly embedded in the reusable DSP
hardware designs (from 3PIP vendors) used in CE systems.

#ISES2024



= In [5], a scheme involving approximation circuits 1s introduced to hinder hardware
Trojan 1nclusion at the gate level, showcasing its efficacy on gate-level
benchmarks.

o However, [S] does not address functional hardware Trojan quarantine i DSP
hardware, particularly in the context of 3PIP designs.

o Furthermore, swarm intelligence based exploration for optimizing secure Trojan-
fortified architecture is not integrated into [5].

= In [6], authors propose DMR logic for Trojan detection in DSP cores.

o However, it lacks capability in providing Trojan isolation and fortification.

= In [7], authors design hardware Trojan-infected adversaries using functional
camouflaging, discussing ways to furtively introduce Trojans at sites with low
centrality magnitudes.

o However, it does not address the design of low-cost, optimized Trojan-fortified
DSP circuits.

dThe proposed methodology ensures the generation of low-cost, Trojan-fortified
designs using swarm intelligence based DSE, tailored to reusable DSP hardware
utilized in the CE system.
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O This work introduces several innovative contributions, including:

A novel ESL synthesis-based approach for generating low-cost optimal Trojan
fortified design architecture for securing DSP hardware designs against functional
Trojan (causing erroneous functional output).

Employing a distinct multivendor allocation policy based on Triple Modular
Redundancy to ensure design fortification against functional Trojan.

The proposed approach presents an integrated swarm intelligence based DSE
framework with the Trojan fortification design methodology for exploring the
optimal low-cost architectural solution.
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O The proposed approach comprises of two interdependent modules:
(1) Constructing the scheduled data flow graph (SDFG) of Trojan fortified TMR design and subsequently,
based on the SDFG estimating the delay and area of the design and finally computing the fitness cost.

(11) Performing the design space exploration.
v Ensuring a low-cost optimal Trojan fortified datapath design for reusable DSP hardware.
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Fig. 1 Proposed Swarm Intelligence DSE based Trojan fortification process during ESL Synthesis (SWIFT)
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In this module, data flow graph (DFG) of the sample DSP design is constructed based on the
initial functional resource configuration (particle position).

Next, the design TMR logic, by combining two sister units (duplicate unit and triplicate unit) are
built by duplicating the operations of the primary/original DFG (first unit) conforming to the
DSP design.

This combined DFG is scheduled using the LIST scheduling technique.

A distinct multi-vendor allocation policy leverages the design with easy isolation of Trojan
infected unit compared to allocating the resources from multiple vendors to a single unit.

The information of the multiple vendors used during the allocation of the TMR-DSP hardware is
confidentially known only to the system integrator.

Likelihood of collusion between divergent unknown 3PIP vendors to realise the same Trojan
payload is extremely little.

A fault-tolerant voter then passes the functionally correct output.
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Fig.2. Proposed Swarm Intelligence framework in the Trojan fortification design methodology (SWIFT)
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O In the proposed security approach, parameters such as input sample DSP application, multi-
vendor resources, DSE metrics such as inertia weight (linearly decreasing between 0.9 to 0.1),
population size (number of particles=3, 5), acceleration coefficients and the total number of
iterations, are considered during experimental evaluation and a 2.30 GHz processor and 4 GB
of RAM is used for implementation.

Q The proposed methodology is analysed in terms of exploration time and design cost overhead
(for Trojan fortified DSP IP core), and security (the number of vulnerabilities handled).

A. Design Cost Function

L The fitness function includes normalized area and execution time corresponding to the
architectural design of Trojan resistant TMR schedule and can be formulated as follows:

A T
TMR T™MR
Fitness COSIIWI*( ]+ Wz*( )
MAX MAX

3)
Here W, and W, are designer-defined weighing factors (W,=W,=0.5) to provide equal weightage
during cost function evaluation. Further, A,;,x and Ty ,x represents maximum design area and

delay while and represents the computed area and delay of the proposed Trojan resistant TMR
DSP design.
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L The exploration time (time consumed by the swarm intelligence based DSE process for
exploring a global optimal Trojan fortified DSP architectural solution) has been reported in
Fig. 4.

O The cost comparison of designing Trojan fortified hardware design using the proposed
approach and Trojan detection approach [6] have been presented in Fig. 5.
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L The proposed approach is equipped with generating the Trojan fortified design with minimal
design cost overhead as evident from Fig. 6.

L The performance (delay) overhead of the proposed Trojan fortified TMR DSP designs compared
to non-resistant designs, is shown in Fig. 7.
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» This paper introduced a robust ESL synthesis based optimal low-cost Trojan

fortification methodology using swarm intelligence based DSE called ‘SWIFT".
» The proposed approach is capable to detect all functional Trojan at minimal design

cost overhead.

Thank You
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