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Introduction 

High-level synthesis (HLS) plays a pivotal role in the design of hardware intellectual property (IP) designs, 
especially from the domain of image/video processing, multimedia etc.  

However, backdoor hardware Trojans (HT) can be inserted in the HLS design flow to compromise the produced 
register transfer level (RTL) IP design.  

 This paper presents a novel time-bomb triggering HLS Trojan with significant performance degradation (PD) 
payload.  

 

Novel Contributions of the Paper: 

(i) Presents a novel time-bomb triggered HLS Trojan that has capacity to incur performance degradation 
payload.  

(ii) Presents a novel Trojan insertion strategy during the mux-based interconnect design stage of HLS process.  

(iii) The proposed time-bomb HLS Trojan is capable to achieve significantly stronger performance degradation 
at lower area overhead, than prior-art [2]. 
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Related Works 
 There has been no prior work on HLS security that presented time-bomb PD-Trojan insertion technique, during 

HLS flow, by exploiting mux interconnects design stage.  

 In the literature, [1] has presented a functional Trojan secretly injected in the HLS tool library. It has also 
presented a detection mechanism for such functional Trojan using dual modular redundancy (DMR) based 
scheduling with distinct IP vendor policy.  

 In the literature, [2] has presented a battery exhaustion hardware Trojan and downgrade attack hardware 
Trojan that can potentially exhaust the power of the IP design and compromise the security of crypto-cores. 
Such Trojans were shown to be secretly inserted in the scheduling phase of HLS process.  

 Further, [1] [2] also did not present covert insertion Trojan technique by exploiting the mux-based 
interconnect design stage of HLS process, unlike the proposed HLS Trojan.  

 Moreover, [3] only presents a Trojan detection technique, but does not deal with Trojan insertion process. 
Authors in [3] have presented a C-to-RTL equivalence checking technique that is capable of detecting Trojan 
degradation attack (DA), battery exhaustion (BE) attack, and downgrade attack (DG) respectively.  

 Authors in [5] have proposed a high-level transformation (HLT) driven Trojan detection technique to detect 
battery exhaustion hardware Trojan. Detection technique [7] focusses on discerning nominal chips from 
Trojan-inserted chips based on generated path delay fingerprints.  

 Detection techniques such as [3], [5], and [7] are not adequately equipped to detect proposed HLS PD- 
hardware Trojan. 
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Proposed Methodology 
 Threat Model and Motivation 

 HLS Trojans exploits the automated characteristics of an HLS framework and poses critical security 
vulnerabilities. HLS generates RTL hardware architecture directly from its high-level specifications (C/C++/data 
flow graph), while also exposing potential attack vectors.  

 Initially, HLS design processes may lead to hidden vulnerabilities, enabling the insertion of harmful hardware 
Trojans during IP design, which ultimately compromises the integrity of the produced IP or results in substandard 
IP components being available in the market.  

 Secondly, Trojan inserted HLS frameworks may be included in the national-level attack toolkit/ingredient, where 
frameworks/tools created in one nation can be utilized in a different nation to design system-on-chips (SoCs). 
These HLS frameworks are quite unreliable and untrustworthy and could be compromised versions that might 
include backdoor Trojans without the awareness of the IP designers.  

 A rogue HLS tool designer can have access to the mux-based interconnect design stage of the HLS flow, where 
he/she may insert backdoor Trojan during the HLS tool development process.  

 Therefore, an adversary present in the HLS tool vendor house is capable of accessing the important design stages 
of the HLS process, where he/she can exploit this privilege to covertly insert trojan logic in the mux-based 
interconnect design stage.  

 These vulnerable tools can contain secretly inserted Trojan (that is activated only under specific rare-event 
condition when attacker wishes) during important stages of HLS design flow.  

 The HLS Trojans within the design process can lead to security vulnerabilities such as performance degradation, 
power exhaustion, data integrity etc. in the generated IP design .  
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Proposed Methodology (Contd.)  
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Fig. 1(a). Proposed Trojan insertion in the HLS design flow  
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Fig. 1(b). Scheduled DFG of proposed convolutional layer IP core with kernel of size 3x3 

based on 1M, 1A resources  

  

 Fig. 1(a) shows the insertion stage of the proposed time-bomb triggered Trojan during the HLS design process.  

 For explanation and demonstration of the proposed HLS Trojan, we use an HLS generated convolution filter IP 
design (Fig. 1(b)).  



Proposed Methodology (Contd.) 

Overview of the Proposed Trojan Insertion  

 The paper presents novel time-bomb triggering driven performance degradation hardware Trojan (PD-HT) that 
an attacker can secretly implant by exploiting a free (vacant) input port in the mux-based interconnect design 
of HLS process.  

 During the mux-based interconnect design of HLS, appropriate number and type of multiplexer (mux) units are 
determined and generated.  

 In almost all IP datapath designs, the generated muxes have at least a single free (vacant) port, which can be 
easily exploited by an attacker to covertly inject Trojan.  

 The proposed PD-HT refers to a malicious alteration within the IP design that achieves performance 
degradation payload under a specific rare-event time-duration based triggering condition.  

 The proposed HLS Trojan exploits a time-bomb based trigger which indicates that the Trojan logic only gets 
activated (by an attacker) when a pre-defined time interval has elapsed.  

 The proposed time-bomb Trojan trigger is designed in such a way that the activation only occurs when the 
modulus up-counter reaches the same state value as pre-defined in the in-built memory (or register).  

 Since the proposed HLS Trojan is only activated under a specific rare-event and it only affects the 
performance, hence it is very challenging to identify this Trojan.  

 

 Fig. 1(a) shows the insertion stage of the proposed time-bomb triggered Trojan during the HLS design process.  
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Proposed Methodology (Contd.)  
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Fig. 1(c).  HLS based time-bomb Trojan inserted convolution filter IP datapath design – partial view  
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Details of the Proposed Trojan Insertion  

 Fig. 1(c) shows the proposed performance (delay) 
degradation hardware Trojan inserted into the 
convolutional filter IP datapath design, during the 
mux-based interconnect design stage of HLS 
process.  

 In Fig. 1(c), the red colored components or logic 
indicates the proposed performance (delay) 
degradation hardware Trojan logic, while the other 
components or logic are part of the regular IP 
datapath design of convolutional filter.  

 

 More is the Tri-State buffer (TSB) chain length, 
greater is the performance degradation payload 
achieved by an attacker. The non-red color 
components are the regular units of convolutional 
filter IP datapath design.  

 

 The behavioral table of the proposed time-bomb 
HLS Trojan with its trigger possibilities, triggering 
conditions and relevant outputs is described in the 
next slide. 

 



Proposed Methodology (Contd.)  
Table 1 presents the behavioral description of the proposed time-bomb HLS Trojan with its trigger possibilities, 
triggering conditions and relevant outputs. The behavioral table indicates the following:   

(a) Possibilities  

(b) Rare-event trigger condition  

(c) Comparator output internal signal  

(d) Select lines values S0
MS1

MS2
M of the 8:1 multiplexer  

(e) Select lines values S0
DS1

DS2
D of the 1:8 demultiplexer  

(f) On specified rare-event triggering, value of ‘000’ is automatically fed into input of 2:1 muxes for ensuring 
S0

MS1
MS2

M = S0
DS1

DS2
D = 111, to generate Trojan o/p (performance degradation payload). Rest of the time, the IP 

datapath design operates normally (Trojan free) due to no trigger. 

(g) Final output 
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Results and Analysis 
The proposed HLS Trojan infected IP designs has been evaluated in terms of the following:  

(a) achieved performance degradation from an attacker's perspective, (b) area overhead of the HLS Trojan logic in the 
context of the target IP designs, (c) area overhead of the HLS Trojan logic in the context of the target IP designs, and 
(d) comparison of the proposed HLS Trojan with similar prior art [2], in terms of performance degradation achieved 
and its respective area overhead.  
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Conclusion 

 This paper presented a novel time-bomb triggered HLS Trojan attack technique that can use significant higher 
performance degradation for IP designs, at lesser design area overhead, than prior work [2].  

 

 The proposed attack technique is stealthy and cannot be detected through state-of-the-art detection techniques.  

 

 The proposed Trojan attack has capacity to be covertly injected in the mux-based interconnect design stage of HLS 
process.   
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