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➢ Consumer electronics (CE) play a pivotal role in transforming the vision of 

emerging smart cities into reality. 

➢ The current generation of CE design process is massively dependent on global 

IP supply chains.

➢ In such a CE-based framework, security and protection of its’ intellectual 

property (IP) cores are considered as major challenges. 

➢ Thus, the use of secured IPs is of paramount importance.

• Introduction 
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Fig. 1. IP protection of CE hardware
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➢ With the rise of globalization in hardware design and manufacturing, along 

with increasing competition among IP vendors, threats such as:

1. IP piracy

2. False claim of ownership.

• Threat Model  
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IP Piracy

IP Counterfeiting: Copied IP 

design under the same brand 

name by an attacker. 

IP Cloning: Copied IP design 

under a different brand name 

by an attacker.
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➢ The novel contributions of this paper in terms of improving the state-of-art are as 

follows.

1) Proposes a novel triple-phase watermarking methodology to protect the reusable IP 

core during HLS.

2) Proposes a novel highly robust 7-variable signature encoding scheme for embedding 

watermark during consecutive phases of HLS.

3) Yields lower cost overhead in terms of hardware and latency compared to state of 

the art [4], [5].

➢ Motivation: Embedding Watermark at High Level [20]–[22].

• Novel contribution of this paper 
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QC, Canada, 2016, pp. 974–977. [20] A. Sengupta, “Protection of IP-core designs for CE products,” IEEE Consum. Electron. Mag., vol. 5, no. 1, pp. 83–89, Dec. 2015.
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Fig. 3. Proposed triple-phase watermark at architecture level.

• Proposed Watermarking Methodology
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➢ The encoding rules of all seven signature digits are defined as follows.

1) α = For Odd Control Step: Odd operation will be assigned to hardware of 

vendor type 1 (U1) and even operation will be assigned to hardware of vendor type 

2 (U2).

2) β = For Even Control Step: Odd operation is assigned to hardware of vendor 

type 2 (U2) and even operation is assigned to hardware of vendor type 1 (U1).

3) γ = Move an operation of noncritical path with highest mobility into immediate 

next control step (cs).

4) i = encoded value of edge with node pair as (prime, prime).

5) I = encoded value of edge with node pair as (even, even).

6) T = encoded value of edge with node pair as (odd, even).

7) ! = encoded value of edge with node pair as (0, any integer).
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• Threat Scenarios of False Claim of Ownership 
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A. Extracting Unintended Signature:

                                                            An attacker may claim “all operations of 

CS 1 should be allocated to Vendor 1” as his signature encoding rule, which 

may work for a single design, but will prove to be nonmeaningful for other 

watermarked designs.

B. Inserting Unauthorized Signature: 

      Entity B may insert his own signature 

into the original watermarked design of A and claim ownership. In such a 

conflict the actual owner A can prove his ownership as A’s design only contains 

his watermark, however, B’s design contains watermark of both A and B.
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