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Introduction

» Consumer electronics (CE) play a pivotal role in transforming the vision of
emerging smart cities into reality.

» The current generation of CE design process 1s massively dependent on global
IP supply chains.

» In such a CE-based framework, security and protection of its’ intellectual
property (IP) cores are considered as major challenges.

» Thus, the use of secured IPs 1s of paramount importance.

Fig. 1. IP protection of CE hardware
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Threat Model

» With the rise of globalization in hardware design and manufacturing, along
with increasing competition among IP vendors, threats such as:

1. IP piracy

2. False claim of ownership.

IP Piracy
|
IP Cloning: Copied IP design IP Counterfeiting: Copied IP
under a different brand name design under the same brand
by an attacker. name by an attacker.
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* Novel contribution of this paper

» The novel contributions of this paper in terms of improving the state-of-art are as

follows.
1) Proposes a novel triple-phase watermarking methodology to protect the reusable IP

core during HLS.
2) Proposes a novel highly robust 7-variable signature encoding scheme for embedding

watermark during consecutive phases of HLS.
3) Yields lower cost overhead in terms of hardware and latency compared to state of

the art [4], [5].

» Motivation: Embedding Watermark at High Level [20]-[22].

[4] F. Koushanfar, I. Hong, and M. Potkonjak, “Behavioral synthesis techniques for intellectual property protection,” ACM Trans. Design Autom. Electron. Syst., vol. 10, no. 3, pp. 523-545,2005.

[5] A. Sengupta, S. Bhadauria, and S. P. Mohanty, “Embedding low cost optimal watermark during high level synthesis for reusable IP core protection,” in Proc. 48th IEEE Int. Symp. Circuits Syst. (ISCAS), Montreal,
QC, Canada, 2016, pp. 974-977. [20] A. Sengupta, “Protection of IP-core designs for CE products,” IEEE Consum. Electron. Mag., vol. 5, no. 1, pp. 83—89, Dec. 2015.

[21] A. Sengupta, “Hardware security of CE devices: Threat models and defence against IP trojans and IP piracy,” IEEE Consum. Electron. Mag., vol. 6, no. 1, pp. 130-133, Jan. 2017.

[22] A. Sengupta and D. Roy, “Antipiracy-aware IP chipset design for CE devices: A Robust watermarking approach [hardware matters],” IEEE Consum. Electron. Mag., vol. 6, no. 2, pp. 118-124, Apr. 2017.

INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE



* Proposed Watermarking Methodology

7- variables Vendor Signature for
embedding triple phase watermark

! ‘ 1
[ Signature digits ] [ Signature digits ] [ Signature digits ]

for Phase 1 for Phase 2 for Phase 3
_____ y ____________‘L_____I
Ty 0B LT
During Scheduling phase —l During hardware allocation phase l During Register Allocation phase
Proposed dual phase Proposed single phase
Watermark algorithm Watermark algorithm

Watermark IP design + Watermark IP design
after phase 1 and 2 after phase 3
| \

Signature to watermark

Final triple-phase Watermark IP
Design (After Phase 1, 2 and 3)

Fig. 3. Proposed triple-phase watermark at architecture level.
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* Proposed Watermarking Methodology
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Perform hardware allocation based on vendors available

¥ :

Create “hardware allocation’ table

v

> Moditfy the function unit allocation to embed a’ and ‘B’ digits

! v

Repeat for each "'/}’ digit of the
signature (phase 2)

— Modify the register allocation, to embed ‘i’, ‘I, “T” and ‘!’ digits

Generate the modified design (schedule, FU allocation & Register allocation)
accommodating vendor’s watermark constraints

v

IP with vendor s watermark

Repeat for each U/ T/ TV digit
of the signature (phase 3)

Fig. 4. Proposed HLS flow for reusable IP core protection using triple-phase watermark.
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Proposed Watermarking Methodology

» The encoding rules of all seven signature digits are defined as follows.

1) a = For Odd Control Step: Odd operation will be assigned to hardware of
vendor type 1 (Ul) and even operation will be assigned to hardware of vendor type
2 (U2).

2) p = For Even Control Step: Odd operation 1s assigned to hardware of vendor
type 2 (U2) and even operation 1s assigned to hardware of vendor type 1 (U1).

3) y = Move an operation of noncritical path with highest mobility into immediate
next control step (cs).

4) i = encoded value of edge with node pair as (prime, prime).

5) I = encoded value of edge with node pair as (even, even).

6) T= encoded value of edge with node pair as (odd, even).

7) ! = encoded value of edge with node pair as (0, any integer).
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* Proposed Watermarking Methodology

Read the “Controller HDL”
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Fig. 5. Signature detection process.
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Proposed Watermarking Methodology

| |
wOw @)D EOwm
6 )az (2] s {ﬂ@m :4]@'411 5 M1
(Bi@m [9]|f:£}nz

=y 23 -3 o w =] L L] L
—
—
»
Dl e _@
& | G =
\ r
w oo ~d o w -1 w L] L

._.
(=]

—

(=]

Fig. 6. Scheduled DFG (using three adders and three multipliers) of DWT  Fig, 7.  Modified scheduled DFG after embedding phase 1 watermark
with random FU allocation before embedding watermark. (y digits).
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* Proposed Watermarking Methodology

TABLE 1
VENDOR SIGNATURE AND ITS DECODED MEANING (WATERMARK CONSTRAINTS)
Corresponding Additional edges En insert
Desired . : Allocate FU type between nodes in the .
. operation to shift . Observations
Signature (Phase 1) (Phase 2) colored interval graph
(Phase 3)
¥ opn2 fromes. 1to2 | - —- c.s. shift to be done
y opn9 fromcs.3to4 | 0000 - — c.s. shift to be done
a -——— opn | with vendor 1 —- FU reallocation to be done
b -—-— opn 2 with vendor 1 — No change occurred
a -—-— opn 3 with vendor 1 — No change occurred
b -—-— opn 4 with vendor 1 — FU reallocation to be done
b -—-— opn 5 with vendor 2 — FU reallocation to be done
i e (v2,v3) Exists by default
I e (v2, v4) Exists by default
| e (v2, v6) New edge to be added
T e (vl, v2) Exists by default
! e (v0, v1) Exists by default
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Proposed Watermarking Methodology

TABLE 11
TIMING TABLE FOR NONCRITICAL OPERATIONS (jtm = 0) SORTED IN
INCREASING ORDER OF MOBILITY (BEFORE EMBEDDING WATERMARK)

OperationNo. | 3 [ 2 | 5 |4 | 7|9 | 8
Control Step 1 2 3

TABLE III
TIMING TABLE FOR NONCRITICAL OPERATION (pum =0)
(AFTER EMBEDDING WATERMARK IN PHASE 1)

Operation 31514728169
Control Step | 1 2 3|4
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* Proposed Watermarking Methodology
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Fig. 8. Modified scheduled DFG after embedding phases 1 and 2 watermarks

(a, B. and y digits).

(o, B.y. i, 1. T. and ! digits).
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Fig. 9. Final scheduled DFG after embedding phases 1, 2, and 3 watermarks




Proposed Watermarking Methodology

TABLE IV
FU ALLOCATION TABLE (BEFORE EMBEDDING WATERMARK)

Operation | 1] 2 13 [ s 91wl
ODD = ocated

CS. ‘;‘"U M2 | MM AL A2 | AL AL AL A2
EVEN iﬁﬁratizg 4 516 T 111301517 -
Cs. ”“ﬂj M2 | ML A2 AL M2 M2 | M AL -

Fig. 10. Colored interval graph embedded with additional edges as per 3rd
phase watermark.
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* Proposed Watermarking Methodology

HARDWARE ALLOCATION TABLE (AFTER EMBEDDING WATERMARK IN PHASE 2 DURING FU ALLOCATION)

TABLE V

C(;:)f];t Functional Unit Allocation Register Allocation

R G B Y P
0 Allmﬁ‘;ﬁ”ﬂgﬁmm — — — — ——! Storage Variable | VO | VI | V2 V3 V4
1 o e Tttt Storage Variable | V5 | VI | V6 | V3 | V4
2 Allmﬁgﬁzﬂwm I\i 1 Pj- 1 “jz :2 ; ] Storage Variable | V7 V8 Vo V10 VIl
3 Allﬂ-c?tpef:lrﬁi;}&wam : 1 jﬂ — — — Storage Variable | V12 | — V9 V13 Vi1l
4 Auoﬂgtizméﬁgwm ;2 I%I{IZ — — — Storage Variable | V14 | — V9 V13 V15
> All&cgti?im&::‘gware 1;21 = — — —— Storage Variable | V16 | — V9 V13 V15
6 Al lmﬁ?ﬁﬁwm 31,132 — — — — Storage Variable | V17 — — V13 V15
7 Anﬂc?pwffﬁﬁwm jj — — — —— Storage Variable | V18 | — - V13 V15§
i All{}cca}tpcfiml-iiiaizwam r«.ldsl — — — —— Storage Variable | V19 | — - - V15
9 legﬂgﬁﬁgwm jg — — — —— Storage Variable | V20 | — - - V15
10 Allocgizfiritlﬁ"gwam ;1?1 - - - — Storage Variable | V21 | — -- - -

INDIAN INSTITUTE OF TECHNOLOGY (IIT) INDORE




* Proposed Watermarking Methodology

TABLE VI
FiNaAL HARDWARE ALLOCATION TABLE (AFTER EMBEDDING WATERMARK IN PHASES 1. 2, AND 3)

Cﬁ‘f&t Functional Unit Allocation Register Allocation

R G B Y P
0 Allo;‘;ﬁrﬁﬂwm — — — Storage Variable VO | VI | v2 | V3 | Va4
] A]].;,C?tl:;n;-:i;zwam Ivil le — — — Storage Variable V6 Vi V5 V3 V4
2 Aumgtﬁ?lﬂwm l\i 1 I\: 1 hi 3 ;'2 1:1 Storage Variable V7 V8 | V9 | VIO | VII
3 Alloc?gzr E;?rl:]ware f ] 113 — — — Storage Variable V12 — Vo | V13 | Vi1
4 Allﬂcggir?l?rl:iware Agl leg_* — — — Storage Variable V14 — | V9 | VI3 | VIS5
> Alluc?tl?:?iritlia?éwam z:s.:i : : : : Storage Variable V16 — V9 Vi3 V15
6 Mlmgg; g?r?iware IE*I?’Z — — — — Storage Variable V17 — — V13 | vis
7 zﬂ"nll-::-t:E'IE.;Ear E;-tlia.:i'lfl:iWarc.a :{ = — — — Storage Variable V18 — — V13 | VI3
8 Auacgggﬁwm ;{51 — — — — Storage Variable V19 — — _ V15
? Allucgt[::zr?liac:'t:iwam 1:;3 — — — — Storage Variable V20 - - — V15
10 Allﬂcggfin:lfrzware :; — - — — Storage Variable V2l — — — —
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* Threat Scenarios of False Claim of Ownership

A. Extracting Unintended Signature:
An attacker may claim “all operations of
CS 1 should be allocated to Vendor 1” as his signature encoding rule, which

may work for a single design, but will prove to be nonmeaningful for other
watermarked designs.

B. Inserting Unauthorized Signature:

Entity B may insert his own signature
into the original watermarked design of A and claim ownership. In such a
conflict the actual owner A can prove his ownership as A’s design only contains
his watermark, however, B’s design contains watermark of both A and B.
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* Results and Analysis

TABLE VII
COMPARISON OF STRENGTH OF WATERMARK INDICATED THROUGH
PROBABILITY OF COINCIDENCE (AS PROOF OF AUTHORSHIP) BETWEEN
PROPOSED [4] AND [5] FOR SIGNATURE SIZE (80 DIGITS)

#of

TABLE VIII

COMPARISON OF TAMPER TOLERANCE BETWEEN PROPOSED,
[4] AND [5] FOR DIFFERENT SIGNATURE STRENGTH

# of times lower P, " :
Benchmarks| register P, of pr;pns‘:dr . e # of times higher
4,5] before approach compared Signature # of possible signature tamper-tolerance of
watermarkProposed) 14 1 Bl | t[4 &5 Size combination proposed approach
ARF 8 3.3x10™7 2.2x10™ | 2.2x10 6.9x10 (digits) comparedloH &[5]
DCT 37x10% | 22x10% | 2.2x10° 6.1x10" Proposed |  [4] 5] (4] 5]
DWT 5 [83x10% ] 17x10% | 17x10°% | 2.1x10% 15 48410% | 32768 | 10.7%10° | 145%10" | 4421
EWF 4 |68x10% [1.0x10™[1.0x107°]  1.5x10% 30| 23107 | LI¥O | 12%10" | 2.0%10 | 19.5%10°
IDCT 8 [33x107]22x10% [2.2x10°]  6.9x10” 45 LIF10™ | 35410 | 124107 | 3.0%10™ | 8.6%10"
MPEGMV| 14 [38x10°" | 2.6x10° | 2.6x10° 6.9x10% 60 S1#10° | 12%10™ | 13410 | 44*107 | 3.8*10™
IPEGIDCT| 12 |1.9x10% | 9.4x10™ | 9.4x10° 5.0x10" 80 41107 | 12410 | 1.5%10% | 3.4¢10% | 2.8*10"
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* Results and Analysis

TABLE IX
COMPARISON OF PROPOSED APPROACH WITH BASELINE IN TERMS OF AREA. LATENCY, CoST, AND COST OVERHEAD %

Area (pm’) Latency (ns) Cost Cost Overhead %
Benchmarks Resource Proposed approach
Configuration | Baseline Proposed | Baseline | Proposed | Baseline | Proposed with respect to

baseline
ARF 5(+), 3(*) 191.1 209.19 2.67 3.11 0.77 0.87 12.98
DCT 6(+), 3(*) 250.87 263.45 3.95 4.19 0.80 0.84 5.00
DWT 2(+), 4(%) 162.79 165.94 1.98 2.08 0.78 0.81 3.85
EWF 3(+), 2(*) 184.81 197.39 3.24 3.82 0.85 0.95 11.76
IDCT 5(+), 3(%) 246.15 253.23 3.77 4.16 0.78 0.83 6.41
MPEG 3(+), 8(%) 280.76 287.05 2.44 2.59 0.73 0.76 4.11
JPEG 5(+), 5(%) 747.9 756.55 14.9 15.92 0.72 0.76 5.56
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* Results and Analysis

TABLE X
COMPARISON OF PROPOSED APPROACH WITH [4] AND [5] IN TERMS OF REDUCED WATERMARK DESIGN AREA,
LATENCY, AND COST FOR SIGNATURE STRENGTH: 80

S mn‘;; 21?;:; Walerma;‘l]:t;}ie)mgu Area Wzi;::gri{nﬁ}fﬂgn Watermark Design Cost
Proposed [4] 5] Proposed (4] [5] | Proposed 4] [5]
ARF 5(+), 3(*%) 209.19 22571 223.35 3.11 3.11 3.11 0.87 0.92 | 0.90
DCT 6(+), 3(*) 263.45 29098 | 288.62 4.19 4.51 451 0.84 0.94 | 092
DWT 2(+), 4(*) 165.94 182.37| 180.01 2.08 2.43 2.43 0.81 0.93 | 092
EWF 3(+), 2(%) 197.39 209.19| 20447 3.82 3.89 3.89 0.95 0.99 | 0.98
IDCT 5(+), 3(%) 253.23 280.96 278.4 4.16 4.34 4.34 0.83 0.91 | 0.89
MPEG 3(+), 8(*) 287.05 309.85| 309.85 2.59 277 2.77 0.76 0.81 | 0.81
JPEG 5(+), 5(%) 756.55 78329 783.29 15.92 16.52 ;6'5 0.76 0.79 | 0.79
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