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Introduction 

With the surge in globalization hardware design and manufacturing process and rivalry between the IP vendors, 
threats such as IP piracy and false claim of IP ownership are intensifying [23]-[27]. 

 

 Therefore, the requirements for protection of IP-core designs are paramount importance. 

 

 Threat Model: This paper targets vendor protection of reusable IP core from false claim of ownership. 

 

 The novel contributions of this paper are as follows.  

 Proposed a novel triple-phase watermarking methodology to protect the reusable IP core during HLS.  

 Proposed a novel highly robust 7-variable signature encoding scheme for embedding watermark during 
consecutive scheduling phase, hardware allocation phase and register allocation phase of HLS.  
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Proposed triple-phase watermark at architecture level 

 The diagrammatic depiction of the proposed approach is 
shown in Fig. 1. 
 

 Besides, triple-phase embedding, the vendor signature is 
a 7-variable encoding that makes the watermark 
extremely robust with minimal chances of any malicious 
alteration.  

 

 Further, it is extremely difficult for an attacker to identify 
which HLS phases (and how watermark constraints) are 
embedded in the design. 

 

 1st phase is independent of both 2nd and 3rd phase 
watermarks.  

 2nd phase watermark is dependent on 1st phase 
watermark, therefore, tampering of 1st phase watermark 
may affect 2nd phase watermark constraints.  

 Since 3rd phase is independent of 1st and 2nd phase 
watermark, therefore, 1st and 2nd phase water mark also 
enables independent protection of original IP owner.  
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Fig. 1: Proposed triple-phase watermark at architecture 
level. 



Proposed watermarking methodology 

 The IP vendor selected seven different signature digits and their corresponding encoding rules are as follows:  

(i) α = For Odd Control Step: Odd operation will be assigned to hardware of vendor type 1 (U1) and even operation 
will be assigned to hardware of vendor type 2 (U2),  

(ii) β = For Even Control Step: Odd operation is assigned to hardware of vendor type 2 (U2) and even operation is 
assigned to hardware of vendor type 1 (U1),  

(iii) γ = Move an operation of noncritical path with highest mobility into immediate next control step (cs),  

(iv) i = Embed an artificial edge between <prime, prime> node pairs (storage variables) in colored interval graph 
(CIG) of DSP application,  

(v) I = Embed an artificial edge between <even, even> node pairs (storage variables) in CIG of DSP application,  

(vi) T = Embed an artificial edge between <odd, even> node pairs (storage variables) in CIG of DSP application, and  

(vii) ! = Embed an artificial edge between <0, any integer> node pairs (storage variables) in CIG of DSP application. 

 

 Representation with tables: 

 Scheduling phase -> “noncritical operations (μm > 0)” timing table, where μm denotes the mobility of the 
operation, 

 Hardware allocation phase -> “functional unit (FU) allocation” table, and  

 Register allocation phase -> “register allocation” table.  
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Proposed watermarking methodology (Contd.) 
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Fig. 2: Proposed HLS flow for reusable IP core protection using triple-phase watermark. 



Proposed watermarking methodology (Contd.) 

To insert the proposed watermark, the following algorithm is followed: 

 Pre-Embedding Steps (1-5):  

 Based on user provided hardware resources, schedule the DFG.  

 Perform FU allocation based on user provided hardware.  

 To represent an IP design before embedding watermark, generate a FU allocation table for all operations and a 
noncritical operations (μm > 0) timing table.  

 Sort the operations based on their number in increasing order in each control step.  

 Select a 7-variable vendor signature in the form of any combination of α, β, γ , i, I, T, and ! digits. 

 Embedding 1st phase watermark (Step 6):  

 Move/shift an operation of noncritical path by scanning from control step 1 onward (without repeating) for each 
occurrence of γ such that:  

 a) it has no child operation in immediate next control step;  

 b) shifting does not violate the hardware constraints;  

 c) it has the highest mobility (if conflict occurs between more than one operation). 

 Embedding 2nd Phase Watermark (Step 7):  

 FU reallocation is performed in the scheduling as per the encoding rules for each occurrence of α and/or β.  

 (Note: Encoding rule is applied on sorted operations in step 4.) 
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Proposed watermarking methodology (Contd.) 

Modify “hardware allocation” table and noncritical operations (μm > 0) table for each encoded digit based on steps 6 
and 7 to represent a watermarked IP design (Step 8).  

 Embedding 3rd Phase Watermark (Steps 9-16):  

 Assign storage variables in the double phased watermarked schedule (obtained in step 7).  

 Create a colored interval graph to find the minimum number of registers required for register allocation.  

 Create a register allocation table for the double phased watermarked scheduling obtained till step 7.  

 Sort storage variables as per their number in increasing order.  

 Feed the 3rd phase vendor signature in the form of i, I, T, and !, in which the characters hold the encoded value of 
additional edges to be inserted.  

 Create a list of additional edge pairs corresponding to its encoded values by traversing the sorted nodes.  

 Insert the 3rd phase watermarking constraints in the colored interval graph.  

 Modify the register allocation table representing IP design based on colored interval graph in last step. 
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Proposed watermarking methodology (Contd.) 

As a summary: 

Here, in the first phase of watermarking, non-critical operations (starting from CS 1) are moved to the immediate next 
CS for each occurrence of ‘γ’ (shifting must not violate the data dependency and hardware constraints), and a modified 
timing table for non-critical operations is generated. A hardware allocation table is generated corresponding to different 
used functional units (hardware).  

 

 Further, in the second phase of watermarking, FUs are re-allocated according to the IP vendor selected encoding rules 
‘α’ and ‘β’, and a modified hardware allocation table is generated. After this, allocation of storage variables in the 
SDFG (double phased watermarked) is performed, and a CIG is created to find the minimum number of required 
registers for storage variables. Next, a register allocation table (RAT) is created from SDFG (assigned with storage 
variables).  

 

 Then, in the third phase of watermarking, the additional artificial edges (security constraints) are determined based on 
the IP vendor's selected ‘i’, ‘I’, ‘T’, and ‘!’ digits. Further, these determined security constraints are embedded into the 
CIG of the design, followed by local alteration in register allocation if two adjacent register’s colors are the same. To 
resolve this conflict, either colors of the register are swapped, or a new colored register is allocated.  

 

 Finally, RAT of triple-phase watermarked hardware IP core is generated using HLS. 

 

 

 
8 



Proposed watermarking methodology (Contd.) 

 Signature detection is a compulsory step when using watermark for resolving vendor ownerships conflicts.  

Here, signature detection is a two-step process, (i) Inspection, and (ii) Signature verification. 
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Fig. 3: Signature detection process. 



Vendor signature and its decoded meaning (watermark 
constraints) 
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Motivational example : proposed watermarking process 
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Fig. 4: Scheduled DFG (using three adders and 
three multipliers) of DWT with random FU 
allocation before embedding watermark. 

Fig. 5: Modified scheduled DFG after embedding 
phase 1 watermark (γ digits). 



Motivational example : proposed watermarking process (Contd.) 
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Fig. 4: Scheduled DFG (using three adders and 
three multipliers) of DWT with random FU 
allocation before embedding watermark. 

Fig. 6: Modified scheduled DFG after embedding 
phases 1 and 2 watermarks (α, β, and γ digits). 



Motivational example : proposed watermarking process (Contd.) 
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Motivational example : proposed watermarking process (Contd.) 
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Fig. 4: Scheduled DFG (using three adders and 
three multipliers) of DWT with random FU 
allocation before embedding watermark. 

Fig. 7: Final scheduled DFG after embedding 
phases 1, 2, and 3 watermarks (α, β, γ, i, I, T, and ! 

digits). 



Threat scenarios of false claim of ownership 
 Entity A owns a watermarked design (Dw) which entity B has purchased from A. In such a case entity B can create the 

following threats: 

 Extracting Unintended Signature  

 Entity B may try to extract the signature, and he/she may randomly/arbitrarily claim any existing information of 
the design as his/her signature.  

 An attacker may claim “all operations of CS 1 should be allocated to Vendor 1” (like Fig. 7) as his/her signature 
encoding rule, which may work for a single design, but will prove to be nonmeaningful for other watermarked 
designs. 

  

 Inserting Unauthorized Signature  

 Entity B may insert his/her own signature into the original watermarked design of A and claim ownership.  

 In such a conflict the actual owner A can prove his/her ownership as A’s design only contains his/her watermark 
(corresponding to his/her signature), however, B’s design contains watermark of both A and B. 

 

 Tampering Original Signature in the Design  

 Here, B may apply some alterations to the original watermarked design of A, trying to create his/her own 
unauthorized design.  

 In such a conflict, as the proposed watermarking scheme distributes a strong signature throughout the design in 
three phases of pre-synthesis, thus complete tampering of all watermarking constraints (corresponding to the strong 
signature embedded) is extremely difficult.  
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Properties of generated watermark 
 The properties of the generated watermark includes the following: 

 Embedding cost  

 The proposed approach produces watermark that incurs low design overhead of area and latency. Further, 
register overhead is found to be minimal.  

 

 Robustness  

 The proposed approach implants watermark in three different design phases of HLS. Thus, the generated 
watermark is extremely robust.  

 

 Tamper tolerance  

 The proposed approach produces watermark that is tolerant to tampering as the watermark is inserted in three 
phases of HLS and dispersed throughout the design. 

 

 Watermark creation and detection time  

 The watermark generated through proposed approach is fast. Further, the detection process is straightforward 
for a genuine entity (who has complete knowledge of encoding rules), however, extremely tough to penetrate for an 
adversary.  
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Experimental results 

[4] F. Koushanfar, I. Hong, and M. Potkonjak, “Behavioral synthesis techniques for intellectual property protection,” ACM Trans. Design Autom. Electron. Syst., vol. 10, no. 3, pp. 523–545, 2005.  

[5] A. Sengupta, S. Bhadauria, and S. P. Mohanty, “Embedding low cost optimal watermark during high level synthesis for reusable IP core protection,” in Proc. 48th IEEE Int. Symp. Circuits Syst. 
(ISCAS), Montreal, QC, Canada, 2016, pp. 974–977.  
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Experimental results (Contd.) 
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Despite of embedding watermark in three different phases the proposed approach achieves significant reduction in area, 
latency, and cost than [4] and [5] due to the following reasons:  

 

 The proposed approach uses register allocation-based watermark (i, I, T, and !) partially, while the remainder signature 
digits are embedded through hardware allocation and scheduling. Since, register allocation-based watermark incurs 
register overhead in most cases, thus [4] and [5] consumes more area always than proposed approach. 

 

 The proposed approach uses multivendor concept in hardware allocation phase (signature digits: α and β) of watermark 
compared to single vendor hardware allocation watermark in [4] and [5].  

 Delay of multiplier and adder from vendor U2 < Delay of multiplier and adder from vendor U1 

 On the contrary, for [4] and [5] component allocation of all operations is entirely done through a single vendor U1.  

 However, for proposed approach, seven additions and five multiplications are allocated to vendor U1, and two 
additions and three multiplications are allocated to vendor U2 based on α, β digits of watermark signature.  

 

During scheduling phase, the proposed approach embeds signature digits (γ ) in the noncritical path of the design which 
may result into occasional or zero latency overhead. This contributes to lower design cost in proposed approach.  
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Conclusion 
 

 The involvement of 7-digit multi-variable signature and different IP vendor-selected encoding mechanisms for different 
phases (scheduling, hardware allocation, and register allocation) of watermarking makes the proposed approach highly 
robust.  

 

 In the proposed approach, the concept of two distinct IP vendors is used to attain added security in the encoded signature 
and possible overall minimization of design area/latency. 
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