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Introduction 
Intellectual Property (DSP IP cores) 
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▸ Chips, Integrated circuits, and other designs owned by a company, designer, or manufacturer.  

▸ Processors, Co- Processors(DSP) and other Consumer Electronics hardware. 

▸ These co-processors performs various data-intensive and power-hungry applications involving 
massive computations like data compression-decompression, digital data filtering, and different 
complex mathematical calculations. 

▸ Due to globalization of design supply chain, the reusable IP cores or ICs are prone to various 
hardware threats [1], [2]. 

 

 Figure 1: IC design process 
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Hardware Threats 
Security Issues associated with hardware IP Cores 
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Sr. No. Security Issues Descriptions  

1.  Intellectual property(IP) 

Cloning: 

Assigning different names to the same cloned 

product. 

2.  IP Counterfeiting: Using different products under the same brand 

name. 

3.  Hardware Trojan Attack: Malicious circuitry that damages the 

functionality and trustworthiness. 

4.  Overproduction: Production of IP Cores more than the specified 

IP vendor licensing limit. 

5.  False claim of ownership: An adversary can fraudulently claim the 

ownership of IP. 
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Previous works 
Related Work  
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Sr. No. Existing Work Technique Used Remarks 

1.  F. Koushanfar, I. 

Hong, and M. 

Potkonjak [6]  

(2005) 

Hardware watermarking using two-variable 

(0, 1) signature encoding process. 

Weak watermarking mechanism due to 

involvement of only two variable signature 

encoding process. Not robust and future 

proof. 

2.  A. Sengupta and 

S. Bhadauria [7] 

(2016)  

Hardware watermarking using four variable 

(i, I, T, !) signature encoding process to 

implant additional security constraints in the 

colored interval graph (CIG) of respective 

DSP applications using the HLS framework. 

The watermark (original signature) inserted 

by watermarking technique becomes 

vulnerable if relevant information (like 

signature size, digit encoding, and digit 

combination) gets leaked. 

3.  J. Qiu, H. Li, J. 

Dong, and G. 

Feng [3]  (2017) 

A biometrics encryption methodology is 

proposed using palmprint biometric and 

convolutional code for user authentication. 

This approach is based on palmprint 

biometric for user authentication, however 

does not demonstrates the security of 

hardware IP core.  
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Proposed work 
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▸ The proposed approach based on a low-cost steganography technique for protection of complex 
reusable IP Cores used in CE Systems. 

▸ The proposed approach is signature-free and capable of generating hardware security 
constraints for securing a DSP Kernel application.  

▸ It makes use of the register allocation table of DSP kernel application itself to generate hardware 
security constraints. 

▸ The generated hardware security constraints then embedded in the IP Cores design to 
authenticate genuine IP Maker. 

▸ Threshold entropy option in the approach provides more control to designer as compared to 
signature based approach. 

▸ Particle swarm optimization based design space exploration (PSO-DSE) is used to in the 
proposed approach to generate a low-cost optimized solution corresponding to secured DSP IP 
core.  
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PSO-DSE module 
PSO-DSE module 
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▸ The integration of the PSO-DSE block with the steganography based security methodology serves the objective 
of determining an optimized architectural solution.  

▸ PSO prunes the design search space based on IP vendor specified high level specification such as area, delay, 
energy, power, etc. corresponding to secured DSP design to generate an optimized low-cost design. 

Advantage of PSO-DSE [8] over others such as genetic algorithm [4] and bacterial foraging [5] based DSE: 

▸ PSO-DSE considers the magnitude of the previously computed velocity with the help of a parameter called 
inertia weight, while [4] and [5] do not consider the momentum of prior iterations, which increases the 
probability of getting stuck in the local minima during architecture exploration. 

▸ PSO-DSE creates a balance between exploitation and exploration time with the help of linearly decreasing the 
value of inertia from 0.9 to 0.1. The algorithm takes more significant steps at the beginning and smaller steps 
on reaching higher fitness solutions, which is missing in [4]and [5]. This also enhances the chance of reaching 
global optimal solution. 

▸ The inclusion of various other factors (hyperparameters), such as social and cognitive factors in PSO-DSE, helps 
achieve higher fitness solution within a very low exploration time. 
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Flow Diagram 
Flow Diagram 
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Proposed Work : Extraction of security constraints from SDFG of DSP 
application  
Determination of hardware security constraints and their corresponding entropy value based on 
scheduled data flow graph of DSP application 
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● Some examples of possible edges between same-colored storage 
variables for 8-point DCT are <X6, X14>, <X7, X15>, <X3, X11>, ------
-, <X5, X13>, <X2, X10>, <X0, X8>, <X0, X16>, <X0, X17>, <X0, X18>, 
<X0, X19>, <X0, X20>, <X0, X21>, <X0, X22>, <X21, X22> (generated 
from SDFG). 

● For example, let’s take the edge <X6, X14>: (([CS:0,1,2,3] (X6  X0, 
X8, X16, X17), E (entropy)=5, (BL  R)), ([CS:4,5,6] (X14  X18, 
X19, X20), E (entropy)=4, (BL  R))). So, the maximum entropy for 
embedding edge <X6, X14> is 5. 

● Similarly, entropy for all possible edges are computed and final 
hardware security constraints are generated based on IP vendor 
selected value of threshold entropy. 
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Proposed Work : Embedding of generated security 
constraints  
Embedding of generated security constraints using colored interval graph framework 
(Extra embedded security constraints are in red colored edges) 
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Security metrics  
Evaluation parameters 
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 Evaluation of Robustness Using Probability of Coincidence (P): 

P = 1 −
1

𝑙

𝑒
 

‘l’ denotes the number of registers used in the CIG and ‘e’ denotes the 
number of hardware constraints added. 

 Design cost: 

𝐷𝑒𝑠𝑖𝑔𝑛 𝑐𝑜𝑠𝑡 = 𝑞1 ∗
𝐴𝑟𝑒𝑎 𝐴

𝐴𝑚𝑎𝑥
+ 𝑞2 ∗ (

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 𝐿

𝐿𝑚𝑎𝑥
) 

where q1=0.5 and q2=0.5 are designer-defined weighing factors used to 

provide equal weightage to design area (A) and execution time (latency (L)) 

during design cost function evaluation. Further, 𝐴𝑚𝑎𝑥 and 𝐿𝑚𝑎𝑥 represents 

maximum design area (determined with available maximum functional 

resources) and time (delay) (determined with available minimum functional 

resources) 
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Comparative Analysis 
Comparison of Probability of coincidence (P) between proposed and [6] and [7] 
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 Comparative Analysis : Design cost comparison 
Design cost comparison (before and after embedding stego-security constraints) 
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 Comparative Analysis 
Design cost and area reduction for the proposed approach compared to [7] 
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